
T4000 PRO
SECURITY 
COMMUNICATOR



T4000 PRO SECURITY COMMUNICATOR

Designed with high data transfer 
rates in mind, the T4000 Pro offers a 
monitored, managed, on-site portable 
Internet solution over 4G LTE.

Alternatively, the T4000 Pro can 
operate in Standalone Mode offering 
4G router and App control 
capabilities.



T4000 PRO – THE BENEFITS

Quick Setup
Simple Plug and Play 
installation.
Built-in Web user 
interface.
Scan the QR Code or use 
a Web Browser to access 
the T4000 Pro 
programming interface.
Over-the-air Firmware 
updatable.

Alarm Reporting
Compatible with most 
alarm systems via Serial 
Data link or Dialler 
Capture port.

Contact-ID, IRFast and 
IRFast+Text reporting 
formats.

LAN Failover
Data can be configured to 
pass over a Clients 
Network via the WAN 
connection or Wi-Fi.

The T4000 Pro acts as a 4G 
LTE backup service for 
connections such as the 
Alarm Panel and a CCTV 
system should the Client 
Network fail.
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T4000 PRO
DEPLOYMENT EXAMPLES

4



5Typical T4000 PRO deployment for 4G failover



6Typical T4000 PRO deployment for 4G Standalone



T4000 PRO
PROGRAMMING INTERFACE
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T4000 PRO - DASHBOARD
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Setting up 4G failover connectivity for 
your mission critical devices is made 
easy with the T4000 Pro. 

Like the Inner Range Inception Panel, 
the T4000 has a Web Server on board 
for remote programming over 
SkyTunnel. 

It shares the same look and feel with 
the Inception for ease of programming 
and overall familiarity.



T4000 PRO - WAN INTERFACE
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The WAN port allows the T4000 Pro and 
connected devices on its LAN1, LAN2 and 
Wireless Hotspot to use an existing 
hardwired internet connection.

The T4000 Pro will prioritise all traffic from 
LAN1, LAN2 and Wireless Hotspot through 
the WAN port and will 'fail over' all traffic to 
the 4G connection in the event of 
connection loss on the WAN port.

The WAN port's IP addressing can be 
configured to use DHCP assigned or Static 
IP addressing.



T4000 PRO - LAN INTERFACES

You can configure the T4000 Pro's 
hardware interfaces including LAN1 and 
LAN2 Ethernet ports, Wireless Hotspot, 
enable DHCP servers and configure 
internal network bridging.

Network bridging is used to allow IP 
connectivity between the T4000 Pro's 
various interfaces including LAN1, LAN2 
and Wi-Fi. 

Tool Tips are accessible by clicking the 
icon for additional information.
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T4000 PRO - LAN INTERFACES

When network bridging is disabled, devices can 
still connect to the internet via WAN, Wi-Fi (Client 
mode) or 4G but cannot communicate with any 
devices on the other T4000 Pro LAN interfaces.

All interfaces can be added/removed from the 
Network Bridge as needed. 
Any Interfaces added to the Network Bridge will 
share the Network Bridge's DHCP server.

LAN1/LAN2 Ethernet ports and the Wi-Fi 
interface can be individually configured for Static 
IP addressing or a DHCP server can be enabled.
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T4000 PRO - WI-FI CONFIGURATION

T4000 Pro can connect to a 2.4Ghz 802.11n 
wireless network using personal or enterprise 
authentication methods. 

This performs in a similar way to the WAN 
Ethernet port providing devices connected to 
'LAN1' and 'LAN2' ports with an Internet 
connection via an existing local Wi-Fi network.

Wireless Hotspot turns the T4000 Pro into a Wi-FI
Access Point.

All devices connected to the Wi-Fi AP will be 
routed through the WAN by default. However, it 
will attempt to 'fail over' to 4G, if it is disrupted or 
offline.
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VPN CLIENT & FIREWALL



VPN CLIENT & FIREWALL

▪ The purpose of the VPN connection is to allow the T4000 Pro and any 
devices connected to the T4000 Pro's LAN1, LAN2 and Wireless 
Hotspot to communicate via a VPN. 

▪ A VPN provides connectivity as well as privacy from the public internet. 

▪ The T4000 Pro will attempt to maintain the VPN connection through 
the WAN interface and will attempt to 'fail over' all traffic to the 4G 
(LTE) connection if the WAN is disrupted or offline. 

▪ The VPN configuration is uploaded to the T4000 Pro via a configuration 
file. When the VPN is enabled and the settings are appropriate, the 
T4000 Pro will be attempting to maintain the VPN connection.



VPN & FIREWALL - PORT FORWARDING

The internal firewall of the T4000 Pro is configured to 
block all inbound connections. 
The rules configured via this page define the allowed 
inbound connections from external sources to the 
devices connected via the private interfaces of the 
T4000 Pro. 
The Firewall port forward rule configurations define 
which packets received on the WAN, LTE, Wi-Fi and 
VPN Tunnel interfaces of the T4000 Pro are allowed 
through its internal firewall and then forwarded to 
devices connected via the LAN1, LAN2 or Wi-Fi 
Hotspot.



T4000 PRO
UPCOMING FUNCTIONALITY
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DEVICE CONFIGURATION



DEVICE CONFIGURATION - IP ADDRESS RESERVATION

▪ This page allows for the devices that are connected to these private 
interfaces to be observed, regardless of whether the device has been 
issued a DHCP IP address from the T4000 Pro or if the device has been 
configured with a static IP address. 

▪ The default functionality of the T4000 Pro is for the private interfaces 
(LAN1, LAN2 & Wi-Fi Hotspot) to be bridged together and the bridge will 
have a DHCP server enabled. 

▪ Additionally, through the configuration available from this page a DHCP 
IP address can be reserved for a device with a given MAC address.



Have your say
We want your input to help make the best product 
possible!
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