PERMACONN
IP CSRU

PERMANACONN"™



Contents

1 General

2 Features

3 Operation

4 Software Installation IP CSRU

5 Software Installation IP Receiver Status Module

6 Permaconn & SafelinQ Generated Events

7 Protocol to Automation Software

IP CSRU Install Manual - Version 5.0



The PERMACONN system provides two-way communicait@tween monitored sites
and the central station that collects this infoiorausing the latest GPRS technology. The
Permaconn IP CSRU ‘Virtual Receiver module progide connection to the Central
Station for all Permaconn outstations via IP. lintended to run as an active alternative
path to the current GPRS based Central Stationnvexc2000 (CSRU 2000).

The IP CSRU *Virtual Receiver’ package is supplasia software bundle and requires a
server style PC. The IP CSRU application will ifdee with most Central Station software
automation systems such as SIMS, CAMS and ADSW. [Ph€SRU *‘Virtual Receiver’
software bundle includes two (2) packages, IP CSRttual Receiver’ module and the ‘IP
Receiver Status’ module.

WARNING

INSTALLATION MUST BE CARRIED OUT BY SERVICE PERSONRBL ONLY.

Australian Standard AS2201 requires regular senagequalified and licensed
technicians and regular testing.

The PC must be installed in accordance with thisuabhand AS2201 for proper
operation.

STANDARDS COMPLIANCE

In this manual, ‘AS2201.1’ refers to AS/NZS 2202007, ‘AS2201.5' refers to
AS/NZS 2201.5:2008 and ‘AS2201’ refers to the cotrissues of the AS2201 range
of documents.

In order to achieve compliance with AS2201.5, #wens of the current issue of the
document ‘Permaconn AS/NZS 2201.5:2008 Compliariaee®ent’ must be met.

Note that theoverall alarm transmission system configuration needtopty with
AS2201.1 and AS2201.5.

It is stressed that the supervised premises alamelps be installed and maintained
in order to meet Class (as relevant to the alaansinission system classification)
under AS2001. The logbook required under Claudeobthat Standard is to remain
current.

The monitoring centre is to hold a copy of the doeatation required at AS2201.5
Clause 2.3.

The monitoring centre is to maintain ‘fault and ntahance logs’ in accordance with
AS 2201.5 Clause 3.9.0n.
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2. Feature

‘IP CSRU Receiver’ module
* Receives signals from PERMACONN outstations via IP.
* Handles up to 10,000 outstations.
* Reports operating status to Central Station automabftware.
» RS232 or TCP/IP connection to the automation saftwa
* Requires supplied USB security dongle to be fiiedhe PC at all times.

‘IP Receiver Console’ module
» Status of ‘IP CSRU’ Service is displayed by the REBceiver Console’.
» Configuration settings of the ‘IP CSRU Receiverhdze viewed & modified using
this module.
* This module can be connected on any workstatidmis ¢an connect to the ‘IP
CSRU’ module via TCP/IP, otherwise it can run oa game PC as the ‘IP CSRU’

module.
3. Operatio
PC in Central Station
P ‘ Running ) .
@4—> ADSL < | Eoieeenn [P ieeeiver ——Serial/RS232 AS-Port 1— Automation
e Software

Merges
Port 1
and

Port 2
<—> CSRU 2000 |«———Serial/RS232 9600 baud AS-Port 22— p| Into 1

The ‘IP CSRU’ Virtual Receiver will receive the Gant ID messages from the Permaconn
servers via IP, located in secured data premiskgeéeivers installed within the Central

Station will be active at all times and signals eanve at all ports simultaneously, signals
will not be duplicated. The automation softwarebuoffer software before it, must merge all
of the data streams into one. The ‘IP CSRU’ moduelgorts to the automation software
using account code 8997 (default code - this carclmnged by the Central Station),
enabling complete fault / status monitoring of odtware application.
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4. Softwarelnstallation— Stage - IP CSRU Modul

Step 1:
Insert the supplied CD & the USB security dongle.
Step 2:

Run theCSRU_Installer.exastaller file to install the IP Receiver Service.
Administrator rights are required for this operatio

Next run theCsruConsole_Installer.exastaller file to install the IP Receiver Console.
Upon completion the programs will be located infitllowing location:

» C:\Program Files (x86)\Radio Data Comms\I P CSRU\
» C:\Program Files (x86)\Radio Data Comms\IP CSRU Console\

Radio Data Comms
Host
IP CSRU

# | Configuration

m

Lowps
& Uninstall
IP C5RU Conzole
Startup -

4  Back

| Search progroms and files 2 I

Detailed below are samples showing the contentishatitten into the respective log files.

Vapour Paper (VP) or Raw Data:
The receiver writes and time stamps all incominig diato \vp\vpyymmdd.txt.

00:00:00.060 open

10:12:45.795 11 4915 18 E140 00 C501
10:12:54.962 11 4915 18 E140 00 C001
10:13:06.098 11 4915 18 E140 00 C502
10:13:15.161 11 4915 18 E140 00 C002
10:13:26.410 11 4915 18 E140 00 C503

Log File
The log file records a variety of things useful tosuble shooting, as with the raw data,
there is a daily file and the location and hames-alog\logyymmdd.txt.

08:31:43.976 Automation Software Link Down: P1[@dlling Halted
08:31:43.976 Automation Software Link Down: P2[@|dlling Halted
08:32:04.608 Communication to automation softwarked

08:44:02.349 Automation software socket is open

08:44:23.634 Communication to automation softwastared
08:44:25.101 Sending: 22 bytes to: 192.168.6.2@8%h: P1[0] - Poll Req
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4. Software Installatic— Stage - IP CSRU Modul.......cont

Step 3:

Open the Service control manager and ensure the IRIR&ceiver Service is running

=== Typethe name of a program, folder, document, or Intermet
resource, and Windows will open it for you,

Open:  SERVICES.Ms(| v

'ﬁ:.a' This task will be created with administrative privileges.

[ oK ] | Cancel l I Browse..,

o Services [ [ = | =

File Action View Help
D E o= HE »mn

. Services (Local) o8 “Su\riéﬁ_{Lucal}

-

Radio Data Comms IP Receiver Mame Description Status Startup Type Log On As *

Service ., Program Compatibility Assistant Service  This service provides sup..  Started Automatic Local System I
. % Protected Storage Provides protected stora.,  Started Manual Local System

Stop the service : I

'.:/_:Qualit)rWindowsAudio\u‘ideo Experience  Quality Windows Audic ... Manual Local Service
(#4Radio Data Comms IP Recelver Service:  The Radio Data Comms (.. Started 1

Restart the service

ol .. Remote Access Auto Connection Mana... Creates a connection to a... Manual Local System

escription: . g E

The Radio Data Commes (RDC) 1P o Remote Access Connection Manager Manages dial-up and virt... Manual Local System =

CSRU Service Receives Events from «: Remote Desktop Configuration Remote Desktop Configu..,  Started Manual Local System

RDC Cut-Stations (via the RDS Server) . Remote Desktop Services Allows users to connecti.. Started Manual Metwork Service

and forwards them to a configured . Remote Desktop Services UserMode Por...  Allows the redirection of ... Started Manual Local System

Automation software suite over Cm Packet C p I Al i Iy | Local 5

TCP/IP or RS-232 emote Packet Capture Protocol w0 (ex.. ows to capture traffic .. anua ocal System -
“ Ramnta Dencadiirs Call (RO Tha RDISE candica ic tha Sharkar Assbrnatic Blabund: Sandira

\ Extended /( Standard/

Notes:

* Once this RDC IP Receiver Service is operatingquires no other action or
control and will restart automatically when theveers restarted.

 The USB security dongle must remain in the hostimmecat all times. The
service periodically checks for this dongle and stibp if not found.

* The security dongle uses a standard HID interfaces@ould not require extra
drivers.

» The IP Receiver Service will not poll the Permacsarvers until the link to the
Automation Software has been established, thisgmtsvthe receiver from
accepting events and having no way to deliver them.

The IP CSRU Receiver has now been fully installed.
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5. Software Installation — Stage 2 — IP Receivensote

Step 1:

Click on the ‘IP Receiver Console’ shortcut create®adio Data Comms Start menu
The window shown below will now appear,

3;_' Permaconn IP Receiver Console - w20

Prirmany Fath | Active | Pimary Packets/Min

Secondary Path | Active | Pimary Packets/Min

Automation Sw Link | Active Msa/Min

Link Type | TCP/IP Park: 4001

Connected to: 127.0.0.1:39999 | Adapter: 192.168.0.80 14:01:44

Primary Path and Secondary Path

The status displays the state of the connectiowdsst the Permaconn server and this
receiver, it can show:

» Active | Primary — Link established to the Primary Server.

» Active | Backup -Link established to the Backup Server

» Failed - No successful server polls within the periodhef timer value set in the
Setup > “Permaconn CSR” > ‘Poll Timer'.

» Disabled- This path is not being used.

Link to Automation Software

Similar to above, this displays the health of timk from the receiver to the automation
software

» Active - Polls and messages are currently being sentetautomation software.
» Failed - No polls were received within the period of tiredr value set in Setup >
Permaconn CSR > ‘Keep Alive Time Out” period.

Link Type

The connection to the automation software can bdemsing a RS232 serial port, or a
TCP/IP connection.

Packets/Min
This field shows how many packets have been redewthin the last 60 seconds.

Msg/Min

This field shows how many events have been sethiet@automation software within the last
60 seconds.

IP CSRU Install Manual - Version 5.0 7



5. Software Installation — Stage 2 — IP Receivatust Module.....cont

Step 2:

Now click on the ‘Setup’ tab, you will have thre®) pptions available within the drop down
menu, these windows are detailed below.

Receiver IP Address

e This is the address of the PC that runs the IP CSBWice.

E N
Setup Information L&J

Enter Receiver [P addresz

-~

Cancel

Receiver Port

* This is the port that the IP CSRU Service listeordlie Console connection.

E N
Setup Information L&J

Enter Receiver I[P Port

[EEEEE

-~

| k. | Cancel
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5. Software Installatio— Stage z— IP Receiver StatuModule.....cont

Permaconn CSR

* This window enables the installer to complete tisallation process and requires all

fields to be completed as detailed further in thanual.

r B |
n Permaconn IP Receiver Setup &J
Teloo Metwork 1 ] Telco Metwork 2 ]
Central Station 1D ]90
IF CSRU Adapter Settings (P11}
Automation Software Port Configuration: Adapter |P: 192 168.6.26 2 Local Port [E5297
Camms Link: | TCPAP ]
A3 Part ]4DD1| Primany Seryver Backup Server
CSRUIR  2700a
Sarveer |P: 2034570112 Server [P 1U.U.U.U
Automation Softwane Link Configuration B s EEZ9T S 1|:|
AL e et 140 Accolnt 8338 Account 18998
|Receiver Line Mumber (11
Pall Timer 40 Pall Timer ]40
Kesp Alive Time Out 130
Keep Alive Sting |00 OKAY @&
Refresh Save Changes

Central Station ID
This is supplied by Radio Data Comms and cannahlb@ged.

Adapter IP

This allows the IP Receiver to bind to a speciRdfl the target server has multiple network
cards or IP addresses assigned.

Local Port

This is the local port number used by the IP Remeiwhen communicating with the
Permaconn server. This can be set to the respe&xtinveer Porto reduce firewall issues.

Permaconn Server IP

This is the IP address of the Permaconn serves. ddhilress will be read from the supplied
dongle.

Permaconn Server Port

This is the port number of the Permaconn serveis pbart will be read from the supplied
dongle.
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5. Software Installation — Stage 2 — IP Receivatust Module.cont

Account
This is the account number that the IP receivers usereport its own status to the
automation software. Currently the following is oejed.

* Loss of polling

* Restore of polling

Poll Timer

This is the reload value of the poll timer, theemtl at which the communications link is
checked. The communication is considered as faifi¢dere was no signal for a period of 3
times the poll timer value. If the poll timer valug O, then polling and consequently
communications is not used. This value can nothaaged.

Automation Software Link Type

The received events can be sent to the automatiftwase, either by using the Ethernet
(TCP/IP) or a standard RS232 serial connection.

Comm Port

Here you enter the communications port, serial gwt you want to use to connect to the
automation software.

Baudrate
Here you can select the data speed of the RS282 lin
e 1200
e 9600
e 19200
e 39400
e 115200

Flow control signals are not used and a simple r& wonnection will work (RxD, TxD &
GND).

IP Port of Automation Software

Enter the IP port that is use to make a TCP/IP ection to the automation server. Note that
the receiver module acts as server, so the modlilksten for incoming connection on this
port.

Automation Software ACK Time Out

This setting determines how long the receiver whifore a signal is repeated. Note a
signal is repeated until it is acknowledged bydah&gmation software.

Keep Alive String

When the receiver receives a status request, &esthgracter ‘s’ or ‘'S’, it will respond with
this character string.
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5. Software Installatio— Stage z— IP Receiver Status ModL...cont

Keep Alive Time Out

The IP Receiver Status module constantly runs alw@bg timer to supervise the link to the

automation software. If there was no communicatifmnsthis amount of time, the link is
considered as failed.

Receiver Number

This number identifies the receiver within the anébion software, to differentiate different
incoming lines and/or account blocks.

Save Changes

Activating this button will save the displayed veduand close the setup screen. If the screen
is closed any changes made will NOT be saved bjRHheceiver module.

NOTES:

* Within the ‘IpCsruConsole.INI' file contained in ehinstallation directory,
typing in ‘'SETUP=YES’ will enable the PC to viewarge the parameters
contained under the ‘Permaconn CSR’ tab. Defadlingeis ‘YES'. If more
than one PC runs the IP Receiver Console modidenighly recommended to
have secondary PC’s set to ‘SETUP=NO’.

IP CSRU Install Manual - Version 5.0
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6. Permaconn Generated Ew

TO COMPLY WITH AS2201.5 THESE EVENTS MUST BE MAPPED
CORRECTLY IN THE AUTOMATION SOFTWARE.

In order to monitor and report the health of thetem, the system must generate Contact ID
messages to the monitoring centre software.

Special Events Generated By Permaconn Outstation

Event ID | Partition Zone Description

Panel Faulty - No activity detected from alarm pane

300 0 956 T : .
indicating possible problem with panel.

301 0 950 Mains Fail — No AC power available.

302 0 951 Battery Low — Battery voltage is low bsant.

313 0 953 & 954 Engl_neerlng Reset (changed encryption key) — Niomct
required.

337 0 950 Expansion Module DC Loss — 13.8V DC voltage low or
absent.

338 0 951 Expansion Module Battery Fail — Battery voltagéois or
absent.
Fail To Communicate — Permaconn experienced trouble

350 0 953 . :
sending signals do not expect restore.

351 0 954 & 956 Phone Line Falil.

352 0 955 & 956 Dialler Interfacg Lead Fail — Issue with diallead between
Permaconn unit and the alarm panel.

353 0 956 Serial Iqterface Fail — Issue with Permaconn uerias
connection to the alarm panel.

356 0 968 Permaconn Outstation - IP path poll fail.

356 0 969 Permaconn Outstation — GPRS path pall fai

356 0 970 Permaconn Outstation — Permaconn owatststoffline.

137 0 983 Tamper — Permaconn box tamper.

140 0 981 Auxiliary 1 — Auxiliary input on Permacounit.

140 0 982 Auxiliary 2 — Auxiliary input on Permacounit.

140 0 983 Auxiliary 3 — Auxiliary input on Permacounit.

140 0 984 Auxiliary 4 — Auxiliary input on Permacouanit.

Events Generated by the IP CSRU account numbers*

*Account | Event Id | Partition | Zone | Description
irararrs 301 00 950| Mains fall
*P??7? 302 00 951 Battery low
irararrs 334 00 961 Off Line / Poll fail
*99?7? 140 00 968 Printer Off Line

*The account codes described here are dependant apem configuration on the IP
Receiver Console under [Account] — [CSR] — [SETWinu’s.
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6. Permaconn Generated Ev«...... cont

Special Events Generated By Safeling GPS Hardware

E140 00 991 | Zone Out
R140 00 991 | Zone In
E120 00 984 | Emergency

E/R140 00 990 | Motion Shock
E400 00 990 | Power off
R400 00 990 | Power On
E400 00 991 | Fake Power Off
R400 00 991 | Fake Power On
E302 00 951 | Battery Low
R302 00 951 | Battery Charging
E140 00 994 | Position By Button 1
R140 00 994 | Position By Button 2
E140 00 998 | Position By Button 3
R140 00 998 | Position By Button 4
E601 00 991 | Trace by call
E140 00 992 | Speed Alert
E140 00 996 | Sim Swap
E602 00 991 | Cycle
E400 00 992 | Ignition On
R400 00 992 | Ignition Off
E140 00 995 | Intrusion Detection
E140 00 996 | Geofence
E140 00 997 | No Motion

E/R140 00 993 | Tow
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7. Protocol to Automation Softwe

The IP_CSRU module delivers both formats specifieldw.

Ademco 685 receiver format.

<LF>RN. AAAA. 18. EXXX. GG CYYY. <CR>

Extended Contact ID Format

The changes to the format are very simple
* Replace the last space character with ‘@’
* Insert the desired string, a maximum of 58 characte
* End the transmission with a carriage return.

<LF>RN. AAAA. 18. EXXX. GG CYYY@58 ASCI| Characters><CR>

Field

Comment

<LF>

Line feed (0x0A)

<CR>

Carriage Return (0xOD)

Space (0x20)

RN

2 digit receiver number

18

2 digit protocol 1D

AAAA

4 digit account code, 0'000 — 9999

E

1 digit event (1 Alarm, 3 Restore, 6 Previous

XXX

3 digit event ID

GG

2 digit group 1D

C

C for point, U for Open/Close

YYY

3 zone ID

Q@

Extended format marker

<....>

Maximum of 58 characters of text

* Maximum string length is 84 characters, includirfgdnd CR
» Address/text field contains ASCII characters Ox2Ix#F only
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