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Fratech Multipath-IP STU
Installation Guide: Ethernet

This is a quick start guide for installing and connecting a Multi-path IP STU (referred to as a STU
in this document) to the Multipath-I1P network via an Ethernet connection.

Prior to installation Page

PRE-STEP 1  Contact the central monitoring station and obtain the UDP port and the 2
Multipath-1P Network Key

PRE-STEP 2  Contact the client site and request that the IT administrator: 2
e Reads the Multipath-IP Network Administrator’s Guide
e Opens the necessary UDP ports
e Sends details of the desired IP addressing scheme
e Runs the Multipath-IP Network Test application

PRE-STEP 3  Send the plan activation form to the Central Monitoring Station at least 2
24 hours prior to the installation.

On Site Installation

STEP 1 Run the Multi-path-I1P Network Test application on the clients network 3

STEP 2 Connect the Antenna, Plug Pack, Battery, Communications to Alarm 3
Panel, PSTN Line and Install SIM card

STEP 3 Change the Phone number on the Alarm Panel to a single digit 4
STEP 4 Power up the STU and check for connection to the GSM network 4
STEP 5 Connect the STU to the Ethernet network 5
STEP 6 Contact the monitoring station and enrol the STU 5

Appendix A and B provide additional troubleshooting tips. See pages 7 and 11.
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Note
The pre-installation steps should be completed before visiting the client site.
After installation, standard site commissioning tests should be completed

Detailed Instructions: Pre-Install

Obtain the UDP Port & Network Key from the Monitoring Station

1. Contact the monitoring centre and request the UDP Port number that is used by the
monitoring centre for Multipath-1P communications
2. Request the Multipath-IP Network Key.

Liaise with Client Site IT Administration

3. Ask the IT Administrator to run the Multipath-1P Network Test application. The
Multipath-1P Network Test application checks that a UDP connection is available between
the client's local network and the monitoring station. In order to test the connection, the
test application must be loaded onto a PC in the client's premises. This PC should be
connected to the client’s Ethernet network at the same connection point that the
Multipath-1P STU will be connected. If the test fails, confirm with your IT administrator
that the UDP ports are open (see step 4 below).

Note: In order to run this application the Multipath-IP Network Key obtained in step 2 is
required to be entered.

The test application can be downloaded from www.innerrange.com/Downloads/NTP.exe

A document specifically for network administrators can be downloaded from the Inner
Range website at: http://www.innerrange.com/Downloads/MIP_ITFAQ.pdf

It is recommended that this document be forwarded to the IT administrator at the clients
site.

4. If the ports are closed request that the UDP ports be opened. Ensure the firewall
protecting the local network has the specific UDP port nominated by the central
monitoring centre opened for outgoing/incoming packets. Retry step 3 once completed.

5. Obtain the IP addressing scheme. The IT administrator at the client site will specify
that the STU's will use static or dynamic IP addressing.

e If dynamic IP addressing is used then no IP address details are required.

° If static IP addressing is used, then the IP address, subnet mask and
gateway address must be provided by your IT administrator. These addresses
will look like four numbers separated by periods (for example, 192.168.0.1).
These addresses are to be noted on the plan activation form (Included in the
box)

Submit the Plan Activation Form

1. Ensure the Plan Activation Form (included in the box) has been submitted to the
central monitoring centre AT LEAST 24 HOURS PRIOR to the installation.
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Detailed Instructions:; On Site

Run the Multipath-1P Network Test Application

The Multipath-I1P Network Test application checks that a UDP connection is available between the
client's local network and the monitoring station. In order to test the connection, the test
application should be loaded onto a PC in the client's premises. This PC should be connected to
the clients Ethernet network at the same connection point that the STU will be connected If the
test fails, confirm with your IT administrator that the UDP ports are open.

Connect the Antenna to the STU

1. Connect the antenna to the GSM modem.

2. Ensure the antenna is “finger tight” only. DO NOT
OVERTIGHTEN.

3. DO NOT cut, or otherwise modify the cable

4. Ensure the cable is free of any kinks or sharp
bends.

Connect the Plug Pack and Battery Leads

1. Attach the Spade socket to the green earth lead of the plug pack.

2. Attach the 2 way terminal block to the red and blue leads of the plug pack

3. Connect terminal block and spade socket now attached to the plug pack, to the
connectors marked AC and Earth on the STU

4. Attach the two way terminal block to the red and black battery leads

5. Connect the terminal block with the battery leads to connectors on the STU marker
+BAT, -BAT-

e DO NOT CONNECT THE PLUG PACK TO MAINS POWER YET.
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Connect the Panel and PSTN Line

1. Connect the RJ11 connector of the phone cable to the RJ11 socket of the STU labelled
"Panel" (Standard telephone lead)

2. Connect the 604 socket of the phone cable to the alarm panel
(Steps 3 and 4 are recommended but not essential)

3. Connect the RJ11 connector of the phone cable to the RJ11 socket of the STU labelled
"PSTN"

4. Connect the 601 plug of the phone cable to the PSTN network
It is highly recommended that a PSTN (Phone line) is connected to Multipath-IP installations as

the PSTN line provides an additional backup path for alarm communications and allows remote
dialling in of the panel for programming changes.

R Plug
Commencbesd ho

o, - .o

i 1

1 Connect I

1 | g P e T TR S S N P [N
1 I Connect

i — a—

i T +E‘mtng Alarm
1 I Panel Lesd

]

1 |

1 |

o

PAMEL Socket

" ———————— —

Change the Phone Number in the Alarm Panel to a Single Digit

(This step is recommended but not essential)

1. Change the programming in the alarm panel so that the telephone number (of the
monitoring station) is a single digit. Any single digit is OK, for example change
‘0398091836’ to ‘1.

It is highly recommended that a single digit be programmed into the alarm panel as this speeds
up the communications between the alarm panel and the STU.

Power Up the STU and Check for Connection to the GSM Network

1. Plug the plug pack to the 240VAC to the power source.

2. Attach the battery clips to the terminals of a 12V 7AH
backup battery. (The battery is not supplied with the
Multipath-I1P STU)

3. Check for connection to the GSM network. The "Mobile
OK" LED will initially flash. When the STU has successfully
connected to the GSM network, then the "Mobile OK" LED
will illuminate for approximately 5 seconds and then flash.
(This 5 second illumination and flash sequence, will repeat
every 10 seconds)

After 1 minute, if the "Mobile OK" LED does not enter the
5 second illumination cycle, then relocate the antenna to
a position with greater GSM signal strength.

4. Check for adequate GSM signal strength. Once the "Mobile OK" LED has entered the 5
second illumination cycle, then the number of flashes represents the GSM signal
strength.
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e 1 or 2 flashes represents low or unacceptable GSM signal strength
o 3 flashes represents adequate GSM signal strength
e 4 or 5 flashes represents good GSM signal strength

Note

If the "Mobile OK" LED shows low GSM signal strength (i.e. 1 or 2 flashes), then relocate the
antenna to a position with greater GSM signal strength.

Note

The signal level on a mobile phone can also be used to check the signal strength at different
positions around a site. When relocating the GSM antenna, please allow 30 seconds for the new
signal strength to be displayed.

Connect the STU to the Ethernet Network

1. Connect an RJ45 cable from the Multipath-IP STU to a network
connection point.

2. Check that the network has been detected. The “Ethernet OK” LED
should illuminate.

If the “Ethernet OK” LED is flashing, no Ethernet carrier has been
detected.
e Verify correct operation of the Ethernet cable with
a cable tester
e Replace the Ethernet cable.
e Ensure that the correct Ethernet cable is being
used for the application (crossover or straight
through). Try both cable types if unsure.

Ensure the device is connected to a piece of networking i ETHERNET OK
hardware capable of communicating at 10mbit. (A MOBIE INUSE

10/100mbit device is sufficient for this, whilst a 100mbit
only device is not).

Contact the Monitoring Station and Enrol the Multipath-IP STU

1. Contact the monitoring station and request that the STU be enrolled (The monitoring
station should already have the mobile phone number of the STU. This is required for
enrolment. This number is on the plan activation form.)

2. Receive confirmation from the monitoring centre that the STU has been successfully
enrolled.

3. Check that the "Ethernet OK" LED is on
If the "Ethernet OK" LED is off there is an IP addressing problem.
e If the Multipath-IP STU is configured for dynamic IP addressing:

o0 Contact the IT Administrator or Customer to ensure DHCP is enabled

o0 Connect the STU’s Ethernet cable to a laptop computer configured for
dynamic IP Assignment. Check to ensure an IP Address is allocated. (See
Appendix A of the manual for details of this procedure) If an IP address is
not allocated then contact the IT administrator and inform them that
their appears to be a problem accessing the DHCP service

o If an IP address is allocated, reattach the Ethernet cable to the Multipath
STU and retry the enrolment process.

© 2007 Inner Range Pty. Ltd. Part No.: 638307ETH



Rev 2.21 (Oct 2007) Installation Guide: Ethernet 6

e If the Multipath-IP STU is configured for static IP Addressing:

o0 Ensure that the IP address assigned to the Multipath STU is not being
used by another device on the network. Use the ping utility from another
computer on the network whilst the Multipath STU is disconnected. (See
Appendix B of the manual for details of this procedure)

If the "Ethernet OK" LED is flashing the unit has an UP address but is unable to
communicate to the IPServer in the central station.

e Ensure the firewall protecting the local network has the specific UDP port
nominated by the central monitoring centre opened for outgoing packets

e Ensure that the control room currently has Ethernet connectivity with other
customers and is not experiencing an outage. Try power cycling the router,
modem or other networking hardware

If the Ethernet "OK LED" is flashing and the Multipath-1P Network Test application was
run successfully then please contact Inner Range Tech Support for further information.
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Appendix A:

Checking that DHCP is Enabled on a Network

DHCP, or “Dynamic Host Configuration Protocol”, means computers and devices on a network are
allocated an “address” automatically. The address is essential for all communications with the
device. This is the opposite to “static” address allocation, wherein all devices are configured

manually.

One way to test that DHCP is enabled on a network is to try to add a machine to the network and
see if the DHCP server gives the machine an address (known as a “DHCP Lease”).

1. Set the machine to use DHCP

(Note: the methods and procedures depicted below may vary depending on your version of

Microsoft® Windows®).

a. Select Control Panel from the Windows Start Menu
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C.

Select Local Area Connection. The Status Dialog will appear.

‘3 Metwork Connections

File Edit “ew Faworites Tools Advanced Help
Ty ( | | P
@Back - Q - l.@ pSearch [L__ Folders |,:> Ly x |
Address Ie_'_, Metwork Connections
LAN or High-Speed Internet
The Status Dialog will appear.
General | Suppg[[l
r~ Connection
Status: Connected
Diuratior; 7 days 01:40:49
Speed: 1.0 Gbps
Aty
Sent —— Q—F— Received
—h
Bytes: 2532,793.834 | 3372717147
Disable |
Cloze |

(Continued overleaf...)
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d.

Select the Properties button. The Connection Properties Dialog will appear.

- Local Area Connection Properties e |

General | Authentication I Advanced |

Conhect using:

Ig Marvell Yukon Gigabit Ethemnet 1041

Thiz connection uzes the following items:

E_ Client for Microsoft Metworks
.@ File and Printer Shanng for Microsoft Metworks
4Bl 105 Packet Scheduler

[ [ riternet Protocal [TCF/AR)
Inztall... | Wriitztall Froperties
— Descrption

Transmizzion Control Frotocal/Internet Pratacol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

¥ Show icon in notification area when connected
[V Maotify me when this connection has limited or no connectivity

Ok, | Cancel |

Choose the Internet Protocol (TCP/IP) item from the list and select Properties.
Another dialog, TCP/IP Properties will appear. (At this point, it may be wise to
take a note of any existing settings, so that they can be reverted back to, if

necessary).

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration I

You can get [P zettings aszigned automatically if yaur netwark zupports
thiz capability. Otherwise, you need to ask your network. administrator for
the appropriate [P zettings.

' iObtain an [P address automaticallé

2]

—{" Uze the following IP address:

1P addreszs: I . . .
Subret mask: I . . .
[efault gateway: I . . .

 Obtain DMS server address automatically

—{" Use the fallowing DMS server addresses:

Ereterred DHE serwver: I . . .
Alterrate NS server I . . .

Advanced... |

QK. I Cancel |

On the General tab of the new dialog, ensure that “Obtain an IP address
automatically” and “Obtain DNS server address automatically are selected”

Select OK to close this dialog. Select OK to close the Connection Properties

Dialog
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2.Check to see that an IP address has been assigned

a. On the Status Dialog (opened in 1c above), select the Support tab. This will
show the type of network connection (DHCP or manual) and other details about
the connection.

b. If the process in step 1 was successful, the dialog will appear as below, showing
that:

-L Local Area Connection Status 2]

General  Suppart |

r— Connection status

ﬂ Addrezs Type: Azzigned by DHCP
IP Address: 192.168.1.187
Subnet Mask: 255.255.255.0
Default G ateraw 192.168.1.1

YWindows did nat detect problers with this Repair |
connechion, |f you cannot connect, click

Repair.

Cloze |

c. If the dialog is not as shown in (2b) above, try using the Repair button to refresh
the connection. Another dialog will appear whilst the machine takes the
necessary steps.

d. If (2c) above did not appear to result in a successful connection using DHCP,
contact the local network administrator. The failure to connect may be due to:

i. Some DHCP enabled networks have a register of MAC addresses of
network interface devices that are authorised to be on the network. If
the MAC address of the machine/device is not in the register, it will be
unable to obtain a DHCP lease from the DHCP server.

ii. There could be other network issues. Consult your local network
administrator for assistance.
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Appendix B:
Pinging an IP Address

To test whether an IP address is in use and/or if an IP address is responding to the network, you
can attempt to ‘ping’ it. To ping an IP address using the Windows operating system:

1. Open the command line interface console (aka the ‘cmd window’)

a. Select Run from the Windows Start Menu

P
Log Off @ Shut Dawn

|Lf_'5tart &9 windows Li... | Inbo - Micr...l 2 Window, ., vlﬁ

b. In the dialog that appears, type in cmd or cmd.exe then select the OK button

Run 2l

= Type the name of a program, folder, document, or
Internet resaurce, and Windows will open it Far vou.

Open: =l

(o] 4 I Cancel | Browse. .. |

c. The cmd window will appear:

o L WINDDWS' system32 cmd.exe

Microsoft Windows RP [Version 5.1.2688]
{GC>» Copyright 1785-28A1 Microsoft Corp.

C:s\Documents and Settings“Winhox>_
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2. Use the ‘ping’ command to see if the IP address is responding

a.

b.

C.

In the cmd window, type in ping followed by the IP address of interest then hit
Enter. For example, if you wanted to see if 192.168.1.1 was responding, you
would type:

ping 192.168.1.1

\WINDOWS' system32',cmd.exe

Microsoft Windows HP [Uerzion 5.1.268@]
(C» Copyright 1985%-2881 Microsoft Corp.

C:“Documents and Settings“Winbox>ping 192.168.1.1

The machine will then attempt to raise a response from the target IP address, if
successful, the cmd window will look something like:

VWINDOWS system3 2 cmd.exe

Microsoft Windows KP [Version 5.1.268@1
¢G> Copyright 1985-2081 Microsoft Corp.

GC:“Documents and Settings“Winbox>ping 192 .168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

192.168.1.1: hytes=32 time<{ims TIL=128
192.168.1.1: hytes=32 time{lms TIL=128
192.168.1.1: hytes=32 time{lms TIL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.1:

Packets: Sent = 4. Received = 4. Lost = 8 {(Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bmsz, Maximum = Bms, Average = Bms

GC:xDocuments and SettingssWinbox>_

This means that there is something in the network responding to this IP address

If the target IP address does not respond, the cmd window may look something
like:

Microsoft Windows
(C>» Copyright 1985-2881 Microsoft Corp.

G:xDocuments and Settings:\Winbox>ping 192.168.1._244
192.168.1.244 with 32 bytes of data:
timed out.
timed out.

timed out.
timed out.

Ping statistics for 192.168.1.244:
Packets: Sent = 4, Received = B, Lost = 4 (1@8x

C:“Documents and Settings“WinboxX>_
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