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1 Welcome

Thank you for purchasing the PostX DIN Rail IP Reporting Module by Integrated Control Technology. The PostX
Module is designed to help transition existing alarm monitoring solutions from traditional PSTN reporting to IP
capable devices with minimal effort and at a low cost.

The current features of the PostX module include:

® Full PSTN phone line emulation circuit that will interface with any alarm panel.
® 10/100 Base-T Ethernet

® GPRS support*

e \WiFi support*

® |ndependent modem that supports downstream phones.
® 4 configurable inputs

® 2 programmable outputs.

®  Small physical size to fit inside existing installations.

e 12VDC power supply input.

® Emulates a full CID receiver.

e UDP and TCP based IP reporting protocols.

® Configurable 128, 192 or 256 bit AES encryption.

® Fully configurable through an Internet browser.

® Backup reporting options.

® 64 message queue.

® |ndustry standard DIN Rail mounting

®  Online and remote upgradeable firmware

When receiving this product you should find the kit contains the items listed below. If you do not have the
correct contents, please contact your distributor immediately.
® PostX DIN Rail IP Reporting Module

® PostX DIN Rail IP Reporting Module Installation Manual

e 8 1K Ohm resistors

®  DIN Rail mounting strip

e 1330 Ohm EOL termination resistor

For more information on the PostX DIN Rail IP Reporting Module and other Integrated Control Technology
products please visit our website (http://www.incontrol.co.nz).

* Applies to WiFi and/or GPRS editions (see page 6) only.

1.1 Document Conventions

Indicates a warning or cautionary message

Indicates a hint or suggestion

Bold text enclosed in brackets is used to show a section number or address of a programmable
option or information on programming shortcut sequences

0 Indicates an important note or advisory information
[TEXT]
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1.2 PostX Module Editions

There are four editions of the PostX module. All editions enable you to program up to 4 communication
channels for reporting messages from the connected alarm panel. The communication interface of each channel
can be configured independently, allowing you to select from Ethernet, PSTN, WiFi or GPRS, according to the
module used.

Communication Interface

Ethernet  PSTN WiFi GPRS

CRX-POSTX-DIN
PostX DIN Rail IP Reporting Module

CRX-POST-DIN-WF
PostX DIN Rail IP Reporting Module with WiFi

CRX-POSTX-DIN-GP
PostX DIN Rail IP Reporting Module with GPRS

CRX-POSTX-DIN-WFGP
PostX DIN Rail IP Reporting Module with WiFi and GPRS

The features specific to modules with a WiFi and/or GPRS interface described in this manual are only relevant if
you are using the appropriate edition.
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2 Mounting

The PostX Module is designed to mount on standard DIN Rail either in dedicated DIN cabinets or generic DIN
Rail mounting strip. A section of this DIN Rail strip has been provided as a mounting option.

When installing the PostX Module ensure that there is adequate clearance around all sides of the device and
that air flow to the vents of the unit is not restricted. It is recommended to install the PostX Module in a location
that will facilitate easy access for wiring. It is also recommended that the PostX Module is installed in electrical
rooms, communication equipment rooms, closets or in an accessible area of the ceiling.

1. Hook the lower tabs under the bottom edge of the DIN Rail.
2. Push the PostX Module against the DIN Rail mount until the upper tab clips over the upper rail.

2.1 Removal

The PostX Module can be removed from the DIN Rail mount using the following steps:
1. Insert a flat blade screwdriver into the hole in the tab at the top of the PostX Module.

2. Lever the tab up and rotate the unit off the DIN Rail mount.

CRX-POSTX-DIN Din Rail PostX IP Reporting Module



3 DC Power

Module power is supplied by the N+ and N- terminals.

DC Power input
from 12 VDC Input

Standard DC Power Connection

Connection of the DC supply should be performed according to the diagram shown above. It is important that
the N+ module power be 12VDC supplied from an independent battery backed power supply unit such as the
PRT-PSU-DIN capable of supplying the required voltage.

Warning:
A ® The 12V N+ and N- DC power input must be supplied from only ONE point. Connections from
more than one 12V supply may cause failure or damage to the PostX Module.

® The 330 Ohm EOL (End of Line) resistor provided in the accessory bag MUST be inserted
between the NA and NB terminals of the ACC-485 module directly connected to the PostX
Module.

ACC-485 CRX-POSTX-DIN

330R

/
47
7/

End of Line Resistor
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4 Interface Connections

4.1 Panel Interface

The PostX Module has a fully featured PSTN phone line emulation circuit for interfacing to any PSTN device.
This interface generates all of the appropriate voltages for powering the connected device. In most applications
this device will be an alarm panel modem. The following diagram shows how to connect the existing PSTN
device to the PostX Module. Simply connect the Tip and Ring from the device to the terminals marked Tpi (Tip
Panel Input) and Rpi (Ring Panel Input).

Ring

Tip

Phone interface
from existing
panel

Wiring Interface to Existing Alarm Panel

Warning: NEVER connect the phone line emulator (terminals Rpi and Tpi) to a normal phone line. This
will cause permanent damage to thePostX Module.

4.2 Telephone Dialler Interface

The PostX Module also has an outbound modem that can be used for PSTN — PSTN routing or as a backup to
the IP Reporting. The telephone lines can be directly connected to the PostX Module using the onboard
telephone connection terminals.

Tli Rli Tlo Rlo &

Cold water earth pipe

=

Telco line tip and ring input

Telephone Line Connection

earth be run separately and should be terminated on the cold water pipe or similar grounding point

9 It is recommended that the earth connection for the telephone and main power supply (see page 8)
within the installation.
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4.3 Ethernet 10/100 Network Interface

The PostX Module can communicate over a 10/100 Ethernet network using the TCP/IP protocol. This is used
for IP Reporting and configuration of the unit using an Internet browser.

The default IP address for the Ethernet interface is set to a static IP address of 192.168.1.2 with a subnet mask
of 255.255.255.0. These IP address settings are commonly used for internal networks. There are a number of
ways to change the IP address of the PostX Module. Refer to the section Default Static IP Address Mode (see
page 38) for details.

When installing an Ethernet connection, the PostX Module should be interfaced using a standard segment
(<100M in length) and should be connected to a suitable Ethernet hub or switch.

structure for the network. Always consult the network or system administrator and ask them to

0 Installing the PostX Module on an active network requires knowledge of the configuration and
provide you with a fixed IP Address that can be assigned to the PostX Module.

8 Port Ethernet Switch

PAVIRE BHIONIE APOAE VRN RN PARRE BRI SR

PostX One \ —

Computer for configuration

PostX Two

Ethernet 10/100 Switch/Hub Connection

Temporary direct connections can be used for onsite configuration by using a standard Ethernet cable.

FEFERT

PostX One

-

Computer for configuration

Ethernet 10/100 Direct Connection
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4.4 GPRS Interface

ﬁ This information only applies to the PostX modules that support GPRS and/or WIFI communication.

The antenna must be installed outside the DIN Rail cabinet.

y

‘ Antenna

Cabinet

GPRS Antenna connection

4.5 WIiFi Interface

O This information only applies to the PostX modules that support GPRS and/or WIFI communication.

The antenna must be installed outside the DIN Rail cabinet.

y

‘ Antenna

Cabinet

WIiFi Antenna connection
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5 Interface Configuration

This section details how to establish an Ethernet connection with the PostX Module. When the PostX Module
comes out of the box it is set to a static IP address of 192.168.1.2 with a subnet mask of 255.255.255.0 for the
Ethernet interface. If your computer network is on this subnet, and no other computer on the network uses this
address, then you will be able to connect to the PostX Module immediately.

structure for the network. Always consult the network or system administrator and ask them to

ﬁ Installing the PostX Module on an active network requires knowledge of the configuration and
provide you with a fixed IP address that can be assigned to the PostX Module.

5.1 Establishing Ethernet Connection
DIN Rail PostX IP Reporting Module IP Settings

Before attempting to connect to the PostX Module it is necessary to know the IP address that it is currently set
to. The default factory setting for the Ethernet interface IP address of the PostX Module will be:

192.168.1.2

The suggested methods for connecting your PC or laptop to the PostX Module include via either a switch/hub
or a direct connection as shown in the section Ethernet 10/100 Network Interface (see page 10).

PC/Laptop IP Settings

You should then configure your PC or laptop’s network interface to use the following settings:

IP Address: 192.168.1.4 — 192.168.1.254
Subnet Mask: 255.255.255.0

Please select the IP address for your PC or laptop from the range given above, ensuring it is not currently in use
by any other device connected to your network. For information on configuring the network interface for your PC
or laptop, please visit the Web Support Centre for your particular operating system. Guides for the following
operating systems can be found at:

® Microsoft® Windows XP

http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-us/howto_enable_dhcp.
mspx?mfr=true

®* Microsoft® Windows Vista
http://windows.microsoft.com/en-US/windows-vista/Change-TCP-IP-settings

®  Microsoft® Windows 7
http://windows.microsoft.com/en-US/windows7/Change-TCP-IP-settings

Should the IP address need to be restored to the default value, please refer to the section on IP Troubleshooting
(see page 38) for more details.
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6 Web Interface

Configuration for the PostX Module is done through the built in web interface. To access, open an Internet
browser (such as Internet Explorer or Mozilla Firefox) and type the IP address of the PostX Module into the
address bar. As all of the web pages in the PostX Module are secure, the login screen will appear first. You
must have a valid username and password to continue.

in your web browser. To turn on compatibility view, go to the Tools menu and choose Cormpatibility

G To ensure the web interface is displayed correctly, it may be necessary to enable compatibility mode
View settings. Consult your browser help file for additional instructions.

6.1 User Login

By default, the PostX Module comes with two users for the web interface:

Username Password Access Level

admin admin Administrator
user user User
ICL
User Login
Username | |
Password | |
Request Login

Web Interface Login

Once you enter a valid username and password, the Web Server home page is displayed. From here you can
access all of the other pages through the menu on the left.

Please refer to Web User Management (see page 37) for more details about user login.
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6.2 Routing Setup

To configure the routing options select the Routing Setup link using the web interface. The following shows an
example configuration for the PostX Module.

|CT Mon Jun 04 11:45:24 2012

Routing Setup
s Site Name: ICT PostX Module
Configuration
Routing Setup Account Code 8765
Advanced [ Always use this account code (not applicable when using ArmorlP)
IO Controf
Network [ = ] [ v ]
Email ave ese
Ethernet .
WiEi Routing Channels
GPRS / SMS
PSTN
Events CH1 | Ethernet E| 192.168.10.120 9467 Armor IP (U E|
Statistics
Users
togout CH2 [~] 0 Armor IP (U [=]
CH3 [~ 0 Armor 1P (U [+]
CH4 [~] 0 Armor IP (U [=]
[ Save J[L__Reset ]
Polling
CH1 Primary Polling
CHz2 Mo polling
CH3 Mo polling
CH4 Mo polling
Poll Time: |90 (secs)
[ Save Il Reset ][ Default ]
Test Report
CH1 = 602 01 000 24
CH2 = 602 01 000 24
CH3 = 602 01 000 24
CH4 = 602 01 000 24
[ Save Il Reset ][ Default ]

Communication Failure

CH1 ] 354 00 000

CH2 ] 354 00 000

CH3 ] 354 00 000

CH4 = 354 [o]4] 000
Save Il Reset ][ Default ]
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General Options
These options apply to all modes of operation.

e Site Name

The site name should be set to a useful name as it is included with each ArmorIP reporting message sent to
the monitoring station.

e Account Code

This is the account code that is sent with each ArmorIP or Contact ID reporting message sent to the
monitoring station.

® Always use this Account Code

Selecting this option will replace the account code in the received Contact ID message with this account
code. This option is not applicable when using ArmorlP.

Routing Channels

The PostX Module can be programmed with up to 4 communication channels in order to report any incoming
Contact ID messages from the connected alarm panel. Each channel is fully configurable as to what type of
communication interface to use (Ethernet, WiFi, GPRS or PSTN). If communication fails on the first programmed
channel, the next programmed channel will then try to send the signal. If that channel fails, the next one will be
used, and so on. Whether the last signal was sent through the primary or a backup channel, the whole
sequence will be repeated on the next incoming event.

Due to memory restrictions with PostX hardware revision 020 and below, the /P Adadress/Hostnarme
field is limited to a maximum of 32 characters each for Routing Channels 3 and 4, and to a maximum
9 of 256 characters each for Channels 1 and 2.

With PostX hardware revision 030 and above, this field supports a maximum of 256 characters for
each channel.

The reporting sequence is on a module base, meaning that an event will be reported once on only one channel,
the first that succeeds.

All necessary parameters needed for a channel to report will be entered in that section.

For the IP interfaces (Ethernet, WiFi and GPRS), the IP address or host name, the IP port and the reporting
format will be programmed here. Before setting these options you must contact your monitoring station in order
to get them.

Most networks will have a firewall between the PostX Module and the Internet. It is necessary to
configure the firewall to allow the IP messages through so the PostX Module can communicate with
the monitoring station. If the port being used is 10000 and you are using ArmorlP (UDP) the firewall
must let UDP packets on 10000 through, both inbound and outbound.

For the PSTN interface, the phone number and reporting format will be programmed here. Again, before setting
these options you must contact your monitoring station in order to get them.

IP Reporting Formats

The PostX Module supports six IP reporting formats and two PSTN reporting formats. For all IP based formats
the IP address and port of the monitoring station must be entered.

°*  ArmorlP (UDP)

This format communicates with an ArmorlP server using UDP as the transport layer. When using this format
the account code must be set to the same account that is saved in the ArmorlP Server the PostX is
communicating with. Using UDP to send the messages is faster than TCP as it is a connectionless protocol,
the ArmorlP (UDP) protocol includes acknowledge and retry messages to ensure that the message has
been received by the server.

CRX-POSTX-DIN Din Rail PostX IP Reporting Module



ArmorlP-E (UDP)

This is the encrypted version of the ArmorlP protocol. It uses an AES encryption algorithm that is selectable
for 128, 192 or 256 bit encryption. The encryption settings can be found on the Aavanced page of the
PostX Module. If Use Derault Settings is selected, make sure that this is also selected in the ArmorlP server.
When this is selected, no other details need to be entered. If you want to increase the security, use a
custom key that must be entered in both the PostX Module and the ArmorlP server.

Armor IP Encryption

(& Use Default Settings
() Use the Settings Below
Encryption Key
Encryption Level AES 128 bit b

ArmorlP Encryption

For maximum security it is recommended using an encryption key that contains both letters and
numbers and does not form a known word. The encryption key is case sensitive.

This format uses the UDP layer as the transport mechanism.
Contact ID (UDP)

This format is an ASCII based format that only contains the Contact ID message. In all instances, the
message will be 16 characters long with the format detailed below.

The form of the message is: ACCT MT QXYZ GG CCC S, where:

ACCT 4 Digit Account Number
MT 2 Digit Message Type

Q 1 Digit Event Qualifier
XYZ 3 Digit Event Code

GG 2 Digit Group Number
CCC 3 Digit Zone Number

S 1 Digit Checksum

To acknowledge this message the server must send back an identical copy of this message. UDP is used
as the transport layer for this protocol.

Contact ID (TCP)
This format is identical to Contact ID (UDP) except it uses TCP as the transport layer.
CSV-IP

This format uses TCP as the transport layer and communicates with central station receivers supporting
that format.

Patriot LS30
This TCP format communicates with the LS30 task in Patriot alarm monitoring software.

PSTN Reporting Formats

Contact ID

This is the standard Ademco Contact ID protocol.
SIA

This is the standard SIA 2000 protocol.
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Polling

Depending on the interface and format selected for a specified channel, its polling can be enabled. When
enabled, the polling will send a poll message to the monitoring station every x seconds (the Pofl Time value). It is
recommended to use this option to help monitor the Internet link between your PostX Module and the
monitoring station.

If the poll message fails, the PostX Module will then try to send it through the next programmed channel that
also has its polling feature enabled. If that channel fails, the next one will be used, and so on. Whether the last
poll message was sent through the primary or a backup channel, the whole sequence will be repeated on the
next poll message.

As with the reporting sequence, the polling sequence is on a module base, meaning that a poll message will be
reported once on only one channel, the first that succeeds.

Polling is available only on IP interfaces (Ethernet, WiFi and GPRS) not PSTN.

Furthermore, reporting formats ArmorlP (UDP) and ArmorlP-E (UDP) have dedicated values for the actual poll
message and therefore cannot be changed/programmed. All other IP formats can have customized poll
messages.

Test Report

A test report is a signal sent to the monitoring station validating the operation of all programmed channels from
the Routing Channels (see page 15) section. The interval at which this signal is sent is configurable under 7ime
(Hours) and can range between 1 to 168 hours (1 week).

As opposed to the reporting and polling sequences, the test report sequence is on a channel base, meaning

that all channels that have the test report feature enabled, will send their respective programmed codes to their
monitoring station via their interface. If the test report fails on a channel, the PostX Module will not try to send it
through the next available channel, instead it will disregard this signal and wait for the next test report to occur.

Communication Failure

Communication failure signals are sent to the monitoring station indicating that a channel became unusable for
some reason (interface failure, unable to reach the monitoring station etc). If channel one becomes faulty and its
communication failure feature is enabled, the next available channel will then send channel one's programmed
failure code.

As with the reporting and polling sequences, the communication failure sequence is on a module base, meaning
that a communication failure message will be reported once on only one channel, the first that succeeds.

CRX-POSTX-DIN Din Rail PostX IP Reporting Module 17



6.3 Input and Output Control

The PostX Module has 4 inputs and 2 outputs. Each input is independently configured and can send Contact ID
messages, emails, or SMS messages when the input state changes. The outputs can be used to indicate when
communication errors occur.

Tue Apr 107 14:14;04 3012

Input and Output Control

Homae The Postx IP Reporting Madule has 4 Input Zones and 2 Relay Outputs. Each mput is
Configuration independantly configured and can send Contact 1D massages or Emails when the
Routing Setup input state changes. The outputs can be used to indicate when communication errors
Advanced occwr on any or all of the P and PSTN interfaces.
¥ -
'f' Carntrol 10 Control Email / SMS Number
Vetwork
Emaii
Email Address:
Ethernet
WiF 5MS5 Phone Number:
GPRS / 5MS
PSTN | Save |
Events
Statistics Input Zone 1
Users Conhguratson options for Input Zone 1.
Logout

Input Zone 2

Configuration options for Input Zone 2.
Input Zone 3

Configuration options for Input Zone 3.
Input Zone 4

Configuratien options for Input Zona 4,
Output 1

Configurabon options for Output 1.
Output 2

Configuration options for Output 2
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Zone Inputs

The PostX Module can monitor the state of up to 4 zone inputs using EOL monitored or dry contact devices
such as magnetic switches, PIR motion detectors and temperature thermostats. Devices connected to these
zones can be installed to a maximum distance of 300m (1000ft) from the PostX Module when using 22 AWG
wire. Each zone input may be individually configured for normally opened or normally closed configurations with
or without EOL resistors for tamper and short condition monitoring.

When using a zone with the EOL resistor configuration, the PostX Module generates an alarm condition when
the state of a zone changes between open and closed and generates a tamper alarm condition when a wire
fault (short circuit) or a cut wire (tampered) in the line occurs.

N.C Zone Contact

1% N.C Tamper

EOL Resistor Zone Configuration

When using the EOL resistor configuration, the zone input is in the closed state when there is 1k Ohm
resistance between the terminal and ground. If the zone contact opens, leaving 2k Ohm resistance between the
terminal and ground, the zone moves into the open state.

Each zone input can use a different input configuration. When using the No Resistor configuration (i.e. EOL
Resistor option not checked), the PostX Module only monitors the opened and closed state of the connected
input device generating the (OPEN) alarm and (CLOSED) sealed conditions.

N.C Zone Contact

J.

Normally Closed Zone Configuration No Resistors
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Contact ID Messages

Each input can be independently configured to send an Ademco Contact ID message when the zone changes
state. These messages will be sent using the settings defined under the Routing Setup (see page 14). In other
words, they will be treated the same as messages received from the alarm panel connected to the PostX.

Account Code

This is a 4 digit code that the monitoring station uses to identify where the Contact ID message has come
from.

Alarm Code

This is the standard 3 digit Contact ID event code to indicate the type of event that is being reported. The
following table shows some example event codes that may be used. /# is recommended that you always
consult your monitoring station for more details regarding the specific event codes to use.

Alarm Code Event Type

130 Burglary Alarm

140 General Alarm

146 Silent Burglary

150 24 hour Non-Burglary
300 System Trouble

380 Sensor trouble

Tamper Code

This is the standard 3 digit Contact ID event code to indicate the type of event that is being reported. The
following table shows an example event code that may be used. /t is recommenaded that you always consult
your monitoring station for more details regarding the specific event codes to use.

Tamper Code Event Type

137 Input Loop Cut/Shorted

Group Number

The Group Number or Area Number is a 2 digit code to indicate the group or area that the even belongs to.
Use 00 to indicate there is no specific group or area information.

Zone Number

The Zone Number or User Number is the 3 digit code to indicate the specific zone that has had the event.
Use 000 to indicate that there is no specific zone or user information.

20
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Email Messages

Each input can also be configured to send an email when the input changes state. This email is sent to the email
address defined in the main Input Output Control settings (see page 18).

To have an input send an email, the Send Email Message option must be enabled.

Input Zone 1

Home Input Zone 1
Configuration .
" Settings
Routing Setup
Advanced [ tnvert Input
I0 Control [[] EOL Resistor
Input Zone 1 [ send Contact ID Message
Input Zone 2
. Account Code 9999
Input Zone 3
Input Zone 4 Alarm Code 130
Ut 1
Output 1 Tamper Code 137
Output 2
Network Group Number Q9
Email Zone Number 1
Ethernet .
; - Send Email Message
GPRS / SMS
PSTN [ send 5MS Message
Events
Statistics Message Details
Users Input Name Zone 1
Logout
Save I [ Reset

For the settings shown above, when the input opens, the following email will be sent by the PostX Module:

Site Name: ICT PostX Module
Zone Message: Zone 1 Opened
Time Stamp: Wed Feb 17 13:00:26 2013
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SMS Messages

9 This information only applies to the PostX modules that support GPRS and/or WIFI communication.

Each input can also be configured to send an SMS when the input changes state. This SMS is sent to the SMS
phone number defined in the main Input Output Control settings (see page 18).

To have an input send an SMS, the Send SMS Message option must be enabled.

lCT. Wed Feb 27 13:00:26 2013

Input Zone 1

Home Input Zone 1
Configuration

Settings
Routing Setup g
Advanced [0 1nvert Input
10 Controf [£] EOL Resistor
Input Zone 1 [C] send Contact ID Message
Input Zone 2 d P
Input Zone 3 Account Code 9999
Input Zone 4 Alarm Code 130
oyt 1
Output 1 Tamper Code 137
Output 2
Network Group Number 99
Email Zone Number 1
Ethernet
- : [[] send Email Message
GPRS / SMS
PSTIV Send SMS Message
Events
Statistics Message Details
Users Input Name Zone 1
Logout

[ Save ] [ Reset ]

For the settings shown above, when the input opens, the following SMS will be sent by the PostX Module:

Site Name: ICT PostX Module
Zone Message: Zone 1 (Zone 1) Opened
Time Stamp: 13:00:26 27/02/2013
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Programmable Outputs

The PostX Module has 2 programmable outputs. These outputs can be configured to be activated when the
PostX Module loses a connection. Additionally, the outputs can be used to activate bell sirens, lighting circuits,
door locks, relay accessory products and other automation points through SMS messages.

on startup. To prevent this from occurring, ensure that at least one of the zone inputs is wired directly

G In order to enter any of the IP troubleshooting modes, Relay 1 on the PostX Module will enable briefly

to V-.

The 2 Outputs each have a FORM C output relay. The connection example below shows the control of an
external LED indicator.

oV +12V AUX

L =

Output Connection (Output 2 Shown)

Warning: Switching inductive loads that can produce high back EMF voltages or large voltage
induced spikes can cause the PostX Module to behave unexpectedly and should be avoided. A
suitable isolation circuit must be installed between the relay contacts of the PostX Module and the

inductive load.
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The following shows the various settings that can be applied to these 2 outputs.

Output 1
HUIH-E X Dul‘pl-lt :
Enrlhuur.ﬂ_['“" Seftings

Irvert Dutput

Dis-abde when Ingut ;m Alarm

Input Zone 1

Ern
Erfgrrat Input Zane 2
Wi Input Zona 3
GPRS [ SM5 tnput Zone 4
Events
Statistics On Tima sacands
Lsers
Logout off Time seronds
Activate On

Ay Channal Faillure

Charmel 1 Fadurs:

Chaninel 2 Fadure

Channel 3 Fadure

Channel 4 Fadure

Pamary Ethemat Gateway Failura:
ARernate Ethernet Gateway Failure:
Primary Wi Gateway Failure:
ARkemate WiF Gateway Fadure:
OR® AND

Receive SMS Activation

Enable SMS activabon: I

Qutput name;

Enable password; &

Aty athon password

Save Reset

® |nvert Output
When enabled, the state of the output will be inverted.
® OnTime
When the On Time is configured to be non-zero, the output will activate for this number of seconds and
then turn off. If the Off Time is also configured to be non-zero, the output will only remain off for the period
of time set, before turning on again for the On Time. Configuring both the On and Off Time creates a pulsed
output. The On Time can be configured with a value ranging from 0-255 seconds.
e Off Time
When the On and Off Time are configured to be non-zero, the output will pulse on and off for the period of
time set. The Off Time can be configured with a value ranging from 0-255 seconds.
e Activate On
The output can be activated based on the selected failure/s below:
Any Channel Failure
Channel 1 Failure
Channel 2 Failure
Channel 3 Failure
Channel 4 Failure
Primary Ethernet Gateway Failure
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®  Secondary Ethernet Gateway Failure
e Primary WiFi Gateway Failure
*  Secondary WiFi Gateway Failure

If more than one option is selected, use the OR/AND conditions to determine if at least one of them or all of
them have to be met in order to activate.

® Receive SMS Activation

The output can also be activated/deactivated via a SMS message. The SMS format to be used is as
follows:

<activation password> <output name> <action> <ack>
The PostX module is not case sensitive. The following table describes the control word:

Turn PGM ON on,0On, ON,or1
Turn PGM OFF off, Off, OFF, or ©
Acknowledge SMS ack, Ack, ACK, a,Aor1l

For the following examples, PGM 1 has been set with validate by pin, acknowledge by request and the
command garage. PGM 2 has been set with validate by any, no acknowledge and the command gate.
This pin code has been set to house.

house garage on ack PGM 1 turned on, and acknowledge SMS sent

house garage off a PGM 1 turned off, and acknowledge SMS sent

garage on ack No action taken, pin code (house) not entered

house garage 1 1 PGM 1 turned on, and acknowledge SMS sent

gate on ack PGM 2 turned on, and acknowledge SMS sent

gate 1 PGM 2 turned on, no acknowledge SMS sent

house garage 1 1 gate 1 PGM 1 turned on, and acknowledge SMS sent, gate is not handled, a

separate SMS has to be used

If the Enable password option is set, the SMS control requires the Activation password to be correct for any
operation to be performed. The activation password is sent at the start of the message. For example, if the
activation password set was 123abcd you would send 123abcd garage on ack to open the garage
door. If the activation password is wrong, no response is sent to the user even if an acknowledgment is
requested.
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6.4 Email Events

The PostX Module can send an email to a selected address when any of the four connected inputs change
state. If this option is being used the outgoing mail server (SMTP) must be configured.

Email Setup

Home User Information
Configuration

Routing Setup Postx Emal Addrass:

IO Cantre

R Interface

IWELYYLY N

E_E Intarface [=]

Ethernet

F¥IF

GPRS / SMS Server Information

PSTIV
Events Qutgoing Mad Server (SMTP)
Statistics My SMTP server requires authentication &
Users
Lag Usermame:

Passwaord
Test Account Settings..

To ensure the emails get through and are not stopped by spam filters, a valid email address must be entered.
The PostX Module does not receive any email, SO you can use any active email address.

The interface on which the emails will be sent is selectable. Ethernet is available on all variants of the PostX. The
others depend on the model. WiFi will be available on the WF variants while the GPRS IP on the GP variant.

The IP address of the SMTP server that is to be used needs to be entered. If the SMTP server is not provided by
the ISP (Internet Service Provider) the PostX Module is using, then authentication is required. Enter the
username and password for the account into the appropriate fields as shown above.

Once the settings are entered, click Test Account Settings... to send a test email. The PostX Module will
attempt to send an email to the address specified. If it does not get through in a reasonable amount of time,
recheck your settings.
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6.5 Ethernet Configuration

If you can connect to the PostX Module the easiest way to change the IP address is using the web interface.
Open up an Internet browser (e.g. Internet Explorer or Mozilla Firefox) and type the IP address of the PostX
Module into the address bar. The User Login screen will appear for you to enter a valid username and
password.

G To help ensure your PostX Module cannot be configured by invalid users, change the default

passwords for the web interface before commissioning the installation.

Tise Jun 05 10:56:50 3012

Ethernet
Home You can get IP settings assigned automatically if your network supports this
Configuration capability. Otharwise yvou nead to ask your natwork administrator for the appropnata

atup IP sertings.

Physical Address 00-1b-c2-7e-67-17

Obtam an IP address automatbically
# Use the following 1P Address

Ethernet
WiF P Address

GPRS / SM5

Subnet Mask

-
PSTN

Events Default Gateway
Statistics |
Users Altemate Gateway

Logoul
Domain Name Server

Priferred DNS Server

Alternate DNS Server

Sani Rzt

Ethernet Monitoring
Ethermet momrtorng: 1.
Ethemnet faill Event Code
Ethernet fail Group Number

Ethemnet fail Zone Number

Cava

Restart

To restart the Post Click hare.

There are two options for configuring the IP address of the PostX Module:

IP Configuration via DHCP
To enable the DHCP service, select the Obtain an IP address automatically option.
Static IP Configuration

To assign a static IP, select the Use the following IP Address option and enter the new IP address, subnet
mask and default gateway you wish to use.

Once all the changes have been made, click Save to save the changes. You must restart the PostX Module for
the changes to take effect.
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6.6 WiFi Configuration

G This information only applies to the PostX modules that support GPRS and/or WIFI communication.

When the PostX Module comes out of the box it is set with a static IP address of 192.168.1.3 with a subnet
mask of 255.255.255.0 for the WiFi interface. If your computer network is on this subnet, and no other
computer on the network uses this IP address, you will be able to connect to the PostX module immediately.

T Jun 05 11:13:43 2012

Home You can get [P setbngs assgned sutomabeally d your nebwork supports thes
Conliguration capability, Otharwisa you neead to ask your network administrator for the appropriate
Routing Setisn IP settanigs.

Advarced -
e Physical Address 00-23-a7-1f-96-36

[0 Controd

Fdebwre

Obtan an [P address automatically

e ® Use the fallowing IP Address
Ethernet
WiF P address 192
GPYIS / SMS
e :' Subnat Mask
Events Default Gataway 192 1
Statistics
Users Alternate Gateway
Logout

Domain Name Server

Preferred DNS Server

ARternate DNS Server

Save | Resed

Access Point

S51D (case sensitive)

WEP/WPA Password

Apply Abowe Settings Sk

MNow

Go to scan mode... ._ SHCal.
WIFI Manitoring

WIFI maonetcnng: L

WIFT fail Event Codae kel

WIFT fiail Growp Number oo

WIF] fanl Zong Mumbear

Interface Status

Link Status: ESTABLISHED

[P Addrasa: 192.168.1.3

Module Stabus: Connected

Duration 0 day(s) 00:33:39

RS51 Lavel LEVEL -54dBm
Restart

To restart the Pasth Click hare,
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structure for the network. Always consult the network or system administrator and ask them to

0 Installing the PostX Module on an active network requires knowledge of the configuration and
provide you with a fixed IP Address that can be assigned to the PostX Module.

DIN Rail PostX IP Reporting Module IP Settings

Before attempting to connect to the PostX Module it is necessary to know the IP address that it is currently set
to. The default factory setting for the WiFi interface IP address of the PostX Module will be: 192.168.1.3

The suggested methods for connecting your PC or laptop to the PostX Module include via either a switch/hub
or a direct connection as outlined in the section on the Ethernet 10/100 Network Interface (see page 10).

Access Point Information Settings

Before communicating over WIFI, the following must be set:

® SSID: WIFI network identification name. Maximum of 32 characters and case sensitive.

e WEP /WPA / WPA2 Password: Security password for secured access point. Maximum of 32 characters.
®  Security supported: WEP / WPA / WPA2

The PostX module's WiFi security mode will adapt to the access point selected in the scanned list under "Scan
Mode" or when connecting to the specified SSID.

PC/Laptop IP Settings

You should then configure your PC or laptop’s network interface to use the following settings:

IP Address: 192.168.1.4 — 192.168.1.254
Subnet Mask: 255.255.255.0

Please select the IP address for your PC or laptop from the range given above, ensuring it is not currently in use
by any other device connected to your network. For information on configuring the network interface for your PC
or laptop, please visit the Web Support Centre for your particular operating system. Guides for the following
operating systems can be found at:

® Microsoft® Windows XP

http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-us/howto_enable_dhcp.
mspx?mfr=true

®* Microsoft® Windows Vista
http://windows.microsoft.com/en-US/windows-vista/Change-TCP-IP-settings

®* Microsoft® Windows 7
http://windows.microsoft.com/en-US/windows7/Change-TCP-IP-settings

Should the IP address need to be restored to the default value, please refer to the section on IP Troubleshooting
(see page 38) for more details.
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Scan Mode

You can also select an access point from a list of available networks in your area. Click Scan... to display a list
of available access points.

Access Point

Select Access Paint from the fallowing st

ICTCAN -52dBm "

ICTTESS -52dBm

Refresh list . Refresh
Exit scan mode I Stop
Select Access Point L Save

® (Click Refresh to initiate another scan.
® (Click Stop to exit scanning mode and return to enter parameters manually.
® (Click Save to save the network you have selected and return to enter parameters manually.
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6.7 GPRS / SMS Configuration

ﬁ This information only applies to the PostX modules that support GPRS and/or WIFI communication.

In order to establish a GPRS connection, the following settings must be entered:

Contact your local network provider for assistance with the information required.

GPRS Settings

Home
Configuration

WIF,
GPES / SMS
PSTI

Events

Statistics

Usars

Logoul

APM Settings
APNE:
Liser name:

Password:

c o

ol Wi i | bl

GPRS Monitoring
GPRS monitonng:
GPRS fail Event Code
GPRS fail Group Number

GPRS fail Zone Number

SdWe | Reset

Interface Status

Link Status:

IF Address:
Module Status:
Durabion:

RS5]1 Level:

ESTAELISHED:
23.48.125.103
Connected

0 day(s) 00:00:08
LEVEL 4

APN: Access Point Name. Maximum of 100 characters.
User name: Maximum of 32 characters.
Password: Maximum of 32 characters.

Tue Jun 05 11:42:45 2012

Should anything go wrong while using the GPRS interface, an error code is displayed on the Events page. For
information on these error codes and their meanings, please refer to GPRS Error Code Definitions.
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6.8 PSTN Configuration

T Jusn O 17:49:48 2012

PSTN Settings

Home PABX Settings
Configuration
Routing Setup
Advanced PABX Number:
10 Cartro

PABX Emusation:

SadiE

Line Monitoring

=T !
T Phons ing momtonng: s

Events Phone line fad Event Code

Stalistics Phona hine fad Growup Number

Users

Logout Phone line fad Zone Number 104

Sani

e PABX Emulation

If the alarm panel the PostX Module is connecting to is expecting to dial through a PABX this option needs
to be enabled. When the PABX number is dialled the PostX Module starts the dial tone again until the panel
starts dialling the external line.

e PABX Number

This is the number the panel dials to obtain an external line and must be set if the PABX emulation is
enabled.
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7/ Advanced Configuration

Advanced Configuration

Home General Settings
Configuration o
Routing Setup Modem Dial Attempts |8
?g\?;:;:; Modem Dial Time |20 secs
Network Max Report Count 15
Email I
Errermt Max IP Attempts E]
WiFE IP Connection Timeout 10 secs
GPRS [/ SMS Log Poll Events: (]
PSTN
Events
Statistics | Save I Besek )
Users
Logout TCP/IP Serial Port

£ Enable TCP/IP Serial Port

TCP Port |9001

Baud Rate | 4800 [=]

Data Bits 8 Bits =

Parity Bits _“NU_""? E[

Stop Bits [18it =
[ Save ][ Reset_|

System Started Message
[ send System Started Message on Power Up

System Started Event Code |305

o
o

System Started Group Number

o
| o
o

System Started Zone Number

[ Save ] [ Resel ]

Armor IP Encryption

@ Use Default Settings
@ Use the Settings Below

Encryption Key L |
Encryption Level | AES 128 bit =]

[ Save J[L__Reset |

CSV-IP Settings

Account Name

Account Password

[ Save L _Reset |

PSTN Pass Through

Duration (1-255 mins) |
Remaining time: deactivated

Deactivate || Refresh

Restart
To restart the PostX Click here.

Firmware Update

To put the PostX into boot mode and do a firmware update dick here. NOTE; We do
not recommend doing this remotely.
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7.1 General Settings

Modem Dial Attempts

The Modem Dial Attempts is the maximum number of attempts the PostX Module will make to dial a PSTN
monitoring station. Once this number of attempts is exceeded the PostX Module will change to use the next
phone number or reporting path.

Modem Dial Time
The Modem Dial Time is the length of time in seconds between phone calls.
Max Report Count

The Maximum Report Count is the maximum number of Contact ID messages that will be sent to the
monitoring station in one connection. When this is exceeded the PostX Module disconnects from the
monitoring station and waits for the period of time set in Modem Dial Time before attempting to call the
monitoring station again (if there are more messages to send).

Max IP Attempts

The Max IP Attempts is the maximum number of times the PostX Module will attempt to send a message to
a monitoring station for the IP formats.

IP Connection Timeout

The IP Connection Timeout is the number of seconds the PostX Module waits for a response for an IP
message.

Log Poll Events

Log the send poll and received ACK poll events. Disabling this option will leave more space for other events
in the buffer.

7.2 TCP/IP Serial Port

This feature allows you to use the PostX's on-board serial port remotely via TCP/IP.

Enable TCP/IP Serial Port

When checked, the TCP/IP Serial Port feature is enabled.

TCP Port

Enter here the TCP port number to be used when communicating with the PostX.
Baud Rate

Select the baud rate at which the PostX's serial port will be communicating.
Data Bits

Select the data length for the serial port.

Parity Bits

Select the parity for the serial port.

Stop Bits

Select the number of stop bits for the serial port.

7.3 System Started Message

The system started message option lets you decide if you want the PostX to send a message to the monitoring
station upon start up.

Send System Started Message On Power Up

When checked, the PostX will send a message to the monitoring station.

System Started Event Code

This is the standard 3 digit Contact ID event code to indicate the type of event that is being reported.

34
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e System Started Group Number

The Group Number or Area Number is a 2 digit code to indicate the group or area that the event belongs to.
Use 00 to indicate there is no specific group or area information.

® System Started Zone Number
The Zone Number or User Number is the 3 digit code to indicate the specific zone that has had the event.
Use 000 to indicate that there is no specific zone or user information.

[t is recommended that you always consult your monitoring station for more details regarding the specific event
codes to use.

7.4 GCSV-IP Settings

This is where you enter the parameters needed if you use the IP reporting format CSV-IP.

® Account Name
CSV-IP format account name.
® Account Password
CSV-IP format account password.

7.5 PSTN Pass Through

This feature is only available from hardware revision 040 and later of the PostX Module.

PSTN Pass Through gives you the ability to temporarily connect the security control panel directly to the
telephone line. This allows you to now call the panel and make any maintenance or programming via that
telephone line.

®  Duration (1-255 mins)

The amount of time the pass through feature will be activated. Valid entries are from 1 to 255 minutes
inclusively.

® Remaining Time
Displays the time remaining before the pass through relay deactivates.
® Activate

Once a valid activation duration is entered, clicking this button will activate the pass through relay for that
period of time.

® Deactivate

Once activated, the pass through relay can forcibly be deactivated before the duration expires by clicking
this button.

® Refresh
Clicking this button will update the time remaining display.

Note that the PSTN Pass Through feature can also be accessed locally via command line. Refer to the section
on Command Line Interface Commands for details.
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8 Duplicate Configuration

The PostX Module configuration can be uploaded and downloaded to allow easy duplication of the
programming of the device. After the network settings for the PostX Module are defined, including IP address,
subnet mask and gateway, all other settings can be downloaded from a configuration file.

8.1 Creating a Configuration File

To create a configuration file, set up a PostX Module with all the required settings. Open the Windows
command prompt (Start->All Programs->Accessories->Command Prompt) and type in the following command
using the IP address of the PostX Module:

tftp -i 192.168.1.2 GET config.bin

This will create a file called "config.bin" in the same directory where you typed in the command. This file is the
default configuration file you can download to any other PostX Module.

8.2 Downloading a Configuration File

Once a configuration file has been created, it can be downloaded to any other PostX Module. Open the
Windows command prompt (Start > All Programs > Accessories > Command Prompt) and change to the
directory where the configuration file has been saved. Type in the following command using the IP address of
the PostX Module:

tftp -1 192.168.1.2 PUT config.bin

Restart the PostX Module for the new configuration to take effect.
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9 Web User Management

To access any web pages in the PostX Module, the user must be logged in. The PostX Module supports 2
users with 2 different access levels.

9.1 Setup

To edit users in the PostX Module, navigate to the User Management web page. To do so, you must be logged
in as an Administrator user.

To edit an existing user, click on the appropriate checkbox and then click Edit. This will open a new page where
you can edit the user's settings.

To disable a user, again select the appropriate checkbox and click Edit. This will bring you back to the edit
user's settings page. From there simply set the access level to none then click Save.

Twe Jul 17 18:14:56 2012

User Management

Home User Name Password Access Level
Configuration | admin admim Administrator
Events
. usar user User

Statistics
Users
Logout ——

Contact Email Address postzRexample.com

[_Save Emai ]

To ensure the security of your PostX Module, please make sure you change the password for this user
account from the default.

9.2 Access Levels

The PostX Module supports 2 access levels, Administrator and User. When logged in with an Administrator
account, the user can access all pages and change any parameter. In comparison, the User access level only
allows access to the home, events and statistics web pages.

9.3 Default Users

The PostX Module comes with the following two default users:

Username Password Access Level

admin admin Administrator

user user User
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10 IP Troubleshooting

In the event of the IP address of PostX Module becoming unknown, the following 3 modes will allow you to
re-establish Ethernet connection to the PostX Module.

In order to enter any of the IP Troubleshooting modes, Relay 1 on the PostX Module will enable briefly
on startup. To prevent this from occurring, ensure that at least one of the zone inputs is wired directly
to V-.

10.1 Default Static IP Address Mode

To change the IP address to a static address of 192.168.1.2 and a subnet mask of 255.255.255.0 complete the
following steps:

1. Connect the terminals for Zone 1 and NO of Relay 1 together. Repeat the procedure for the V- and C
terminals as shown in the diagram below.

|
e IS

2. Enable DC supply to the PostX Module.

10.2 DHCP IP Address Mode

The PostX Module supports Dynamic IP Address Allocation (DHCP). To use this, there must be a DHCP server
on the network you are attempting to connect to. If you cannot select DHCP from the web interface, complete
the following steps:

1. Connect the terminals for Zone 2 and NO of Relay 1 together. Repeat the procedure for the V- and C
terminals as shown in the diagram below.

2. Enable DC supply to the PostX Module.
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10.3 Confirm IP Address via Command Line

Ping is an application that runs in Microsoft Windows and is a very useful tool for helping to diagnose an IP
address related issue. It can be used to test a connection with the PostX Module. The following instructions

detail how to ping a device:

1. Open a command prompt (Click Start->Run, then type "cmd" into this window and click "OK").

2. Type ping 192.168.1.2 into the command prompt and press ENTER.

3.  Wait for the command prompt to respond. The first of the images below shows a ping attempt where the IP
address was not found. The second image shows a successful ping attempt where the IP address was

found.

Bl Administrator: ChMindows\system32hemd. exe

Microsoft Windows [Uersion 6.1.7680]
Copyright (c> 28089 Microsoft Corporation. All rights reserved.

C:“Users~SUPPORT >ping 172.168.1.2
192.168.1.2 with 32 bytes of data:
timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.1.2:
Packets: Sent = 4. Received = B, Lost = 4 {188x loss>,.

C:sUsers~SUPPORT >_

=] -]

Console screenshot of a Ping where the IP address cannot be found

BN Administraton CiWindowshsystem32hemd.exe

Microsoft Windows [Uersion 6.1.76801
Copyright <(c»> 2889 Microsoft Corporation. All rights reserved.

C:\Users\SUPPORT >ping 172.168.1.2

Pinging 172.168.1.168 with 32 bytes of data:

Reply from 172.168.1.2: bhytes=32 time{ims TTL=128
Reply from 192.168.1.2: bhytes=32 time<{ims TTL=128
Reply from 192.168.1.2: bhytes=32 time<{ims TTL=128
Reply from 192.168.1.2: bhytes=32 time<{ims TTL=128

Ping statistics for 192.168.1_.2:
Packets: Sent = 4. Received = 4, Lost = B (@» loss),

Approximate round trip times in milli-—seconds:
Minimum = Bms, Maximum = Bms,. Average = Bms

C:~Users“SUPPORT >_

Console screenshot of a Successful Ping
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11 Command Line Interface

The PostX Module provides a command line interface to help with setup diagnostics. This can be accessed
through a Telnet session (Ethernet) or through a serial port connection. The following instructions detail how to
establish a Telnet session.

1. Open a command prompt (Click Start | Run, then type "cmd" into this window and click "OK").
2. Type telnet 192.168.1.2 9000 into the command prompt and press ENTER.

3.  Wait for the command prompt to respond. The command prompt "ICTNET>" will come up when a
connection has been established. To terminate the telnet session, type "exit" into the command prompt.

Bl Administratar ChMindowstsystem3 2hemd. exe EI@

Microsoft Windows [Version 6.1.76801
Copyright <{c> 208? Microsoft Corporation. All rights reserved.

mil »

C:\Users~SUPPORT >telnet 192.168.1.2 98686_

Starting a Telnet Session

If not using Ethernet the command line interface can be accessed through the RS485 interface.

To start using the RS485 interface, apply DC power to the PostX Module and connect the ACC-485 to both the
PostX Module and an available RS232 serial port on your computer. Open a terminal program such as
HyperTerminal or TeraTerm with the baud rate set to 38400 (38400, 8, n, 1). Press ENTER or ESC to get the

command prompt.
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11.1 Command Line Interface Commands

arp -a

arp -d

boot

default
dhcp
dhcp -d

emac
exit

gprs default
gprs reset
gprs set apn

gprs set user

gprs set password

gprs status

ipconfig

ipconfig -all
ping
pstn on time

pstn off

restart

set ip

set gateway

set mask

set dnsl

arp -a

arp -d

boot

default
dhcp
dhcp -d

emac
exit

gprs default

gprs reset

gprs set apn internet.com
gprs set user wapuser
gprs set password wap

gprs status

ipconfig

ipconfig -all

ping 192.168.1.1
pstn on 10

pstn off

restart
setip 192.168.1.56

set gateway 192.168.1.1

set mask 255.255.0.0

set dnsl 192.168.1.1

Lists all the entries in the ARP table (IP address and MAC
address details)

Deletes the ARP cache. This is useful if the IP address of a
device you are trying to talk to has changed.

Restarts the PostX in boot mode. Note that this will disable
the command line interface.

Defaults the PostX to factory settings
Displays the DHCP client details

Starts the DHCP server discovery process. Note: This
does not change the PostX into the DHCP mode. The IP
address, subnet mask and default gateway values
obtained during the discovery process will become the
new settings used in network configuration web interface
for static IP configuration when the PostX restarts.

Displays statistics for the Ethernet interface
Disconnects an active telnet session

Resets GPRS parameters to factory defaults
Restarts the GPRS module

Sets the APN parameter of the GPRS module

Sets the user name parameter of the GPRS module
Sets the password parameter of the GPRS module

Displays the GPRS interface status,
connected/disconnected, the connection duration time
and the signal strength x/5.

Lists the details of the UIP setup, IP address, gateway,
subnet mask etc

Extended IP configuration details
Sends a ping command to the selected IP address
Activates the PSTN pass through relay for 10 minutes

Deactivates the PSTN pass through relay even if the
duration time has not expired

Restarts the PostX

Sets the IP address. The PostX must be restarted for the
change to take effect.

Sets the gateway address. The PostX must be restarted
for the change to take effect.

Sets the subnet mask. The PostX must be restarted for the

change to take effect.

Sets the primary DNS server. The PostX must be restarted
for the change to take effect
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set ntpl set ntpl 202.156.2.125 Sets the primary SNTP server. The PostX must be
restarted for the change to take effect

sntp sntp 202.156.2.125 Updates the time from the SNTP server at the given IP
address. This can be used to confirm the SNTP server is
working before you save it in the network configuration.

system system Displays the system details including serial number and
software version

time time Displays the current time stored in the PostX

wifi default wifi default Resets the WIFI parameters to factory defaults

wifi reset wifi reset Restarts the WIFI module

wifi set ssid wifi set ssid ICT Sets the SSID parameter (case sensitive) of the WIFI
module

wifi set password wifi set password 1234ab Sets the access point password key of the WIFI module

wifi status wifi status Displays the WIFI interface status,
connected/disconnected, the connection duration time
and the signal strength x/4.
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12 LED Indicators

The PostX Module includes comprehensive front panel diagnostic indicators that can aid the installer in
diagnosing faults and conditions. In some cases an indicator may have multiple meanings depending on the

status indicator display at the time.

CRX-POSTX-DIN-WFGP

POWER
MODEM RELAY 1

STATUS

ETHERNET

12.1 Power Indicator

The Power indicator is lit whenever the correct module input voltage is applied across the N+ and N- terminals.

Constantly on (green) Correct module input voltage applied

-~ Constantly off Incorrect module input voltage applied

12.2 Status Indicator

The Status indicator displays module status of the PostX Module.

Continuous slow (green) flash Module operating normally

Constantly on (green) Module starting up

12.3 Fault Indicator

The Fault indicator is lit any time the module is operating in a non-standard mode.

Continuous slow (red) flash Module is in boot mode awaiting firmware update
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12.4 Modem Indicator

The Modem indicator will show the status of the onboard modem.

swe  loesoipion

& Constantly on (red) Onboard modem is off hook

k Off Onboard modem is not active

12.5 Panel Indicator

The Panel indicator will show the status of the subscriber phone.

s loeseriptn

&. Constantly on Subscriber phone is off hook

‘. Constantly off Subscriber phone is not active

12.6 Ethernet Indicator

The Ethernet indicator will show the status of the Ethernet connection.

% Constantly on (green) “Live" Ethernet connection detected
% Constantly off No Ethernet connection detected
. I:II . . = . -s = . . . .
cd Bd T&d Continuous (green) fast flash Ethernet packet transmitted/received

12.7 Relay 1/Relay 2 Indicators

The Relay 1 and Relay 2 indicators will show the status of the lock output relay.

O O Constantly on (red) Relay output is ON
O O Constantly off Relay output is OFF
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12.8 Zone Status Indicators

Whenever a zone input on the PostX Module changes state, the zone status will be displayed on the front panel
indicator (1-4) corresponding to the physical input number (Z1-Z4). This allows you to easily walk test verification
of zone inputs.

1 1 1 Continuous fast flash Zone is in a SHORT state
1 Constantly on Zone is in a CLOSED state
1 Constantly on Zone is in an OPEN state

A1 Continuous fast flash Zone is in a TAMPER state

12.9 WIiFi Indicator

G This information only applies to the PostX modules that support GPRS and/or WIFI communication.

The WiFi indicator shows the status of the WiFi connection and signal strength.

- Wave constantly on Connection available

= . ot

- - Wave flashing Communication / data transfer
i~ . I | I WIiFi constantly on / 1 bar red Connection not established
= I | I WiFi constantly on / All bars off Connectgd A0

el ' (lowest signal strength)
N e

i~ . I | I WiFi constantly on / 1 bar on Connected RSSI level 1
N o=n

i~ . I | I WIiFi constantly on / 2 bars on Connected RSSI level 2
N o=n

i~ . I | I WIiFi constantly on / 3 bars on Connected RSSI level 3
e~ - Connected RSSI level 4

= . I | I WiFi constantly on / 4 bars on sToen e Ser
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12.10 GPRS Indicator

G This information only applies to the PostX modules that support GPRS and/or WIFI communication.

The GPRS indicator shows the status of the GPRS connection and signal strength.

= Wave constantly on

. :Pc.: . Wave flashing

:P:: i . | | GPRS constantly on / 1 bar red
:?: i . | | GPRS constantly on / All bars off
:?: . i | | GPRS constantly on / 1 bar on
:?: . - | | GPRS constantly on / 2 bars on
:?: . - | | GPRS constantly on / 3 bars on
- i I | | GPRS constantly on / 4 bars on

Connection available

Communication / data transfer

Connection not established

Connected RSSI level 0
(lowest signal strength)

Connected RSSI level 1

Connected RSSI level 2

Connected RSSI level 3

Connected RSSI level 4
(highest signal strength)
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13 Identification Sticker Details

Every PostX Module has a unique identification sticker located on the unit. The identification sticker contains
details that may be of use to you, such as the MAC address of the PostX Module. An example of the
identification sticker is shown in the diagram below.

MAC Address

Software
Versions

Din Rail PostX IP Module ‘

MAC 00:1B:C2:72:D3:E6

HW Version
Boot Version
App Version
Language

010
02.02.00002
02.00.00002
English

@——— Product Code

RX-POSTX-DIN
O 0 O O
1005135000

A 00 0
C272D3E6 &——

— Serial Number
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14 Warnings

The grant of a telepermit for any item of terminal equipment indicates only that Telecom has accepted that the
item complies with the minimum conditions for connection to its network. It indicates no endorsement of the
product by Telecom, nor does it provide any sort of warranty. Above all, it provides no assurance that any item
will work correctly in all respects with another item of telepermitted equipment of a different make or model, nor
does it imply that any product is compatible with all of Telecom's network services.

This equipment can be set up to carry out test calls at pre-determined times. Such test calls will interrupt any
other calls that may be set up on the line at the same time. The timing set for such test calls should be
discussed with the installer.

The timing set for test calls from this equipment may be subject to ‘drift’. If this proves to be inconvenient and
your calls are interrupted, then the problem of timing should be discussed with the equipment installer. The
matter should NOT be reported as a fault to Telecom Faults Service.

In the event of any problem with this device, it is to be disconnected, and a CPE item connected to one of its
terminal ports may be connected directly in its place. The user should then arrange for the product to be
repaired. Should the matter be reported to Telecom as a wiring fault, and the fault is proven to be due to this
product, a call-out charge will be incurred.
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15 Mechanical Diagram

The mechanical diagram shown below outlines the essential details needed to help ensure the correct
installation of the PostX Module.

/
12VDC Pass Through WIFI Connector
Relay 1/ Relay 2 Zones 1to 4
GPRS Connector 12VDC Pass Through
LED Indicators Signal Indicators
12VDC Input l Ethernet Interface
RS-485 Input External Modem Interface
SIM Card Panel Modem Interface

.
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16 Mechanical Layout

The mechanical layout shown below outlines the essential details needed to help ensure the correct installation
of the PostX Module.

- ™
- N
CRX-POSTX-DIN FRONT
\_ WA 4

| B
© ﬁ ©
CRX-POSTX-DIN BACK
@ D | |
9 Y,
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17 Technical Specifications

Failure to adhere to the specifications will result in any warranty or guarantee that was provided

ﬁ The following specifications are important and vital to the correct operation of the PostX Module.

becoming null and void.

Integrated Control Technology continually strives to increase the performance of its products. As a result these

specifications may change without notice. We recommend consulting the ICT website
(http://www.incontrol.co.nz) for the latest documentation and product information.

Power Supply
DC Input Voltage
Operating Current

Low Voltage Cutout
Low Voltage Restore
Communication
RS-485

Ethernet

Full PSTN Emulation

Modem Security Reporting

WiFi

GPRS

Outputs
Programmable Outputs
Inputs

Inputs

Dimensions
Dimensions (L x W x H)
Weight

Temperature
Operating

Storage

Humidity

12VDC (+/-10%)

110mA (Typical)
220mA (Peak, Panel Off Hook)

8.7VvDC
10.5VDC

RS485 Menu Interface

10/100 Auto Negotiation

802.11 a/b/g/n

2G network 850/900/1800/1900MHz quad band

2 FORM C Relay Outputs, 7A 250V Max

156.8 x 90 x 60mm (6.17 x 3.54 x 2.36")
453g (15.9802)

0%-49°C (32° - 122°F)
-10%- 85°C (14° - 1857F)

0%-93% non condensing, indoor use only (relative humidity)

locate the unit in air conditioning or a boiler room that can exceed the temperature or humidity

ﬁ It is important that the unit is installed in a dry cool location that is not affected by humidity. Do not

specifications.
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18 Ordering Information

Please use the following product codes when placing an order for the DIN Rail PostX IP Reporting Module.

® CRX-POSTX-DIN

® CRX-POSTX-DIN-WF with WIFI interface
® CRX-POSTX-DIN-GP with GPRS interface
® CRX-POSTX-DIN-WFGP with WIFl and GPRS interface

Manuals and additional literature are available on the ICT Website (http://www.incontrol.co.nz) under the
Support section.
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19 Warranty

Integrated Control Technology (ICT) warrants its products to be free from defects in materials and workmanship
under normal use for a period of one year. Except as specifically stated herein, all express or implied warranties
whatsoever, statutory or otherwise, including without limitation, any implied warranty of merchantability and
fitness for a particular purpose, are expressly excluded. ICT does not install or connect the products and
because the products may be used in conjunction with products not manufactured by ICT, ICT cannot
guarantee the performance of the security system. ICT's obligation and liability under this warranty is expressly
limited to repairing or replacing, at ICT's option, any product not meeting the specifications. In no event shall ICT
be liable to the buyer or any other person for any loss or damages whether direct or indirect or consequential or
incidental, including without limitation, any damages for lost profits, stolen goods, or claims by any other party
caused by defective goods or otherwise arising from the improper, incorrect or otherwise faulty installation or
use of the merchandise sold.
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20 Contact

Integrated Control Technology welcomes all feedback.

Please visit our website (http://www.incontrol.co.nz) or use the contact information below.

Integrated Control Technology

P.O. Box 302-340 11 Canaveral Drive
North Harbour Post Centre Albany

Auckland North Shore City 0632
New Zealand Auckland

New Zealand

Phone: +64-9-476-7124

Fax: +64-9-476-7128

Email: sales@incontrol.co.nz or support@incontrol.co.nz
Web: www.incontrol.co.nz
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®

Designers & manufacturers of integrated electronic access control, security & automation products.

Designed & manufactured by Integrated Control Technology Limited.
Copyright © Integrated Control Technology Limited 2003-2011. All rights reserved.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither
Integrated Control Technology Ltd nor its employees, shall be liable under any circumstances to any party in respect
of decisions or actions they may make as a result of using this information. In accordance with the Integrated Control
Technology policy of enhanced development, design and specifications are subject to chnage without notice.
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