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PUBLICATION INFORMATION

This application note covers the use of the protégé system in a particular configuration and may be used in conjunction with
other publications. Specifications may change without notice, for updates visit the Integrated Control Technology website at
www.integratedcontroltechnology.com.
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PROTEGE SYSTEM

Introduction

The Protégé System is a powerful integrated alarm and access control management system
designed to provide integration with building automation, apartment complex control and HVAC
in one flexible package. Communicating through a proprietary high speed protocol across an
encrypted local area network and AES Encrypted Proprietary RS-485 module network using
modular-based hardware design, system installers have the flexibility to accommodate any
installation from small or large, residential or commercial.

Application Note Information

This application note explains the operation of the Protege System Controller when
communicating on a BACnet/IP Annex J network. This application note details the connectivity
and should be read in conjunction with the PICS statement for the BACnet/IP implementation
located on the Integrated Control Technology website

The Protege system can be configured to operate using a number of Protocols and Port Ranges
providing many variations to the information provided here. Where possible the author has
attempted to keep the IP and Port configurations as default however in most cases these are
changed to suit the networking environment the devices are installed on.

Default port used for BACnet/IP communication is UDP/IP 47808 and it is recommended not to
change this unless your BACnet/IP network is not standard.

Software Application Version

This application note has been tested with version 2.08 Build 3057 or higher of the controller
firmware although the configuration parameters are relevant to versions 2.08 3025/3026. The
Protégé System Management Suite User Interface and Server should be Release 449 or higher
to take advantage of the configuration parameters.

Hardware Requirements

BACnet/IP is only supported on the SE and GX controllers. The LE panel does not have the
BACnet/IP Stack protocols included and can not be used for BACnet/IP integration.

Third Party Software Applications

This application note uses the following products:

e Topserver BACnet to OPC application from Software Toolbox which can be obtained from
the vendors website www.softwaretoolbox.com you can download the demo application
from http://www.toolboxopc.com/Features/Demo/demo.shtml and it is recommended to
only install the Modbus and BACnet components.
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e Cimetrics BACnet Explorer the demo version of this application allows you to browse all
discoverable devices in the BACnet network and view the appropriate properties.

e Visual Test Shell is a validation suite used to verify a BACnet/IP device and can be used
to control the BACnet/IP stack in Protégé however this is a very technical application
that is not recommended for general operation.

More information on the BACnet/IP stack, vendor information, documents and a significant
amount of data can be obtained from the ASHARE website. You can view the website at
www.ashare.org

Linking BACnhet/IP and Protege

The BACnet/IP service allows BACnet/IP networks to interact with objects within the Protege
System Controller. The Protege System Controller is not a PLC and does not have many of the
physical properties that a PLC has rather it is made up of many dynamic objects such as
Automation Points, Doors, Programmable Inputs (Zones) and Programmable Outputs (PGMS).

The BACnet/IP service presents 250 binary values that can be controlled by the BACnhet/IP
system that it is connected. This allows the integration to have a demarcation point that will
then let the security professional program the functions on their side and equally allow the
BACnet/IP administrator program the relating devices on their side of the integration.

The relationship between the BACnet/IP objects that are presented to other devices on the
BACnet/IP network is shown in the following diagram.

BACNET

SERVER/DEVICE

BACNET IP NETWORK I

Figure 1 — BACnet/IP Object Relationship

In the later part of this document an example is shown of how to arm an area and also how to
show the status of the area using the binary values and linking as shown above. These
examples feature heavy use of the programmable functions built into the Protege System
Controllers.

As shown above using the BVO object and setting the BACnet/IP service to link to the AEO01:01

PGM which is used as a virtual PGM the Present Value status of the BinaryValueO will be
reflected in the PGM status.
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The PGM could be seen as a register in the Protege System that is used to bind functions and
status messages to the BACnet/IP object. Performing an action on the Binary Value changes the
PGM status and performing an action on the PGM changes the Binary Value status.

BACnhet/IP Service Start PGM

The start PGM that is programmed in the following section is the PGM panel index and this here
is important as the index is used to link the first PGM to the first binary value tag in BACnet/IP
for example it is very unlikely you will use 00000, the simple reason is that the 00000 index is
the bell PGM output and it will most likely be used.

It is more typical to link the index to a group of PGM’s located on modules that are not
registered (virtual PGM’s). In most cases the last block on the analog expanders or the output

expanders.

In the first configuration you will see we use 0 this allows the demo to show CP001:01 and then
in the later part of the document we use AE001:01 so the start PGM needs to be changed to

388 based on a standard profile.

PGMs

Add

Controller ID
Controller 3
Controller 3
Controller 3
Controller 3
Controller 3
Controller 3

Controller 3

Controller 3

Module Index PGM Index Panel PGM Index | Global
7 El B Yes

Mame

F=008 PGM 10
F008 PGM 11
P=008 PGM 12
P=008 PGM 13
P=008 PGM 14
P=008 PGM 15
P=008 PGM 16
AEDDT PGM 1
AENOT PGM 2

Address

382
383

Madule Type
PGM Expander
PGM Expander
PGM Expander
PGM Expander
PGM Expander
PGM Expander
PGM Expander

Analog Expander
Analog Expander

7
7
7
7
7
7
0
o

10 382 Yes
1 383 Ves
12 384 Ves
13 385 Ves
14 386 Ves
15 Ves
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BACNET/I1P SERVICE CONFIGURATION

Introduction

The BACnet/IP service has few configuration properties and only needs the IP Port and Device
Instance programmed to operate with the start and end range of PGM’s that link the binary

values with the Protégé System.

BACnet/IP Service Programming - Keypad

In the example below we will use Service 005 however any service can be used. Using Service
001 or Service 004 may limit connectivity to other applications.

Enter user

Service to
modify: SV0O05

SV0O05 State
Hal ted

SVO0O5 Ser Type
BACnet/IP

SV005 Ser Mode
Start with 0/S

SV0O05 Primary
Port: 47808

SV0O05 Device
ID: 0000115C

SVO05 Start PGM
no: 00000
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Login to the LCD keypad using the installer login user code
or a suitable code that has been programmed with the Menu
4 access to the system.

Go to the service programming settings by selecting the
Service Programming Menu. Press [MENU, 4, 7, 1]. The
display will show you the first service, scroll up to service
005 or enter 005 on the numeric keys.

Make sure the display shows Halted, if it shows running
press the [2] key to halt the service. Press the [ENTER]
key to move to the next screen.

Press the [1] key until the service type shows the
BACnet/IP Service then press the [ENTER] key to move to
the next screen.

Press the [1] key to change the start up mode to Start with
O/S then press the [ENTER] key to move to the next
screen.

Use the numerical keys to enter the primary port for
BACnet/IP communications. In our example we are using
the default port 47808. Press the [ENTER] key to move to
the next screen.

The Device ID is entered in HEX. In our example we are
using 115C or 4444 decimal. Press the [ENTER] key to
move to the next screen.

Use the keypad to enter the PGM number to begin the
binding of the binary values to. The default of CPO01:01 will
be used but should be changed to a PGM that is not used on



a physical device however we are using this to test the
integration so we have left it set at CP001:01 Press the
[ENTER] key to move to the next screen. See the previous
chapter regarding the start PGM.

Use the keypad to enter the number of PGMs to allow the
SV005 Total PGM BACnet/IP service to control this allows the installer to
no:- 00008 restrict the PGM’s that will be controlled. The BACnet/IP
interface will still receive 250 objects regardless of this
setting.

Start The BACnet/IP Service

Once you have programmed the above setting return to the service state screen and press the
[1] key to start the service, the service state should change to running and an event is logged
in the review.

BACnhet/IP Service Programming — Management Suite

In the example below we will use Service 006 however any service can be used. Using Service
001 or Service 004 may limit connectivity to other applications. Ensure the operator that you
are logging in with has access to the administration menu’s.

in the current release version. The September 2010 release will have this available

0 BACnet/IP programming from the Protege System Management Suite is not available
and the following section updated.
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TOPSERVER BACNET/IP INTEGRATION

Introduction

The following shows how to connect to the Protege System Controller to the Topserver OPC
Automation server and communicate using BACnet/IP. Topserver is a third party application
used to exercise the BACnet/IP control functions and in demo mode will operate for 2 hours.
This can be downloaded from the Topserver Website.

The configuration of the Topserver settings for the channel and device are important and should
be carefully followed to ensure the correct operation of the system.

Topserver uses IP and networking and firewalls, user access control and other windows security
features will interfere with the operation and should have exceptions loaded as required. You
must allow communication on the BACnet/IP port 47808/UDP.

Topserver BACnet/1P Configuration

2]

Because the way that BACnet/IP can scan for the objects that are available in a device it is easy
to get the objects that are available in the controller and import these as useable tags however
this will create a huge tag database that will be very slow. The most important values for the
operation of the system is the Present Value for the object.

The project files are specific to the Topserver Application however the tag databases
included with the application note are available independently and can be imported in
to any suitable application, they are provided in CSV format and are specific for
version 5.0 or higher of Topserver.

Adding A BACnet/IP Channel

AN-087 BACnet/IP Integration

Now it is time to get connected with Top Server, make sure that you have started the
BACnhet/IP service in the previous chapter and it is running. Once you have confirmed this
follow the steps below ensuring your screen shows a similar set of information.

1. Start the topserver application by browsing to the location from your start menu and
selecting the topserver application. If this is the first time you have started topserver
then it will show by default the sample application project.

2. Select the file menu and then select new from the file menu.

¢ TOP Server - Runtime

lFlIe Edit View Tools Runtime Help
Sd |9 =
& {open(ctri~Olfhannel.

3. Select the text “Click to add channel”. This will add a communications channel to the
Topserver that will allow you to talk BACnet/IP.



iTOP Server - Runtime - - trw

File Edit View Tools Runtime Help

D dB| @Ml 5| v 4 5@
Ny

------ Click to add a channel. ]

4. Once you have selected the add channel you will be asked to give the channel a name in
our example we have used BACnet/IP Channel.

New Channel - Identification =
A channel name can be from 1to 256
characters in length
Names can not contain periods, double
quotations or start with an underscore.
Channel name:
[BACnet Channel
< Back Next > Cancel | Hep |

5. Select the next button and then select the BACnet/IP driver from the drop down list. If
you do not see this re-run the installation and select BACnet/IP as one of the

communication driver options.

Mew Channel - Device Driver ﬂ

elect the device driver you want to assign to

he channel.

e drop-down list below contains the names of

Il the drivers that are installed on your system
Device driver.

BACnet/IP -

[~ Enable diagnostics

< Back Next > Cancel | Hep |

6. The next screen selects your network adapter. If you have more than one operating on
the machine then select the one that you have connected the controller to and then

select the next button.
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MNew Channel - Network Interface

is channel is corfigured to communicate over
network. You can select the netwark adapter
hat the driver should use from the list below

elect ‘Default’ f you want the operating system
o choose the network adapter for you

Network Adapter:

[ ~ |

< Back I Next > Cancel Help

7. The following screens setup many default parameters and should be left at the default
configuration values. If you are an experienced BACnet/IP or automation engineer you
may want to optimize these configuration files however support is beyond the scope of

this application note.

[

New Channel - Write Optimizations

‘ou can control how the server processes writes on
his channel. Set the optimization method and
write-toread duty cycle below.

Note: Writing only the latest value can affect batch
processing orthe equivalent.

0y 1 Method

" Wit all values for all tags

" Wiite only latest value for nonboolean tags
@ Wiite only latest value for all tags

Pefom |10 =] writes for every 1read

"Duty Cycl

< Back Next > Cancel Help

8. Default BACnet/IP port number and the network number should be left at default for this
application note operate, if you change the port you must also change the service on the

controller.

==

New Channel - Network Settings

Enterthe UDP port number devices on this
etwork use. The standard BACnet part number
is 47808 (xBACT).

Enter the local network number.

UDP port (decimal):

Network number: 1

< Back MNext > Cancel Help

9. The next screen should be left at default and not changed.
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New Channel - Foreign Device =

I the Network Inteface specified for this
channel is not connected to a BACnet/IP
network, and you want the driverto
automatically discover devices, enable foreign
device functionalty.

™ Foreign device

IP address of remote BEMD:

Registration Time To Live (sec).
60

< Back Neat > Cancel Help

10. Click the finish button and the BACnet/IP Channel will be configured and saved. You can
adjust these parameters at any time by right clicking the channel and selecting
properties.

New Channel - Summary =

I the following information is comect click ‘Finish' to
save the settings for the new chann

Name: BACnet Channel
Device Driver: BACnet/IP
Diagnostics: Disabled

] »

Network Adapter.
Default

(]

\Write Optimization:
\Write: ol latest value for all tags
10 writes per read

Port: 47808 (2BACD)

<Back [ Fnsh | concel | Hep |

You will now see the channel name in the left side of the top server window. Once this is
complete you need to add the Protege Device in the following steps.

a TOP Server - Runtime ——

File Edit View Tools Runtime Help
102 19!'@&@ i N e L B REE T 2

=5 BACnet Channel EJ
ﬁﬂ IR D dOd d OEVICE,

Adding A BACnet/IP Device

A device communicates on a channel. To communicate to the BACnet/IP device you add it to
the channel and configure the parameters.

1. Select the ‘Click to add device to channel’ text that is shown under the channel name we
just added in the previous chapter.
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a TOP Server - Runtime et -

File Edit View Tools Runtime Help
DS died|®ilad |9

=5 BACnet Channel

"l Click to add a device.

2. There is now a fairly lengthy series of configuration parameters for your device and
these must be entered exactly as shown. If your service for BACnet/IP differs from the
default you will need to adjust the settings accordingly. Enter the name of the device
you are adding.

New Device - Nama Q

device name can be from 1to 256 characters
in length

Names can not corttain periods, double
uctations or start with an underscare:

Device name:

IF'rutege System Cortroller

< Back Next > Cancel | Hep |

3. Click the next button and then enter the instance of the device and the address. The
instance can be thought of as an address or a unique way of contacting the device over
BACnet/IP. The default instance is 4444 (115C Hexadecimal).

New Device - 1D =)

e device you are defining may be multidropped as
art of a network of devices. In orderto communicate
ith the device, it must be assigned a unique ID.

‘our documentation for the device may refer to this as
"Network D" or "Network Address."

Device ID

1.4444

<Back Next > Cancel Hep |

4. Select next and leave the connection timeout and communication settings for the device
at default.

New Device - Timing =

[The device you are defining has communications timing
parameters that you can configure.

Connect timeout: [ _|:| seconds

Request timeout: |1000 = miliseconds

Fail after |3 _|;l successive timeouts
Interrequest delay: |0 _|;l miliseconds

< Back Next > Cancel | Help
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5. Leave auto-demotion disabled.

New Device - Auto-Demetion Q

‘ou can demote a device for a specific period upon
-ommunications failures. During this time no read request
(writes if applicable) will be sent to the device. Demeting a
ailed device will prevert staling communications with other
evices on the channel.

™ Enable auto device demotion on communication failures

Demote after  [3 3: successive failures

Demate for 10000 = milizaconds

™ Discard wiite requests during the demntion perod

<Back Next > Cancel | Hep |

6. Select next. To get the tags automatically from the controller you must specify that you
want them generated on first start up. We recommend not to have automatically
generated sub groups as this creates a layer and may confuse the application note so
disable this option.

New Device - Database Creation Q

[The device you are defining has the ability to
automatically generate a tag database.

Determine if the device should create a
database on startup, what action should be
performed on previously generated tags. group
o add tags to, and allowing subgroups.

Startup: |Generate on first startup ha ]

Action: [Delete on create 1

Add to group I

[l_ Allow automatically generated subaroups ]

<Back Next > Cancel | Hep |

7. The controller has limited resources to allow large packets of data. You must select the
single request per packet option by changing the default value of 16 to 1.

New Device - APDU =

ave a significant effect on perfomance

How requests are packed and segmented can
Please refer to online help for recommendations

Maximum number of segments accepted:
IUnspedﬂed LI

Maximum segment window size accspted
|1

Maximum APDU length accepted:

[1476 fits 150 88023 rame) =l
[ Maximum number of items per raquest: ]
i
<Back Next > Cancel | Heb |

8. Manual control will be done with a priority 8 this can be left at default.
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New Device - Command

[Erter global wrte command priorty

Please refer to onling help for recommendations

<Back Next > Cancel | Hep |

9. The controller does not support COV (Change of Value) at this point in time and must be

disabled.

10. This section allows the import of the tags in to the system. Select the “Select Objects”

New Device - COV g
Use of COV notifications can greatly reduce
network traffic.
Please refer to enline help for recommendations
~COV Mod
© Use uncorfimed COV
" Use corfimed COV
@ Do not use COV
L e o e
COV resubscription interval (sec): |50
<Back Next > Cancel | Hep |

from the screen this will open the next window following.

11.From the next window select the Binary objects and the Device Object.

AN-087 BACnet/IP Integration

New Device - Tag Import

[=x=)

ptions. Use settings on "Database Generation”

elect import method and tag generation
ags to spacify when tags are ta be imported

Import method:
IDevice LI

Import file:

I‘.csv _I

[¥ Fitter optional properties
[V Create tags as Read/Wiite i allowed
™ Use object names fortag group names

< Back Next > Cancel Help

13



-
Tag Import Objects

[
i Impart object “
I™ Analog Inputs ™ Group
I Analog Outputs I Life Safety Paint Cancel
I Analog Yalue [ Lite Safety Zane T
I~ Leop =lp

¥ Binary Inputs [~ Multistate Input
¥ Binary Outputs ™ Multistate Output
¥ Binary Valuss [~ Multistate Value

HEraa ™ Notification Class
™ Progiam
( ¥ Device I Schedule
Tralmen [~ TrendLog

I File

Select all Clear

12. Select the OK button then complete the extra options below.

New Device - Tag Import =

plions. Use settings on *Database Generation”

elect import method and tag generation
age to specify when tags are to be imported

mport method
|Device ~|

Import file:

I‘.:sv _I
Select Objects

[V Fitter optional properties
IV Create tags as Read/Wite f allowed
5= object names Tor lag group names

<Back Next > Cancel | Hep |

13. Select next and leave the option below as default.

New Device - Discovery =

& driver can discover the device using
0-ls and |-Am services {prefered).

If your device does not support these services.
u may specify its IP address here. The device
ust reside on the local network in this case

[¥ Discover device using Who-ls/1-Am

Discovery scope:

[Local =l

IP address

<Back Next > Cancel | Hep |

14. You have now configured your Protege System Controller device.

New Device - Summary g

I the following settings are comect click "Finish'to begin
using the new device.

Name: Protege System Controller -
Madel: BACnet

ID: 14444 H
Connect Timeout: 3 Sec

Fequest Timeout: 1000 ms
Fail after 3 attempts

(Auto-Demotion: Disabled
Tag database startup: Generate on first startup

Tag database action: Delete on create
Create tags in: Protege System Controller

< Back I Finish I Cancel Help
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15. Select Finish and the system should then proceed to attempt communication with the
System Controller. You will see the event in the system as shown below.

2282010 122918 P TOP Server By tading BACHet/ TP device driver,
& 7/28/2010 12:25:18 PM BACnet/IP BACnet/IP Device Driver V5.3.118.0
€ 7/28/2010 12:25:18 PM TOP Server\Ru... Attempting to automatically generate tags for device 'BACnet Channel Protege System Controller',
"K:L) £f2af 2010 140 TP BACnet/IF Connection faled - did not get FAm from remote device ‘BALNel Lh?nne\.FrUtEge y?‘:em Controller,

In the case above the controller was not online and you get a time out after 3 seconds
which is expected if the controller is not connected. If this happens right click on the
Topserver administration server and select reinitialise and verify that the firewall and
other items are not blocking the commands.

If you are having difficulty getting the controller online then download Wireshark and
view the network traffic. Wireshark has a built in BACnet/IP dissector so packets can
easily be seen.

1)7/28/ 13 net/ nable to write to address ‘Binarylnput.0.PresentValue' on device net Channel.Protege System Controller.
(1)7/28/2010 3:13:40 PM BACnet/IP Unabl ddress 'Binaryl 0.p Value' on d ‘BACnet Ch |.P 5 C ller.'
L1 T/28/ 13 net/ nable to write to address ‘Binarylnput.0.PresentValue’ on device net Channel.Protege System Contreller.
(117/28/2010 21344 PM BACnet/IP Unabl ddress 'Binaryl 0.p Value' on d ‘BAChet Ch I.P 5 C ller.'
7/28/2010 3:15:03 PM TOP Server\Ru... Attempting to automatically generate tags for device '‘BACnet Channel.Protege System Controller',
Lid
F 28/ 13 net/ enerating ault property tags for object type: 5, instance: 248, on device net Channel.Protege System Controller'
(I 7/28/2010 315:16 PM BACnet/IP G ing defaul for ob 5i 248, on device 'BACnet Ch LP 5 C ller'
128/ 13 net/ enerating ault property tags for object type: 5, instance: on device net Channel.Protege System Controller,
(D 7/28/2010 315:16 PM BACnet/IP G defaul for ob 5, 248, on d ‘BACnet Ch LP 5 C ller'

(I 7/28/2010 3:15:16 PM EACI‘IEI;'IP Generatmg default pruperty tags for UbjE(ttypE 5 mstancE 247, on devlcE BACnet Channel. PrutEge Systern Controller'.

(Mr7/28/2010 315 16 PM EACnet'IP Generatmg default property tagsfor object type: 5, instance: 245, on device BACﬂet Channel Protege System Controller',

When the system is operational you will see events similar to the above as it begins to
populate the tag database. If the system does not find the tags you can select the
properties of the device and select auto create as shown below.

Device Properties @

APDU ] Command ] cov ] Tag Import 1 Discovery ]
General I Timing ] Puto-Demotion Database Creation

Settings
Automatic tag database generation on device startup:
Do not generate on startup -

Perform the following action on previously genersted tags:

|Delete on create j

Add generated tags to the following group:

™ Allow automatically generated subgroups

| Auto Create |
Co ]

Cancel | | Help

When importing tags you should import 250 binary values these link to the associated
PGM that you have set in the service (PGM Start = BinaryValueO).

Writing Bell PGM Output 1

Once you have the tags in the system you will be able to control or write to the outputs on the
Protege System Controller from the BACnet/IP device. To do this with Topserver you must open
an OPC client and then control the Binary Value associated with the PGM that is to be
controlled. Topserver includes a “Quick” OPC client that allows you to exercise your device.

AN-087 BACnet/IP Integration 15
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Tag Name Address Data Type Scan Rate | Scaling

ltnanyValue 0_Presentiaiue BaryVahue 0 Presentialue Eoclean 100 Hene
yValuoe 0| ¥

£ BimaryValue_)_PresentValue BayVahued Presentalue Boclesn 100 Heme
i BinaryValue_2_PresentValue Euclean 100 Mene

€ BinaeyValue_3 PresentValue 100 None
B RiraryValue 4 s 100 Plene
£ iy 100 Plene
(¥ 100 Pene
£ iy, 3 100 Pene
£ Binanyvalue & eValue 100 Nene
£ Binseyvalue 5_Presentvalue Eanaryvatue  PresentValue Eoclesn 100 Hene
& Device_4444_Vendoridentifier Device 4444 Vendarldentifier Werd 100 Mene
£ Device_4444_Vendorblame Device 4444 Venderblame Strimg 100 Mene

The tag database shown in these examples (above) has all the extra properties deleted. Nearly
all the tags are not required with the exception of the Present Value. This reduction in the
number of tags also means the objects respond quickly as you do not need to scan every
property value. In the example we have also retained Integrated Control Technology Vendor ID
(230) and Vendor Name from the Device object.

Not a requirement but recommended. It can take up to 15 seconds to update a tag on a very
large database.

1. Select the OPC quick client button as shown below. This opens another window with the
tags in it from the project and it will begin scanning the tags on the controller.

e TOP Server - Runtime (Demo Expires 01:11:46) -

File Edit View Tools Runtime Help
NS @ @MBEaF| 0 & i HE
EEF BACnet Channel Tag Mar

m Protege System Controller @ Binar
& |Binar
@ Binar

2. When you open the OPC quick client you will get the current tag database listed under
the device. Shown below is the example with the smaller tag database. If you have left
this at default then there are over 1000 tags and it will take at least 20-40 seconds for
the system to scan them and the quality of the data to turn to “Good”.

DEFRnicF sREx

= o SWToolbar. TOPServer VS [ em 0 [ Duta Type [ Value | Tunestamp | Quatiey
& _Alsrm&Lvents {EDBACnet Channel Protege System Cantrolier BinsoyVahoe _PresentVslue Boolean ] 160843402 Good
& Synrem {CIEAC net Chanmel Protege System Conteolier BinanyValoe 1_PresentVaior Enalean a 160803482 Good
= WLoet Ch . Chanrel Protege Sy Boalean a 1608403 512 feod
at Channel Protege System Eoalesn [ 160802572 Good
Boolean 0 160803 £32 Geod
Botlean ] 160840692 Good
Esolean 0 160803732 Good
Boulean a 160803512 Gead
Baclesn 0 160803572 Good
Eanlean a 160805537 Gend
| B4Cnet Channel Protege System Controller Device 4444 Vendurkdentier Word 0 1608403592 Good
|EIBAC et Channel.Protege System Controller Device dddd_Vendorhlame String Integrated Contrcl Technology Lt 160804062 Good

3. Turning on the Binary Value will result in the associated PGM on the controller turning
on. To turn it on a write is performed on the Present Value, right click the binary value
to control. The example will use BVO as this links to CPO01:01 on our demo system.

. £ 0
(=LTYe L fe 1 _Presentialue
IBAC je_?_PresentValue
wtroler  [@pac, et Ade le_3 Presentvalue
iteeller._Syite [SIBAC St Inactive fe_4_PresentValue
(DBAC je_5_PresentValue
SIBAC Synchionous Cache Read ke & PresentValue
OEAC|  Synchianous Device Read le_7_PresentValue
OBAC Syrchraneus. Wde... e & PresentValue
(=lTs e 9 _PresentValue
DB 20 Bead 4
C't“: Rayncheorous 20 Wide— “.]"‘""'”"'""
Cut Cirle X
Copy CieC
Delete od
Propeties..
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4. Select the option above called Asynchronous Write this will open a new window with the
variable. Select the value option and enter 1, then select apply.

Asynchronous 2.0 Write @

i [l
Item D Current Value wiite Yalue L
(ZIBAChst Channel Prolege .. 0 ( Apply

Cancsl

Asynchronous Write means that the variable (BVO) will be written between the reads of
the other variables and results in a very fast response time, this is related to the
Topserver configuration not the BACnet/IP protocol.

Once you select apply the command is sent over BACnet/IP to the controller and the
controller will activate the PGM output. If you click OK you will see now the value is
updated in the list of Objects in the OPC client as well.

Item ID

P

W =" BACnet Channel.Protege System Controller.BinaryValue 0_PresentValue

Boolean

TSy Y =
@DBACnet Channel.Protee System Controller.BinanyValue 2 PresentValue Boolean 0

The example shown using Topserver can be done using any BACnet/IP device that can change
the property of another device. In most cases this is the Building Management Server or a
Building Controller. Although the programming for systems other than Topserver will be
different the principles shown throughout this application note will apply.

Reading Bell PGM Output 1

Once you have the tags in the system you have most likely noticed that when you open the
Quick Client OPC window the physical status of the outputs is shown. This is because when we
configured Topserver we told it to scan the objects every 100 milliseconds which is the default.

To read the variables you can perform the same as the write using the Asynchronous Read
option however if you have reduced the number of tags as we have in our example it should
update without the need to force it.

1. Select the OPC quick client button as shown below. This opens another window with the
tags in it from the project and it will begin scanning the tags on the controller.

e' TOP Server - Runtime (Demo Expires 01:11:46) "

File Edit View Tools Runtime Help

DS JR2|SMEEIF| @ & & ><||*

EEP BACnet Channel Tag Mar
..Tprotcge System Controler] Dvier

& _|Binar

@Binar_

2. When you open the OPC quick client you will get the current tag database listed under
the device. Shown below is the example with the smaller tag database. If you have left
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this at default there are over 1000 tags and it will take at least 20-40 seconds for the
quality of the data to turn to “Good”.

DEFRnicF sREx

SR T R T T —" hem ID [ Duta Type [ Value | Temestamp | Quatiey
& AarmsbLvents EIBACnet Chancel Prefege System Controliee BinanyVahse 0_Presentysiue Baslean ] 160803402 Geod
@ 5) Hem CIBAC net Chanmel Protege System Controlier Sinan/Valoe 1_PresentValue Baolean Q 150803482 Good
S8 BT ret Chacosl Satem CIRAC et Chanrel Protege System Controlier Sinsnahoe 1 PreventVakun Boalsan a 160803.512 [

E3BACnet Channel Protege System seyalue_3_Presentisioe Eoolean a 160801572 Good
= ReLrToey TET Conu e, wyst) Pratey yWalae & PresentVabae Bovlean o 160803 632 Geod
5 PresentVibie Boalean 0 160807502 Geed
Enolean 0 180803.732 Good
(EIBAC et Chanens Brotage Sytarn Comtrolies BinaryMishon, 1 Boolean 0 160803517 Good
EIBAC et Chaneel Pretege System Controller BinanyVahoe 8 Presen Baslean [ 160803872 Geod
CIBAC et C hanrei Protege System Controlier SinanVaiue 9_PresentValue Eanlean o 160803537 Gead
| DEAChet ChannelProtege System Conirallr Device 4444 Vendorkderaifie Word 230 160803992 Good
| 2B4ne ChanntPrtege System Contols Devie M endartiame string Integrated Contrcl Technology Lt 16:0804.062 Goad
|

3. Now to show the reading of the BVO we simply need to control the PGM on our system.

Essentially the BVO is using the PGM as the internal register and this is the “Link”
between the BACnet/IP Objects and the Protege System Controller Objects.

Login to the keypad using the installer code and then select MENU, 4, 8, 2, 3 this will
show the first PGM, press the 1 key to turn it on or the 2 key to turn it off. You will see
the status in the OPC quick client as shown below change.

i |
Ttem ID /| Data Type Value
BACnet Channel.Protege System Controller.BinaryValue_0_PresentValue Boclean
P L Protegey T E— - o St
ZIBACnet Channel.Proteae Svstem Controller.BinanvValue 2 PresentValue Boolean 0

You can also control the PGM from the Protege System Management Suite by right
clicking the PGM and selecting activate or deactivate. You can also attach the PGM to a
floor plan. Controlling the object from the automation system, the controller or the
Protege Software allows transparent operation.
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CONTROLLING AREAS

Introduction

The following programming shows how a BACnet/IP application can control the arming and
disarming of an area so it follows the status of a Binary Value that is linked to a PGM in the
Protege System.

In many cases the follow function is not viable because an area may need to be controlled from
another source (keypad, touch screen or reader). It may also be required that there is an arm
coil and a disarm coil so that if either of these are activated that the area will arm or disarm but
will also allow the area to be controlled by a user on a keypad, touch screen or card reader.

This section will cover programming from the Protege System Management Suite only and will
not show keypad programming.

The PGM’s used for the following exercise will be AEO01:01 and AE001:02 these are commonly
spare unless analog expanders are used.

Programmable functions are used extensively in the following examples to link the BACnhet/IP
Binary Value and PGM being controlled to the resulting activation in the area. It is
recommended that the section in the Protege Controller Reference Manual and the Online help
system is reviewed in detail with regards to the use of Programmable Functions.

Area Follows PGM Status

When an area is used in a programmable function in the follow state the area will ‘Follow’ the
PGM it is linked to, this will mean that any changes in the PGM will be mimicked by the area.
Any changes to the area status (Disarm or Arm from a keypad) will be effective until the
programmable function checks the state of the area against the PGM (approximately 30
seconds). In many cases this is not the desired action. If external control is also required please
see the area pulse on arming and area pulse on disarming. This allows the area to be controlled
by two PGMs each having a specific function (Arming or Disarming).

Open the Protege System Management Suite. Select the communications tab and connect to
your controller.

1. From the controller tab select the programmable functions. In this example we will use
programmable function 1 for the follow arming to arm area 1 and programmable
function 2 and 3 for the pulse on/off arming of area 2. DO NOT USE AREA 1 for both
programmable functions as they will not work and the programmable functions will
interfere with the area control as explained above.
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Pratégé L=

i, ‘ou must close and ve-open the windou hefore the changes take efect

2. Select the first programmable function. Change the type to ‘Area Control’ and select the
OK button, you will be prompted by the software to close the screen, this allows the
system to redraw the configuration settings. Once this is completed open the
programmable function again.

3. When you open the function again you will see the Area Control tab is now available.
Before selecting the tab complete the name with a descriptive name of the
programmable functions action.

Programmable Function - Area Follow Function

General ‘Area Control I Status | H\staryl Parﬁt\ons‘
Name [ ]
Description
e (o )
Mode: Normal -
State: Halted

4. Select the Area Control tab as shown and complete the configuration parameters below
ensuring that Input Two PGM and Area Group are set to NONE.

Programmable Function - Area Follow Function

General | Area Control |Stat|.|5 | History | Part'rtion5|
Area Function: [D— Follow and Test Input PGI v]
Input One PGM: AEDD1 PGM 1 (Controller *
Input Two PGM: [None—V] [_]
Area: “Area 001 A
Area Group: None ~ C]

Once you have completed the programming select the OK button.

5. Once the programming for the function is completed you need to start the function.
Starting a function allows the PLC processing that is internal to the controller to run the
programmed settings, much like running a program, once it is run it will remain running
until it is stopped and will automatically be started if it was stopped when the controller
is restarted for any reason.

Controller 10 Mame Description Address
Controller 1 Area Folloy s ooom
Contraller 9 Record 1 Download Selection 0oom
Controller 1 Record 2 Upload Selection 0000z
Controller 9 Recaord 2 o000z
Contraller 1 Recorg StopLunchion 00003
Controller 3 HECD;E; Start Function ] oo
Controller 1 Recorl 4 00oo4
Corntraller 3 Recard 4 Properties 00004
Controller 1 Record & 00005

Start the Programmable Function by right clicking the function from the list and select
start function.
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Once you have started a programmable function YOU CAN NOT edit the settings in the
controller and must STOP the function download any changes and then restart the
function.

Testing Your Programming

Once you have your programmable function running successfully you will be able to test the
operation very easily by controlling the PGM you have used (AE001:01) for the Input PGM One
in the programmable function.

Controller 3 CPOO0T PGM 4

Controller 1

Download Selection
Controller 3

Cantraller 1 Upload Selection

Contraller 9 e

Cantraller 1 ctivate

Contraller 9 Ectivate [Timed)...
Activate (Latched)

" All Events

Activate (Pulsed)...
Event ID . |
Deactivate

Properties

Select the controller tab and then PGMs from the Doors, Zones and PGM'’s icon. From the PGM
programming list right click on the AEO01:01 PGM and select activate. You will see that your
area will begin to arm a short time later. Allow the area to complete the arming cycle and then
select deactivate from the menu and you will observe the area begin a disarm cycle.

0 It is recommended that when you are testing to select the Log Events option in the

PGM configuration that will allow the activation and deactivation of a PGM to be
presented in the event window.

Testing From BACnhet/IP

Once you have completed the internal tests on the PGM as shown previous you can now link
this to the BACnet/IP interface that you programmed previously however you will need to
change the settings in the BACnet/IP service to link to AEO01:01.

In the examples this needs to be 388 this is the physical or internal address to link

o To change your start PGM it should be set to the Panel Index for the PGM you want.
the PGM to and to find any PGM address you look this up in the software, see below.

PGMs
A € Delete || Print Fiter: | <ot Fiteredr =

Contraller D Mame Address Module Type Module Index PGM Index Panel PGM Index  |Global
3 -

Contraller 3 F=008 PGM 10 382 PGM Expander 7 o e
Contraller 3 F008 PGEM 11 383 FGM Expander 7 10 382 es
Contraller 3 008 PGM 12 364 PGM Expander 7 11 383 es
Controller 3 F008 PGM 13 385 FGM Expander 7 12 384 e

7

7

7

a

Contraller 3 008 PGM 14 366 PGM Expander 13 389 es
Controller 3 F008 PGM 15 387 FGM Expander 14 386 e
Contraller 3 F=008 PGM 16 388 PGM Expander Yes

AEDD PGM 1 383 Analog Expander [ ‘es
AEDD PGM 2 290

Yes
Yes

Contraller 3 Analog Expander 0 1

It is recommended that when you are testing to select the Log Events option in the
PGM configuration you will see the PGM state change with the appropriate event log
being generated.
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1. To control the output AEOO1:01. Right click on the tag in the item window that is
labelled ‘BACnetChannel.ProtegeSystemController.BinaryValue.O.PresentValue’ this will
provide you a menu and select asynchronous write from the context menu. This will
open the next window as shown below.

2. Once this is open you can select the Write Value location and put a one. You can then
select the apply button which will ‘Write’ this value to the Modbus register in the Protege
System Controller which will in turn send this to the PGM output. You should now also
see your area change state from Disarmed to Armed.

3. As you can see in the next window when you write to the output the current value
changes this is because the system reads back the value so you are able to see the
status.

You should now be able to control the output that controls the area using the programmable
function allowing any BACnet enabled device to control the area, this could be from the front
screen of the Building Automation System or from a PLC or device.

You can obtain the status of the area by reading a Binary Value that is linked to the
disarmed PGM.

Area Arm On Pulse PGM

22

The following two programmable function assignments allow you to control the area from two
separate PGM’s. One used to arm the Area and the other used to disarm the Area. Activating
either one when it is in the resulting state will yield no change in the area status. This level of
control is ideal for when an area needs to be controlled from the Modbus system using an
operator panel.

Open the Protege System Management Suite. Select the communications tab and connect to
your controller.

1. From the controller tab select the programmable functions. In this example we will use
programmable function 2 for the pulse on arming to arm Area 2 and programmable
function 3 for the pulse on disarming. DO NOT USE AREA 1 for both programmable
functions as they will not work and the programmable functions will interfere with the
area control.
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Programmable Function - Area Arm Pulse Cn Function

General |Area Control I Status I Histary I Partitions

Name: Area Am Pulze On Function
Description: .
Type: [ Area Control -
Mode: oma hd
State: Halted

2. Follow the steps to add a new function as shown in the previous section. In this example

we have named this Arm Pulse On. Complete the entries above paying special attention
to the function which is Follow Pulse On Input PGM meaning that the area will arm (turn

on) when the PGM turns on but perform no action when the PGM turns off, this is
commonly referred to as edge control.

3. Once programmed select ok and start the function as shown in the previous example.

Programmable Function - Area Arm Pulse On Function

| General | Area Control |Sta1us | History | Pamhons‘

-
[ 2 - Follow Pulse On Input PGl +

Area Function:

Input One PGM: :]
Input Two PGM > | .
Area Group: None -]

4. Now before you test your application open the PGM output AEO01:02 and change the
activation time to 3 seconds. This will mean that when you arm the area the pgm will
only turn on for this period of time allowing you to turn it on again to re-activate an

arming cycle.

Now test your configuration by activating the PGM using the timed option from the
menu for 3 seconds. If you programming is correct the area will arm however when

AE001 PGM 2

Addess: Convole10PGM 6 [ ¢ |[ » ][ Diferences

Mame: AEDDT PGM 2 @

E 4

General ‘Ommns I Status I Events I History I Usage I Pamtions‘

Name
Name: AEDD1 PGM 2

Description:

Address

Module Indes: | D000D
PGM Index: 001
Panel FGM Index: 00389

Configuration

Schedule None -]
(Actlvalmn Time (seconds), 00003 ]

[ Preset Module Comms Fail

Multimedia

the PGM deactivates the area will remain armed. To disarm the area see the following

section.
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Area Disarm On Pulse PGM

The disarm programming is once again another programmable function however the operation
is inverted. Instead of arming the area the function needs to disarm the area when the PGM is
activated.

1. From the controller tab select the programmable functions. In this example we will use
programmable function 3 for the pulse on disarming to disarm area 2. Area 2 should
only be assigned to programmable function 2 and 3.

Programmable Function - Area Disarm Pulse On Function

General | Area Cortrol | Status | History | Partitions

Area Function: [3- inverted Follow Fulse On | = |
Input One PGM: [AE001PGM 3 (Controller ~| [ .

Input Two PGM: Mone v| | |
Area [-Area 002 -] 2] ]
Area Group: |None v| l:l

2. Follow the steps to add a new function as shown in the previous section. In this example
we have named this Area Disarm Pulse On. Complete the entries above paying special
attention to the function which is Inverted Follow Pulse On Input PGM meaning that the
area will arm (turn on) when the PGM turns on.

3. Once programmed select ok and start the function as shown in the previous example.

4. Now before you test your application open the PGM output AEO01:03 and change the
activation time to 3 seconds. This will mean that when you arm the area the PGM wiill
only turn on for this period of time allowing you to turn it on again to re-activate an
arming cycle.

Now test your configuration by activating the PGM using the timed option from the

menu for 3 seconds. If you programming is correct the area will Disarm however
when the PGM deactivates will remain Disarmed. Ensure the area is already armed.
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INFORMATION

Introduction

Application notes are provided as is without any implied warranty or intended use and are
written by Integrated Control Technology as an aid in programming and connecting devices to
the Protégé System.

Contact

Integrated Control Technology welcomes all feedback. Please visit our website or use the
information below.

Integrated Control Technology

P.O. Box 302-340 11 Canaveral Drive
North Harbour Post Centre Albany

Auckland North Shore City
New Zealand Auckland

New Zealand

Phone: +64-9-476-7124
Fax: +64-9-476-7128

www.incontrol.co.nz
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