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End-User License Agreement for Access Easy Controller™ software

BOSCH SECURITY SYSTEMS SOFTWARE PRODUCTS: -

e  Server Software: Access Easy Controller™ Software,
Number of Client Access Licenses: 8

BOSCH SECURITY SYSTEMS HARDWARE PRODUCTS: Access Easy Controller™ and all input/output modules.

IMPORTANT - READ CAREFULLY: This End User License Agreement ("EULA") is a legal agreement between you (either
an individual or a single entity) and BOSCH SECURITY SYSTEMS for the BOSCH SECURITY SYSTEMS SOFTWARE
PRODUCT, which you acquired, and any of the HARDWARE PRODUCT(s) identified above.

The SOFTWARE PRODUCT includes computer software, the associate media, any printed materials, and any "online" or
electronic documentation. By installing, copying or otherwise using the SOFTWARE PRODUCT, you agree to be bound by
the terms of this EULA. If you do not agree to the terms of this EULA, BOSCH SECURITY SYSTEMS or its resellers are
unwilling to license the SOFTWARE PRODUCT to you. In such event, you may not use or copy the SOFTWARE PRODUCT,
and you should promptly contact BOSCH SECURITY SYSTEMS or its distributors for instructions on return of the unused
product for a refund.

SOFTWARE PRODUCT LICENSE

The SOFTWARE PRODUCT is protected by copyright laws and international copyright treaties, as well as intellectual
property laws and treaties.

The SOFTWARE PRODUCT is licensed, not sold.

1.  GRANT OF LICENSE. The SOFTWARE PRODUCT refers to the Access Easy Controller™ Software that runs on the
“Access Easy Controller™ that enables a computer or workstation running a Web Browser Software (“Third Party
Software”) to access or utilise the services provided by the Access Easy Controller™ Access control. This EULA grants
to you the following rights to the SOFTWARE PRODUCT:

e  Use of the Server Software. You may use one copy of the Server Software running on one Server, which may be
connected at any point in time an unlimited number of workstations or computers operating on one or more
networks. You must acquire a separate Client Application Software License to access or otherwise utilise the
services of the Server by using the Third Party Software.

2. DESCRIPTION OF OTHER RIGHTS AND LIMITATION

e Client Access Licenses. This EULA grants you the number of Client Access Licenses for the SOFTWARE
PRODUCT indicated at the top of this EULA. Each licenses permits one additional computer or workstation the
right to access or utilise the services of the Server. The services of the Server are considered to have accessed or
utilised when there is a direct or indirect connection between a computer or workstation and a Server.

e  Restriction against copying or modifying the SOFTWARE PRODUCT. The SOFTWARE PRODUCT is
copyrighted by BOSCH SECURITY SYSTEMS or third parties. Except as expressly permitted in this agreement,
you may not copy or otherwise reproduce the SOFTWARE PRODUCT. In no event does the limited copying or
reproduction permitted under this agreement include the right to de-compile, reverse engineering, disassemble,
modify or electronically transfer the SOFTWARE PRODUCT, or to translate the SOFTWARE PRODUCT into
another computer language.

e  Separation of Components. The SOFTWARE PRODUCT is licensed as a single product. Its component parts
may not be separated for use on more than one Server.

e Rental. You may not rent or lease the SOFTWARE PRODUCT.

e  Termination. Without prejudice to any other rights, BOSCH SECURITY SYSTEMS may terminate this EULA if you
fail to comply with the terms and conditions of this EULA. In such event, you must destroy all copies of the
SOFTWARE PRODUCT and all of its component parts.

3. COPYRIGHT. All title and copyrights in and to the SOFTWARE PRODUCT (including but not limited to any images,
photographs, animations, video, audio, music, text and “applets” incorporated into the SOFTWARE PRODUCT), the
accompanying printed materials, and any copies of the SOFTWARE PRODUCT, are owned by BOSCH SECURITY
SYSTEMS or its suppliers. The SOFTWARE PRODUCT is protected by the copyright laws and international treaty
provisions. You may not copy printed materials accompanying the SOFTWARE PRODUCT.



LIMITED WARRANTY — BOSCH SECURITY SYSTEMS warrants that (a) Access Easy Controller™ Software and (b) Access
Easy Controller™ Access Control Panels and all input/output modules manufactured only by BOSCH SECURITY SYSTEMS
will perform adequately in accordance with the accompanying User’'s Manual; and will be free from defects in materials and
workmanship under its intended normal use and service for a period of 1 year from date of purchase.

CUSTOMER REMEDIES — BOSCH SECURITY SYSTEMS'S entire liability and your exclusive remedy shall be, at BOSCH
SECURITY SYSTEMS'S option, either (a) return of the price paid or (b) repair or replacement of the hardware or software that
does not meet BOSCH SECURITY SYSTEMS'’S limited warranty and which is returned to BOSCH SECURITY SYSTEMS with
a copy of your purchase receipt. This limited warranty becomes void if failure of the hardware or software has resulted from
abuse, accident or misapplication.

NO LIABILITY OR CONSEQUENTIAL DAMAGES - Under no circumstances shall BOSCH SECURITY SYSTEMS or its
suppliers be liable for any other damages whatsoever (including, without limitation, damages for business interruption, loss of
business profits or other pecuniary loss) arising out of the use of or inability to use this BOSCH SECURITY SYSTEMS product.
BOSCH SECURITY SYSTEMS total liability under any provision of this agreement shall be limited to the amount actually paid
by you for the product.



This Page Intentionally Left Blank



How to Use this Manual

This manual describes the operation and administration of the Access Easy
Controller software. It is to be read in conjunction with the Hardware Manual.

Access Easy Controller provides the necessary operation of an Access
Control system and it has its own Intrusion Detection system. It can store up to
20,048 Card IDs in the database and the transactions/events buffer can hold
up to 20,048 records. New features such as short text messaging service
(SMS) have been incorporated into it. Access Easy Controller is a product that

can function independently.

Access Easy Controller Series features summary is included below for the

users to refer to.

Access Easy Controller Functional Features

ltem Description Remarks
1 Door access control \
2 | Intrusion alarm/input monitoring V
3 | Output device control (on/off) \
4 | Time attendance clocking \
5 | Email messaging upon triggered conditions \
6 | SMS messaging upon triggered conditions \
7 | Support modem dial-in from remote PC V
8 | Immediately save database (parameters, activities & audit log) into N
compact flash
9 | Integrate to Access Easy Master V
10 | Support normal anti-passback (2 zones) without priority control -
11 | Support priority anti-passback zone (254 zones) operation and only N
registered if door contact detect door being open by cardholder
12 | Support door forced open alarm delay \
13 | Support door held open pre-warning V
14 | Support reader lockout after a pre-define invalid card event \
15 | Support elevator access control \
16 | Integrated door access reader with arm/disarm function (using N
same reader)
17 | Special cardholder with extended duration for door strike and N
keypad
18 | One time access \
19 | Dual card entry (2 man rule) \
20 | Card enrolment function for any card with unknown card format \
21 | Option to unlock door by schedule only after a valid access card is N
presented
22 | Input monitoring (door contact, request-to-exit, alarm input points) | Configurable:-
support configurable 2 state non-supervise, 2 state supervise and | e 2 state non-supervise
4 state supervise for all input points in the controller. (no EOL)
¢ 2 state supervise
(6.8K EOL)
¢ 4 state supervise
(12K & 15K EOL)
23 | Card database import and export function (in CSV format) \
24 | Real time activities and status update V




25 | Department field in the card assignment 30 alpha-numeric
characters
26 | Advance I/O (guard tour, feed through, Or, And, Xor, Nand, N
up/down counter and exit door)
27 | Support interlock / mantrap operation using advance /O N
configuration
28 | Browser login encryption 128 bits SSL
Maximum Capacities
1 Wiegand reader support 16
2 | Input monitoring points 32
3 | Relay outputs 32
4 | Cardholder 20480
5 | Transaction history 20479
6 | Auditlog 1023
7 | Compact flash size 128MB
Supported Languages
1 | US English \
2 | UKEnglish V
3 | Japanese \
4 | Spanish V
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CHAPTER 1

Introduction to Access Easy
Controller™

Access Easy Controller is a revolutionary invention that takes advantage of
the web technology age by changing the way an electronic access control
system is implemented.

The conventional way of implementing a typical access control system
requires installation of PC based application programs that are used to
remote control and monitor a controller in the system. Furthermore,
application programs that are designed for a specific operating system, has
to be re-developed before it can run on another operating system, for
example from Win 98 to Win NT/2000.

Access Easy Controller uniquely combines the features of a Web server
and Access Control functionality’s into one complete unit. Such powerful
combination provides a highly cost-effective solution, which truly offers to
user the simplicity and ease-of-use associated with the popular Web
interface while incorporating a rich suite of sophisticated security features
essential for small to medium-sized businesses.

The design of Access Easy Controller adopts the common desktop
metaphor for all web based applications for consistency and ease of use.
The same “look-and-feel” such as buttons and check boxes that you have
experienced in other web based applications will be seen in Access Easy
Controller.
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CHAPTER 2

Accessing Access Easy Controller

In this chapter, you will learn the basic information of how to access the
Access Easy Controller and logging onto the software.

In order to operate one or more Access Easy Controller from one or more
computers, a standard web browser program such as Internet Explorer,
version 4.0 and above, or Netscape Navigator, version 4.0 and above on
each of the central monitoring computer is required.

Connecting to Access Easy Controller
Before the Access Easy Controller can be access, it must be configured
properly and integrated to the existing computer network.
As this integration is fairly complex and requires knowledge on networking,
it is the responsibility of the System Installer to working closely with your
company’s Network Administrator to do the initial set up.

However, for general knowledge, a description is presented in Appendix A.

For users accessing the Access Easy Controller using their own computer,
please read up on the section Setting to be made to the Web Browser.
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Logging onto Access Easy Controller

A working knowledge of Windows or Macintosh and the standard web
browser program, either Internet Explorer or Netscape Navigator and the
ability to manoeuvre with a mouse pointer is required to complete the
appropriate screen.

To get connected to Access Easy Controller, run your web browser
program and key in the Access Easy Controller's URL address followed by
the Enter key.

The following screen-capture shows example of some typical web browser
page with the default URL address for the Access Easy Controller. The
outlook of the screen might differ from what is shown here, this is largely
due to the software version in use.

Enter URL address for Access

; Welcome to ADC Technologiez International Homepage - Microzoft Internet Explorer

o »
Fle Edt View Favotes Togk” Help - =& D AN B S
Bach Fonard Stop  Refresh  Home Search Fawortes  Higtory
| Address | huptn129.20.4 =] @6

This is a sample of how the screen would look like for user using Internet
Explorer.

Enter URL address for Access Easy

¥ Welcome to ADC Technologies International Homepage - Netscape H=] B3
File Edit ‘“iew Go Communicator Help

4w Bookmarks A Gotofhip/129.2041 =] m‘

Y ﬁlnstantMessage whebbdail Conkact People “rellow Pages Download ['_‘|' Chatinels

This is a sample of how the screen would look like for user using Netscape
Navigator.
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The User Login dialog box appears.

This User Login dialog box provides a security control that protects the
Access Easy Controller from unauthorised access. It requires a user to
enter his or her User ID followed by a Password before he or she is allowed
access to Access Easy Controller. Up to two users are able to log onto the
same Access Easy Controller concurrently using different computers.

NOTE: The Password is case-sensitive and can be changed.

When the Access Easy Controller is first installed, there is only one
assigned User ID and Password. This default User ID is called the Super-
user and is usually assigned to the System Administrator. For obvious
reason, this user has the full access rights to all features of the Access
Easy Controller , including the Access Easy Controller Utility programs, and
the access rights cannot be disabled. However, the User ID and Password
can be changed.

The default User ID = user1 and Password = 8088

NOTE: Once the system is commissioned and handed-over,
change the default User ID and Password as soon as
possible to prevent unauthorised access.

Logging onto Access Easy Controller

Enter your assigned User ID in the User ID edit box.
Enter your assigned Password.
Click on the Login button.

wr -

If you do not know your User ID and Password, contact your System
Administrator to obtain them. User IDs and Passwords are only configured
by the Access Easy Controller System Administrator.

Logging off from Access Easy Controller

After you finish your session with Access Easy Controller or need to be
away from the computer, it is recommended to log off from the Access
Easy Controller.

To log off, click on the Logout link, Click on the appropriate button to
proceed.

ALWAYS BACKUP THE DATABASE AND LOG OFF BEFORE
LEAVING THE COMPUTER!
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Understanding the Home Page Main Menu Groups

The Home Page gives an overview of the main functional features that the
Access Easy Controller support and does not contain any parameters
setting or data.

For the user convenience, the icon buttons, in line to the main menu group,
is linked to the page of the first menu item in the group.

Once in the menu item page, the Home page icon button is added to the
bottom of the list after the Logout button. This is good for security reason.
Should a user is suddenly disrupted while in a middle of setting the Access
Easy Controller parameters, for example to answer a phone call, he or she
can click the Home button to exit the setting without having to click a few
times on the Back button. This will prevent prying-eyes from looking at the
setting.

The screen-capture shown below shows the Home page.

Activity
Manual Control
Card Database

Card Access Admin

Panel Admin

Panel Maintenance

Logout

Main Menu group
Icon buttons for each
individual menu items.

Details of the various menu items will be covered in the next following
chapters. However, a brief description of each item will be presented here.
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View Activity

The View Activity menu-item show transactions generated due to access
control, system control, and alarm conditions. The transactions are
categorised into the following: Alarm, Valid, Restore and Time Attendance.
User can view only specific category or All Transactions. Besides showing
the transactions, the Date and Time of the Access Easy Controller is
indicated on the status bar of the web browser.

Activity Report

This menu-item allows user to generate print preview of the various types
Activity Report.

Manual Control

This menu group relates more to manual (user intervention) control of
system hardware and consists of the following menu items: Door Control,
Input Control, Output Control, and Reset APB.

Card Database

Card Assignment set-up the card parameter such as Card Number,
Cardholder’s name, etc including the right to Arm/Disarm an Alarm Zone.

Access Groups allows user to categorise the Card Readers into different
Access Group for Cardholder’s access rights.

Card Access Admin

Schedules are used to set-up time intervals for use in access, system and
hardware control.

Holidays are used to define and assign programmable holiday dates.

Card Readers are used to define the function of the Reader and its
parameters, such as Door Settings, Hardware Setup...
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Panel Admin

Users are to set-up the User ID and Password including access rights to
the various menu items.

Panel Setup is for setting up of various miscellaneous parameters: -

Network Settings

Input Point Configuration
Set Date & Time

Auto Logout Timer

Audit Log

Default Settings

Card Format

Company Profile
Email/SMS Configuration

Input Setup is used to set-up Alarm Monitoring Point to be armed /
disarmed based on Schedule or via an assigned Reader. It also allows the
definition of which Output Point(s) to trigger should an alarm is detected.

Output Setup is used to set up the triggering of Output Relay based on
Schedules. This can be used to turn on lighting in an area after office
hours, for example.

Advance 1/0O Setup is used to enable the rerouting of physical or logical
information from one operation to another.

Database Backup is used to backup (write) all databases into the flash
memory of the controller and further download to the hard disk of a PC.
User can also define a time to which the Access Easy Controller will
perform an automatic backup to the flash memory.

Panel Maintenance

Logout

Update Flash is a utility that is used when there is a program upgrade. It's
usually carried out for firmware enhancement, new features, or bug fixing.
It can also be used for database recovery.

Reboot Panel is used to reboot the Access Easy Controller. It's usually
carried out before changes can take effect. Some examples are Access Easy
Controller IP Address or during a firmware upgrade.

Shutdown Panel is used to shutdown the Access Easy Controller. It’s usually
carried out for hardware upgrades..

To log off from Access Easy Controller.
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Navigating Through Access Easy Controller
page

The following screen-capture shows some sample pages indicating how you
can navigate through Access Easy Controller software.

Home Page

Activity

Manual Control

Card Database

Menu groups

Panel Admin

Icon buttons

Panel Maintenance

Logout

User has access rights to menu

group.
Denoted by an Underlined item.

User not having access
rights to all menu items of
the group.

Clicking on an Underlined menu group would bring you to the first available
access-right- menu item web page in the group.
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Menu item page

Sub-menu item link.

Panel Admin

Panel Setup

. Metwork Setkings . Input Paint Configuration . Set Date & Timne
E . Auto Logout Timer . Audit Log . Cefault Settings
-ard Database . Zard Format . Cormpany Profile . Ernzil/SMS Configuration
e : @ I. Emnail Server Settings @ Dial In IP Settings @) AEMC Settings @ =M= Server Settings
ar CCess
dmin Netl.lmrk Settings
IPaneI's IP Address: |129 _|2 _|1 _|?3
IPaneI's IP Metrmnask: 255 _|255 _IEI _ID
anel Admin JPanel's Gateway: 129, |2 5 IEI .|254

|
I.Remute PC Address
T IP Address PC Hame

1 129 |2_ ID_ L|157 Irematehastl
1 2 129 |2_ ID_ .|189 IrethehDst2
13 129, |2_ 2 ID_ ; IF IrethehDst3

i‘anel
aintenance

Menu items are displayed on left Current menu item
pane for ease of operation. page on right pane.
The menu groups are those in

bright yellow background.
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Usage of the buttons

The buttons that appeared at the bottom of each screen can be explained as
follows:

Button | Description and Usage

] The save button saves the current settings to the (Dynamic RAM)
H DRAM and refreshes the current web page.

The add button provides the following functions: -

+

° It carries out the addition process during a batch card
operation.
o It also adds a selected parameter to a list window.

The delete button provides the following functions: -
° It deletes all configurable parameters and set it to default.
° It also removes a selected parameter from the list window.

The next button provides the following functions: -
° It saves the setting made on the current screen and
° It brings up the next screen.

E The list button provides a few function: -
° It allows you to go back to the first web page of a menu item.

° It can also be use in place of the cancel button to abort
changes. However, condition applies that none of the other
buttons namely, the next, prev or save is clicked prior to this.

° In report generation, the list button is used to obtain a print
preview of the report.

The previous button has similar function as the next button,
° It saves the setting made on the current screen and
° It brings up the previous screen.

The reset button provides the following functions: -
° It is use to reset APB violation.
° It is use to clear the field in the Holiday date setting.

D)

Abort changes and revert to previously saved settings.
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CHAPTER 3

View Activity

Every activity transaction such as Door Forced Opened, Door Held Opened,
etc. are captured by Access Easy Controller and displayed on the View
Activity web page in real-time mode according to the transaction occurrence
date and time. Access Easy Controller has the capability to store 20,479
activity transactions.

On the web page, user is given the option to view one of the following: -
® Alarm Transactions,

® Restore and Alarm Transactions,
® Valid and Alarm Transactions,

® Time Attendance, or

® All Transactions.

Please refer to Appendix B Activity Transactions for the transactions in the
different groups.

Access Easy Controller can now support real time activities and status update.

Using Java Applet technique, all the activities and status on the manual
control pages (Door, Input and Output) will be automatically updated in real
time instead of waiting for 30 seconds to refresh.

The Door status will consist of Door Forced Open, Door Held Open, Open,
Closed, Request-to-Exit, Door Contact Fault-Open and Door Contact Fault-
Short.

The Input status will consist of Alarm, Alarm Restore, High, Low, Fault-Open
and Fault-Short.
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User can view the latest transactions on screen and make hardcopy of the
history via a printer. The number of records to view on screen is configurable
by the user up to a maximum of 70 records (see NOTE). Please refer to
Panel Setup, View Activity Setting for detail on setting the number of
transaction records to view on screen.

NOTE: The View Activity web page is dynamic and will expand beyond the
“‘“Number of Transactions to view” setting to always accommodate
transactions, up to 70 records, starting from the first “not acknowledge”
alarm transaction up to the latest transaction.

When any of the Alarm Activity transactions is transacted, an alerting audio
tone is sent to the Central Monitoring Computer (CMC). Please ensure that
the CMC’s audio system is in working order and the volume is set to a
reasonable level.
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To activate View Activity

There are various ways to activate the View Activity menu item. They are: -
1. From the home page, click on View Activity hyperlink or its icon button.
2. From any of the menu items page, click on View Activity hyperlink.

3. From any of the menu items page of the Manual Control Group.

The following paragraphs provide some description of what you will see on
the web page. For a detailed list on the different groups of activity
transactions, please refer to Appendix B Activity Transactions.

@ Alarmn

To display only the Alarm transactions. Examples
of Alarm transactions include Access Denied, Door
Held Open, Panel Tamper, Duress, and others. For
a detailed list on Alarm transaction, please refer to
Alarm Activity in Appendix B Activity Transactions.

To display only the Alarm and Valid transactions.
Examples of Valid transactions include Access
Granted, Turn On, Disarmed, Duration On, and
others. For a detailed list on Valid transaction,
please refer to Valid Activity in Appendix B Activity
Transactions.

@ Bestore

To display only the Alarm and Restored
transactions. Examples of Restored transactions
include Door Closed, Tamper Restored, Alarm
Restored and Power Restored.

@ al

To display All the transactions.

) Time Attendance

To display only Time Clocking transactions.
Examples of Time Attendance transactions include
Clock In and Clock Out.

ED To acknowledge Alarm transactions. This will also
silent the audible tones on the CMC.

To update the web page for the latest transactions.

@:re Report To obtain a print preview of cardholder(s) who are

in the specific APB Zone(s) at the time of the
preview. Please refer to the Chapter on Reset APB
for detail on print preview of the report.

@activity Report

To obtain a print preview of the Activity report
before printing.

€] 11:19:43 7 5ep 2000 Thu

Located on the left side of the status bar, it shows
the current Access Easy Controller's Time and
Date.
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The features of activity transactions are as follows:-
® All new transactions have a yellow background.

® All Alarm transactions have red coloured text wording while other
transactions have black coloured text wording.

® When the web page refreshes, either automatically or through user
intervention, the yellow background is replaced with grehbackground

except for Alarm transactions, which remains unless the button is

activated.

We will explain the web page through an example.

(- Activity r‘-%’
Wiew Activily \ v 8
@ Doorfontrol @ lnpst Connol @ Suput Sostrel L) Eepat APE
@08 Report @ ictivity Report

B alarm 8 vahd 8 Eestors e all D Time Attendance

M Date Location Activity Description
Time Card Mo User Mame
& 22F May 2000 |Main Entrance Choek Cust
17:57:26 115 Simon Tay GH
5 22 May 2000 |Main Entrance Power Rastared

iF0:07 ms e

4 22 May 2000 |Praduction Dept Laft 5/Door Acoazg Granted
17:09:33 23745 Bally Crystal
22 May 2000 fweb Panel Panel AC Failure
1 5149

2 >7 May 2000 |Praduchion Dept Laft S/Door Accass Granted
16:51:00 23745 Billy Srystal

1 2 May 2000 |Praduchon Dept Laft S/Door Tampear Restored

b H L THF 235 fesseeseeas

o

Reference to the screen-capture above shows All Activities and the listings
in Appendix B Activity Transactions.

No. 6. Shows a new “Clock Out - Time Attendance” transaction.

No. 5. Shows a new “Restore” transaction (black text wording and
yellow background).

No. 4. Shows a “Valid” transaction.

No. 3. Shows a “not acknowledge Alarm” transaction (red text wording
and yellow background).

No. 2. Shows a “Valid” transaction.

No. 1. Shows a “Restore” transaction.

No. 0. Shows an “acknowledged Alarm” transaction (red text wording

and grey background).
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In addition to those items mentioned earlier, the Access Easy Controller —
Time Difference message box will also appear: -

® The time difference between the computer and the Controller is 1
minute or more, and

® The user was given the access rights (see Chapter on Users) to
synchronise the date and time, and

® User is viewing the View Activity web page.

Caption Buttons.
Minimise. Maximise and Close.

Access Easy Contraller 43 1
mirmtes ahead of local machine

Goto Set Date & Time |

From the message box, you can click on the Goto SetDate & Time

button to change the Access Easy Controller’s Date and Time.

If you do not wish to synchronise the Date and Time at the moment and find
that the message box is obstructing your view, you can disable this message
box for this session by checking the check box and closing it using the Close
caption button. However, the message box will appear again on the next
successful log on when the conditions are valid.
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To generate a Print Preview of the report

1. Click on the @activity Report |ink from the View Activity web page or
Activity Report link from any other menu item page.

( Activity ( &S

h"‘-.
Activity Report .,

Selection Criteria for Activities

Activities: All ~
Card Humber: %
Marne: @
Department: hd
Location: All Locations b
Day Month Tear Day Maonth ear
From: 23 v Aug ¥ 2005w Ta: 30w Aug ¥ 2n0s #
Hour Minute Hour Minute
From: 00 00w 23w 59 v

This dialog screen allows user to select the types of activity report and also to
customise the hardcopy report items based on the combination of Card
Number, or Name, or Department with Location.

2. Select the Activity types from the list.
3. To generate a print preview of the report based on All Card Number and

All Location, just click on the E| button.

To format report based on Card Number

1. Enter the exact Card Number in the Card Number field.

2. Click on the % button.
If the card number is not in the database, you will be prompted by an
error message.

3. Select the appropriate Readers from the list. If you want to generate
report for all readers, select All Locations.

4. Click on the E button for a print preview of the report.
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To format report based on Name

1. Enter a character, a portion, or the full name and click on the %
button.
If a match is found that satisfied the entry, a window will appear with the

Names. For example, enter Thomas and click the 7 button resulted in:

C Activity {.-’%

Activity Report

Selection Criteria for Activities

Activities: Al b
Card Number: 1 @
Mame: @
Datuk Thomas (1)
Narnes Found: King Thamas (3)
Sir Thomas (4)
Department: w
Location: All Locations v
Day Month Tear Day Month Tear
Frarm: 23 v Alg ¥ 2n0s v To: 30 v Alg v 2005+
Hour Minute Hour Minute
Frarm: IR oo« 23w 59 »

2. From the window, select the desired name.
The selected name appears in the Name field.

3. Select the appropriate Location from the list.

4. Click on the |§| button for a print preview of the report.
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To format report based on Department

1.
2.

3.

Enter the exact Department code in the Department field.
Select the appropriate Location from the list.

Click on the |§| button for a print preview of the report.

To format report based on Location

1.

2.

Select the appropriate Location from the list.

Click on the |E| button for a print preview of the report.

A sample of the preview for report based on All Card Numbers and All
Locations is shown below.

Return To Wiew Activity Return To Selection Criteria

Bosch Security Systems Pte Ltd
38C Jalan Pemimpin Singapore 577180

Alarm Activities Report

Tuaesday, 13 Sep 2005 1l-lé:24

Card Number : all Card Numbers

Marne Al Narmes
Departrnent  : All Departments
Location ¢ All Locations
Start Date 112 Sep 2005
End Cate 113 Sep 2005
Start Time  00:00

End Time 1 23:59

1-5120 of 20417

Mo Date Location Activity Description
Time Card Mo User Name
1 12 Sep 2005 Reader 10 Invalid Card
17:34:02 (o) =0 Standard 26-bit Card Format
2 12 Sep 2005 Reader 11 Invalid Card
17:34:05 (o) 31 Standard 26-bit Card Format
3 12 Sep 2005 Reader 12 Invalid Card
17:34:08 (o) 32 Standard 26-bit Card Format
4 12 Sep 2005 Reader 9 Invalid Card
17:34:11 (o)1 Standard 26-bit Card Format
3. To view other cards activity, click on the :: link.
4. To quit and return to View Activity screen, click on the
Return To Activity [ink.
5. To generate a preview of other configuration, click on the
Return To Selection Criteria |ink.
If you wish to obtain a hardcopy, please proceed to the section, Printing the
report.
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To format report based on Date/Time

C Activity

Activity Report

Selection Criteria for Activities

Activities: Alarm b
Card Number: @
Marne: @
Departrnent: w
Lacation: Motion Detectar 2 bt
Day Month Tear Day Month Tear
Fror: 13 Sep ¥ 200s |+ Ta: 13 |» hER ¥ 200s |+
Hour Minute Hour Minute
From: 00 s on o« To: 23 W 59 »

User can select the range of dates of the activities which he is searching
for. This would cut down the time on scrolling through the list of activities if
the user knows when the activities have taken place.

A sample of the preview for report for Alarm activities located in “Motion

Detector 2” occurring on 13" Sept 2005 from 0000 hr to 2359 hr is shown
below.

Return To Wiew Activity Return To Selection Criteria

Bosch Security Systems Pte Ltd
28C Jalan Pemimpin Singapore 577180

Alarm Activitiez Report
Tuesdgy 15 Sept 2005 151515

Card Number @ all Card Mumbers

Marne Al Names

Departrnent All Departrents

Location . Motion Detector 2

Start Date V13 Sept 2005

End Date L 13 Sept 2005

Start Time : 00:00

End Tirne L 23159

1-3of 3

Mo Date Location Activity Description
Time Card No User Mame

1 13 Sept 2005 Motion Detectar 2 Alarmn
10:13:55  eeeeeeees e

2 13 Sept 2005 Mation Detecor 2 Alarrn
10:15:58  meemmeeeee e

2 13 Sept 2005 Motion Detectar 2 Input Paint Fault - Shorted
16:11:11 e
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Printing the report

During the preview, the report can be sent to printer for printing. The printing
process is the same as any Windows 95/98/NT or Win 2000/XP software
application printing. As such, it is very straightforward.

From the Menu bar, click on File and select Print...
The Print dialog box appears.

Print |
— Printer
Properties |

M armne: HP Lazerlet 5L

Status: Diefault printer; Ready
Type: HF Lazerlet 5L

Where:  LPTT:
Commet: ™ Pint to file

— Print range Copies

A Murmber of copies: 1 -

" Pages from: |1 b |1

) Selection Iﬂ [T Collate

— Print frames

) Az |5 out o seeen

) Ml the s=leeted frame

% il frames individualy

[ PFiint all linked documents [~ Prirk table of links

k. I Cancel

Make the appropriate selection and click on the OK button.
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CHAPTER 4

Card Assignment

This chapter describes the features of the Card Assignment function and the

set up procedure.

Card parameters are parameters that control the use of cards. It contains
information such as which card reader a cardholder can access at specified
Schedule. There will be some extra fields for user to configure additional card
information like Department, Telephone...etc. Card Assignment consists of

the following parameters: -

® Card Details

Card Number

Facility Code

Card Format

User Name

Department

User Field 1 and 2 (user definable field)
Access Groups A and B

® Card Functionality

Cardholder Arm/Disarm rights
Card Operations

Card + PIN Operations

User PIN

Card Validation Period

Dual Card Assignment

NOTE 1: Access Easy Controller supports a maximum capacity of 20,480

cardholders.

NOTE 2: As the Access Easy Controller is able to support different types of
Card Format, whether 26-Bits, or other customised format, there
will be overlapping of Card Number range. It is possible to assign
same Card Number(s) but with different Facility Code. The Access
Easy Controller will process the Facility Code (if any) together with

the Card Number.
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To activate Card Assignment

The Card Assignment can be activated only from the menu item page.

1. From any menu item page, click on Card Assignment hyperlink.

Card Database ("'

Card Assignment

M
Search: @:% Batch Cards: j?‘w
" g

Option: Mame b Empty Slot: @:%
Select a CSY file: Browse... Inport
Card ID Range: 1-100 b @ card assignment Report

ID Card # Name

hE 1 John d'Baptist

2 2 Karen

3 3 Ivan

L ] Jobn

5 5 Eric

1 B Jasaon

g 7 Tvonne

g 8 Ruth

9 9 Keline

10 10 Sean

Akl 11 Thomas

1z 1z Caniel

To view different sets of Card range

To view different sets of card ID range, click on the pull down list and select
the range that you want. For example, to view ID listings from No. 201 — 300,

click on the pull down list and click the 201-300 range as shown below.

1-100

1-100
101-200
201-300
301-400
401-500
E01-600
RO1-700
F01-500
a01-400
49071-1000
1001-1100

-

NOTE :

Access easy controller supports a maximum of 20,480 cardholders.
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Adding/Deleting a range of Card Numbers

This feature allows user to add/delete a single card or a block of card
numbers. The Access Easy Controller software will search the database and
assigned the card numbers to empty slots when adding and will set all
parameters within a card number to default during a card deletion.

NOTE: Please proceed to edit Card number information/parameters
thereafter when adding card numbers.

To add a Batch of Card Number

1. Click on the r(]?“' button for Batch Cards.

( Card Database ("' L
Card Assignment

@ Goto Cards Enrollment
Eatch Cards

Card #:
Facility code: i}
Card Farmnat: EEIOSCH-ADC Proprietary Forrmat [+

Murnber of Cards:

Add Options
Copy From Card #:

Facility code:

Card Format:

2. Enter the card number in the Card # field (the number specified here will
be the starting number of the batch card operation and will be included).

3. The number in the Facility code is configured in Panel Setup, Default
Settings, if the code is different from the default, then change it. Please
refer to the section on Default Settings for detail. Enter 0 if the Card
Format doesn’t support Facility Code.

4. Select the appropriate Card Format from the list. The configuration of the
Card Format is carried out under the Panel Setup, Card Format. Please
refer to the section on Card Format for detail.

5. Enter the number(s) of card number to add in the Number of Cards field.

6. Click on the button.
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If there is no error during the card numbers addition, the Cards added
successfully message would be shown. Please refer to the section on
System Messages if other message is shown instead.

7. Click on the c button to return to the menu item first page.
8. Proceed to edit the newly added card number parameters.

To delete a Batch of Card Number
The procedures to Delete a range of card numbers is similar to Adding a

Batch of Card Numbers. Instead of clicking on the button, click on the

i
button.

WARNING! Exercise care in the usage of this function, as it is not
reversible. All information will be permanently erased from
the database once it is carried out.

To add a Batch of Card Number with same data entries

This function allows addition of a range of card numbers with data entries
copied from a reference card number (see NOTE below). All card
number(s) added will be copied with the data / parameters of the reference
card. However, the following parameters will not be copied, Facility code,
Card Format and Username as all these parameters relates to the
individual card and cardholder.

NOTE: In order for the process to be carried out, the reference card number
entered must be exact in term of Card Number, Facility Code and Card
Format. The Controller will prompt the user with an error message if a non-
existence reference card number is specified.

This is very useful and time saving when assigning a batch of card number
to a specified department staff, for example.

To assign the cards, with number ranging from 19001 to 19100, to staff in
the Production department. This batch of card number has the Facility
Code of 0 and is of BOSCH-ADC Proprietary Card Format. Using card
number 18020 from Production department to be our reference for the new
card range setting proceed as follows: -

NOTE: The Card Number 18020 is of BOSCH-ADC Proprietary Card Format with
Facility Code of 0. It is used as a reference as we wanted to set similar
parameters for the new card numbers such as Access Group(s), ...etc.
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1. Click on the j?“' button for Batch Cards and enter the relevant fields as
shown.

( Card Database (‘., B

Card Assignment

. Go to Cards Enrollment
Batch Cards

Card #: 19001

Facility code: 0

Card Format: | BOSCH-ADC Propristary Format ||
Numnber of Cards: 'IDEI ---------------------------------
Add Options

Copy From Card #: 18020

Facility code: 0

Card Format: ' BOSCH-ADC Proprietary Format v |

[J autematically replace the existing cardfs) with default/reference card infarmation

2. Click on the button to proceed.
A message will appear. Refer to the next section on System Messages
to interpret the meaning of the message.

3. Proceed to edit the newly added card number parameters.

Using Automatically replace the existing card(s)
with default/reference card information function

This function will overwrite all data within a card number when the software
encounters existing card number (with same Card Format and Facility
Code) during Batch Cards function. It allows recycling of card number
allocation when employee resigns.

The function will be activated when a tick (¥ ) appears in the check box.

WARNING! Exercise care in the usage of this function, it is not
reversible. All information on the existing card number in
the database will be permanently overwritten once it is
carried out.
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Cards Enrolment Operation

This function is to facilitate selected card holders to have the right to use
their card to activate a Reader to be in enrolment mode.

Card Enrolment of Card with Unknown Wiegand
Format

To use any unknown proprietary wiegand card format, administrator can
activate a Reader, either by pre-assigned enrolment card or by web page,
to be in enrolment mode and enrol any card into the card database
(maximum bit length is 64).The sections below will guide the administrator
on how to activate a Reader to be in enrolment mode, both by enrolment
card and by web page.

Card Enrolment Using Web Page

If the administrator chooses to enrol a card of unknown proprietary wiegand
card format using the web page, he should follow the steps below.

1. To go to the page as shown below, select Card Assignment from the

Left Pane, followed by Batch Cards Bateh Cards: % at the top-right

corner, and lastly  select Go to Cards Enrolment
. Go to Cards Enrollment

The screen as shown below will appear.

Cards Enrollment
Cards Enrallment Reader: Feader1 -

Card #: |

Mame: I

List of scanned cards:

Add Options

Copy From Card #: |

Facility code: ID

Card Format: |EIOSCH—ADC Fraprietary FDrmatj

r autornatically replace the existing card(s) with default/reference card information

2. Select a Reader to be the enrolment Reader. In this example, we select
Reader 1 to be the enrolment Reader.

3. Click on the . button to activate the selected Reader as the
enrolment Reader.
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4. Present the card with unknown Wiegand Format to the enrolment
Reader, which is Reader 1 in this example.

The card that has been presented to the enrolment Reader will appear
in the box for List of scanned cards, as shown in the screen below.

Cards Enrollment
Zards Enrollmment Reader: Feaderl -

Card #: |

Mame: |
01 0x0000000002E30E7D 26

List of scanned cards:

Add Options

Copy From Card #: |

Facility code: IEI

Card Format: |EIOSCH-ADC Froprietany FDrmatj

[T automnatically replace the existing card(s) with default/reference card information

5. The administrator can now assign any Card # and Name to the card. In
the screen below, the Card # is assigned as 1208 and the Name of the
cardholder as Julia Chua.

NOTE It is recommended that the administrator assigns a number to the
card of unknown wiegand format beforehand and sticks a label on the
card, so that it is easier to refer to the card number during the card
enrolment process.

Cards Enrollment

Zards Enrollment Reader: Feader1 i
Card #: |t208
Mame: IJulia Chua

01 0x0000000002E3DETD 26

List of scanned cards:

Add Options

Copy From Card #: |

Facility code: ID

Card Format: IBOSCH—ADC Froprietary Furmatj

[T automatically replace the existing cardi(s) with default/reference card infarmation

6. Highlight the card in the List of scanned cards that you are assigning
the Card # and Name to, as shown in the screen below.
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Cards Enrollment

Cards Enrallment Reader: Readear 1 i
card #: |1208
Marne: IJulia Chua

List of scanned cards:

Add Options

Copy From Card #: |

Facility code: ID

Card Format: |EIOSCH-ADC Froprietary Fu:nrmatj

- Automatically replace the existing card(s) with default/reference card information

7. Click on the . button to add the card with the assigned Card # and
Name to the database.

BOSCH SECURITY SYSTEMS



CHAPTER 4 Card Assignment

4-9

Card Enrolment Using Pre-Assigned Enrolment Card

A pre-assigned enrolment card is a user card that has been checked with
the option Card Holder Can Enable Enrolment Operation. For the details on
how to set a card to be a pre-assigned enrolment card, refer to the section
Card Holder Can Enable Enrolment Operation above.

If the administrator chooses to enrol a card of unknown proprietary wiegand
card format using pre-assigned enrolment card, he should follow the steps
below.

1. To go to the page as shown below, select Card Assignment from the

Left Pane, followed by Batch Cards Bateh Cards:  at the top-right

cormner, and lastly select Go to Cards Enrolment
.Gn to Cards Enrollment

The screen as shown below will appear.

Cards Enrollment
Cards Enrollment Reader: Feader 1 -

Card #: I

Mame: |

List of scanned cards:

Add Options

Copy From Card #: |

Facility code: ID

Card Farmat: IEIOSCH—ADC Froprietary FDrma‘tj

r Autornatically replace the existing card(s) with default/reference card information

2.  Present the pre-assigned enrolment card to a Reader. The Reader is
now activated to be in enrolment mode. If the pre-assigned enrolment
card also has access right to the Reader, press key <7> on the
Keypad before presenting the pre-assigned enrolment card.

3.  Present the card with unknown Wiegand Format to the enrolment
Reader. If key <7> is pressed before presenting the pre-assigned
enrolment card, the timing on Keypad Timeout will have to be
observed. This means that when a pre-assigned enrolment card is
presented to the Reader to activate the Reader as an enrolment
Reader, the new card to be added to the panel has to be presented to
the same Reader within the timing set in Keypad Timeout. Failure to
do so will cause the Reader to return to normal mode. For the setting
of timing on the Keypad Timeout, please refer to Chapter 16 Card
Readers, Keypad Timeout.
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The card that has been presented to the enrolment Reader will
appear in the box for List of scanned cards, as shown in the screen
below.

Cards Enrollment
Zards Enrollment Reader: Feader1 i

Card #: |

Mame: |

01 0=0000000002E3DEVD 26

List of scanned cards:

Add Options

Copy From Card #: |

Facility code: ID

Card Farmat: |EEOSCH-ADC Froprietary Farmatj

[T sutomatically replace the existing card(s) with default/reference card infarmation

4. To add in the new card to the card database, refer to Steps 5 ~ 7in
the section Card Enrolment Using Web Page above.
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System Messages

The following are sample of the other messages displayed when carrying out
the Batch Card function.

Card numbers already exist.

This message indicates that the card number, having the same Facility code
and Card Format, already exist in the database and the Overwrite function
was not activated.

Card database full. 3 cards starting from card number
20479 were not added.

This message appears when an attempt is made to add in more Card number
when the card database is already full. It indicates the card number and
number of card(s) not added, in this example, card number 20480, 20481, and
20482 was not added.

Card not found.
This message indicates that the Card number specified during a batch card
deletion does not exist and the deletion could not proceed.

Cards deleted successfully.
This message indicates that all Card Numbers specified during a batch card
deletion has been carried out successfully.

5 cards deleted.

This message indicates that only 5 Card Numbers out of the Number of Cards
specified during a batch card deletion was carried out successfully. The
remaining card numbers doesn’t exist in the database.

3 cards added successfully.

This message indicates that only 3 Card Numbers out of the Number of Cards
specified during a batch card addition was added successfully. The remaining
card numbers already exist in the database and the Overwrite function was
not activated.

Unable to perform add operation.
This message appears when the Card Number or the Number of Card field
was not specified during the add operation.

Unable to perform delete operation.
This message appears when the Card Number or the Number of Card field
was not specified during the delete operation.

Reference card not found.
This message shows that the user has made reference to a non-existence
card number.
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Editing the Card parameters

Before the Cardholder can use his/her card to gain access, the System
Administrator must configure the card parameters into the Access Easy
Controller Card Database.

To add or edit Card Number parameters

Card Assignment is used frequently for new employee or employee who
resigned from the company.

NOTE: If Card Numbers are added using the Batch Cards feature, the
System Administrator only needs to edit part of the Card Details
section. Please proceed straight to step 5.

Card Details

1. Click on either the numbering under the /D, Card #, the text in the Name
titte or empty slot icon % to add a new card or proceed with the

editing.
( Card Database (“*
Card Assignment

Search: | @ Batch Cards: j?-j
Option: IName 'I Ermpty Slot: @
Card Details
Card Number: IDDDDDDDDDDDDDD
Facility code; ID
Card Format: |EIDSCH—ADC FProprietany Fu:urmatj
User Marne:! |
Cepartment: I LI
User Field 1: I
User Field 2: |
fccess Group At Unuszed _'J
fccess Group B Unuszed

[
EER0H8E

2. Highlight the default Card Number and enter the new Card number.
3. The number in the Facility code is configured in Panel Setup, Default
Settings, if the code is different from the default, then change it.

NOTE: The Card Number together with the Card Format and Facility Code is
a unique field, so do not enter the duplicate information.

4. Select the appropriate Card Format from the list.
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NOTE:

The Card Format and its Description is configured in Panel Setup,
Card Format. Please refer to the section for detail.

© N O

Enter the Cardholder’s (User) Name in the User Name field.
Enter the Department code (limited to 4 characters).

Enter the appropriate detail in User Field 1

Enter the appropriate detail in User Field 2

NOTE:

The User Field 1 and 2 is defined under Panel Setup, Default
Settings. Please refer to the section for detail.

10.

Select the appropriate Access Grouping for Access Group A and/or B
from the list. Leave the entry as Unused if there is only one or no
assignment.

Click on the c button to proceed with card functionality
configuration.

Card Functionality

Card Functionality consists of the Arm/Disarm access rights, access
behaviour and validation dates. Each card can be configured to behave
differently. However, some settings would only be activated with the co-
ordination of the Card Readers parameters such as Card + PIN mode.

Card #: 61240

Mame: May

Card Functionality

F Card holder is able to Arm/Disarm | Alarm Zone 1+
Card holder must abide by holiday schedules (to work in conjunction with Reader Options)
Allow exit reader usage only in accordance with time schedules
| Card holder can enable enrollment operation
F Disable card from all access permanently
F Card halder with one time access anly Access Status: (3 valid O Expired
Card + PIN is required on keypad readers

Enter user PIM (1-7 digits): (RRDTDN1
Extended duration for door access: 0 b

seconds

Card ¥alidation Dates:
4| Start Date Day: 30 Manth:| Jun vear:| 2005 W
[l End Date Day: v Month: v Tear: v
Dual Card Assignment:
&) Dual Card not assigned
® Dual Card presentation sequence Second Card

Dual Card Group ID:

CEEO08
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Cardholder is able to Arm/Disarm

If this feature is checked, it implies that the cardholder is given the authority
to arm/disarm a specific Alarm Zone or All Alarm Zone as defined in the
field.

This functionality works in conjunction with the reader that is set to
arm/disarm the alarm zone. Refer to Chapter Card Reader, Entry and
Arm/Disarm Reader for details.

If this function is enabled on the cardholder, when he press ‘0’ on the
reader keypad and then present his card, the alarm zone will toggle from
arm to disarm or vice versa. However if he just present his card to the
reader without activating the arm/disarm function on the reader keypad, it
will unlock the door depending on his access right.

Cardholder must abide by holiday schedules (to work in
conjunction with Reader Options)

This mode must be checked if the cardholders’ access rights are different
during holidays. It is to work in conjunction with the Reader Options, On
holidays, follow holiday schedules. If both are checked, the 4 sets of
Regular or Special Holiday schedules (on the Access Group) are used to
operate the access mode, e.g. Cardholder is allowed to access the
controlled area during weekdays and during office hours. However, during
holiday, cardholders are only allowed to access this area as defined by the
Holiday schedule intervals.

If the Reader Options is not checked, cardholder's access rights to the
reader will follow the Schedule intervals for weekdays.

Allow exit reader usage only in accordance with time schedules

This mode is valid only if there is an exit reader. When this mode is
selected, the Reader will allow the cardholder to exit within his/her valid
Schedule intervals. When it is not selected, the reader will allow the
cardholder to exit the area at all times (no matter whether the valid time
interval has expired or not).

Card holder can enable enrolment operation

This function is to facilitate selected card holders to have the right to use
their card to activate a Reader to be in enrolment mode. Please refer to the
above section Card Enrolment Operation for more details.

Disable card from all access permanently

When this mode is selected, user card will be denied access from the
system immediately. This feature is useful to prevent illegal access to the
system should the user lost/misplaced the card

Card holder with one time access only

This will enable the administrator to assign cardholder with only one time
access to the system. This means that after the card holder has gained
access, his access will become invalid immediately. To gain access again,
he needs to request the administrator to reactivate the one time access
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right again. This function will be useful in a remote station delivery
application.

Ensure that the Valid radio button is selected for the Access Status. After
the card has been used for one time access, the Access Status will expire
immediately and the Access Status will be updated to Expired
automatically.

Card + PIN is required on Keypad readers

This mode works only when the Card Reader's PIN mode is set. The
cardholder is required to enter the PIN code, besides presenting his/her
card, before access is granted. User could configure up to 7 digit for the
PIN, if the user uses less than 7 digit as the pin, for example "5566". When
using it on the reader, he should enter the PIN follows by the "E" for C3
readers and S-Series reader or "#" for HID compliant readers. For the
above example, the user will need to enter "5566#" for his PIN.

Enter user PIN (1-7 digits)

This field is to be used for the Card + PIN mode (default PIN code
1234000).

Extended duration for door access

This function is to facilitate special card holders to have extended duration
for Door Strike and Keypad Timeout. This feature will allow the cardholder
to keep the door open for a longer time after a successful access grant
before a Door Held Open alarm is activated. The Keypad Timeout duration
is also extended by the selected time on top of the normal Keypad Timeout
duration. An example of such an application is for the handicapped person
who needs a longer time to access the door.

To select the extended time duration, select the time in seconds on the list

box |'3' :I' seconds peside the Extended duration for door access. The
range is from 0 to 255 seconds.

Card Validation Dates
This feature defines the start and end date parameters.

Card Yalidation Dates

¥ Start Date Da\,r:llll -I Month:| Jul = Year:I2EIEI-'-1 'i
¥ End Date Day:| 31 = Manth:| Dec = Year:|2EIEI4 'I

The Start Date is the date from which the card is valid and End Date is the
date from which the card is no longer valid. The card will not be able to
access any door before the Start Date and after the End Date.

Cards having such parameter settings are normally issued to contractors or
temporary staff who will only be allowed to access the controlled area for a
known period of time.

The usage of this feature can be either one or the combination of both. You
can define a card that only allow access after a specified future date but
doesn’t have an expiry date. In this case, you only select and set the Start
Date but leave the End Date unchecked.
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Alternatively, you can define a card that is valid with immediate effect but is
valid only for 2 days, in this case you can leave the Start Date unchecked
but checked and select the End Date.

NOTE User must check the respective box for Start Date or End Date in order
for it to be effective.

Dual Card Assignment

This mode is useful if 2 cards are required to be presented in sequence to
the Reader to unlock the door. This mode work in conjunction with the Dual
Card Configuration in the Chapter, Card Reader. The First Card has to be
presented first before the Second Card is presented, else the door will not
unlock. A Don’'t Care Card can act as the first or second card. In this setup
here, the user will need to define whether a card is a First Card, Second
Card or Don’t Care Card, and which group it belongs to. Cards from
different groups cannot unlock the door.

Dual Card Assignment

{* Dual Card not assigned

{™ Dual Card presentation seguence |DDn't Care =]

Cual Card Group ID (1-255) Il 'I

Select the radio button Dual Card presentation sequence to enable this
mode. User will need to define whether a card is a First Card, Second Card

or Don't Care Card from the list box |First Card =l User will also have
to select the Dual Card Group ID from the list box | 1 & . 2 cards from the
same Dual Card Group ID must be presented to the Reader to unlock the

door. All the possible card combinations that can be presented to the
Reader is shown in the table below.

Possible card combination
First card Second Card
Don’t Care Don’t Care
First Card Don’t Care
Don’t Care Second Card
First Card Second Card

To select Card Functionality

1. To select the various Card Functionality, click on the corresponding
check boxes to show a tick (¥ ) mark. To de-select the point, click on it
again.

2. To assign the Alarm Zone, select the appropriate Alarm Zone from the
list.

3. To edit User PIN code, highlight the default PIN code and enter the
new User PIN code. See NOTE 1 and 2.

NOTE 1: User can enter from 1 to 7 digits for the User PIN code.

NOTE 2: For security reason, every character entered for the PIN code is
represented by an asterisk ( | ). For Macintosh user, it is represented
by a dot ([T ) instead.
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To select and edit Card Validation Period

1. To enable the Start Date, click on the Start Date check box to show a
tick (¥ ) mark. To de-select, click on it again.

Select the appropriate Day from the list.

Do likewise for the Month and Year field.

To enable the End Date, click on the End Date check box to show a
tick (¥ ) mark. To de-select, click on it again.

5. Repeat steps 2 and 3 for End Date.

Ao

NOTE: Date setting will not be updated if the corresponding check box is not
checked. It will revert to the previous setting.

To Select and edit dual card assignment

This is applicable to both After using 2 card to initiate the access, the

system will switch back to single card access and Dual Card access at all
time.

Dual Card Assignment:

i Cual Card not assigned
i Cual Card presentation sequence IFirst Card j

Dual Card Group 1D {1-255}:|1 vI First Card

Second Card
a Don't Care

Go to Card Assignment, Card Functionality, Dual Card Assignment.
2. Select the Dual Card presentation sequence radio button and choose
whether the card is a First Card or Second Card. If no sequence is

required, select Don’t Care.
3. Also select the Dual Card Group ID from the drop-down box.

—_
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Card Database Import and Export Function (In CSV
Format)

This feature is to facilitate the administrator to have the flexibility of
exporting and administering card database in a familiar CSV format before
importing it back into the controller.

It is also used as a backup and restore utility.

To go to the Card Database Import and Export page, select Card
Assignment. A screen as shown below will appear.

( Card Database {"'
Card Assignment

5

Search: | % Batch Cards: jﬂ.,
5

Option: |Name v| Empty Slot @Y

Select a CEV file: | Browse.. | Import | Export |

Card ID Range: I'I—'I 0o 'l @ Card Assignment Report

Exporting the Card Database

For the steps on exporting the card database, refer to the steps below:-

1. To export the card database, click [Export]. A screen as shown
below will appear.

File Download Ed |

@ 'ou are downloading the file:

card.cav from 129.2.0.60

Wwiould vou like to open the file ar zave it bo pour computer?

Save | Cancel More Info

¥ Always ask before opening this type of file

2. To open the file, click [Open]. To save the file to a local hard disk or
an external drive, click [Save]. When [Save] is clicked, the screen as
shown below will appear.
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Save in: IE‘Zj Desktap j ﬁl

_,%‘ ty Computer
ﬁ My Documents
125 M etwark Meighbarhoad

File name: |ian-mar2EIEIEﬂ Save I
Save az type: IMiu:ru:usu:uft Excel Comma Separated Walues Filj Cancel |/
o

3. Select the drive you want to save the file in and give an appropriate
File Name for the file saved. Now you can click on [Save].

4. After the download of the file is completed, the screen as shown
below will appear.

Download complete B
[ S

== Liownload Complete

Saved:
card.cgy from 129.2.0.60

Dawnloaded: 364 KB in 3 zec
Dawnload to: Cyaw DO S SDesk. . Sjan-mar2003. cay
Transfer rate: 288 KB/Sec

™ iClose this dialog box when download completes

Open | Open Eolder | Cloze I

5. To view the file now, click [Open], else click [Close].

A sample of the file saved is as shown below.

Ed Microsoft Excel - card database

J File Edit Yiew Insert Format Tools Data wWindow Help

DEESRY sBREY --(@= 8@ 2 ‘0B 77U E=S=Hs %=
032 4| =[0

A [ B [ ¢ | o | E [ F | & | H [ 1 [ g | k [ L [ M | N |

1 |Card MumtFacility ca Card Farm User Mame Departmer User Field User Field Access GrAccess GrBinary Length ArmDisarm Holiday ScAllow Exit
2

3] 1 1] 2 %incent Lir 1] 1] 285 Z2E+14 25 255 1 1
4 2 a 2 Williarn Sil a a 285 4E+14 26 255 1 1
5] 3 a 2%.Y. Chot a a 285 TE+14 26 255 1 1
B | 4 a 2 Seng Chor a a 285 BE+14 26 255 1 1
e ] 1] 2 Tan Yarm L 1] 1] 255 ObO000O0C 25 255 1 1
8| g 1] 2 C. 5. Chey 1] 1] 255 0d000000C 25 255 1 1
= 7 a 2 Sow Huey a a 255 0.00E+00 26 255 1 1
10 g a 2 Jane Smith a a 255 1E+15 26 255 1 1
At a a 2 Anna Kara a a 285 1.3E+15 26 255 1 1
2] 10 1] 2 Tany Harri: 1] 1] 255 1.5EH5 25 255 1 1

The following details are saved in the database:
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Card Number - Limited to a length of 14 digits, consisting of 0 ~ 9.
Facility Code - Limited to a length of 5 digits, consisting of 0 ~ 9.
Card Format - Can be BOSCH-ADC Proprietary Card Format, Standard

26 bit Format or any other format, configurable up to a
total of 16 types of card formats. ‘2’ in the Card Format
column in the exported CSV file represents the second
listed card format in AEC. In this example, ‘2’
represents ‘Standard 26 bit Format’, as shown below.

| BOSCH-ADC Proprietary Fu:urmatj
BOSCH-ADC Froprietary Format =

Standard 26-hit Card Format
Standard 34-hit Card Format
Lindefined Card Farmat 4
Lindefined Card Farmat &
Lindefined Card Farmat b
Lindefined Card Farmat 7
Lindefined Card Farmat 8
Lindefined Card Farmat 9
LIndefined Card Farmat 10
Lndefined Card Farmat 11 -

User Name - Limited to a length of 30 alphanumeric characters,
including digits, alphabets, symbols such as # &
[1and space.

Department - Configurable up to 255 departments. ‘0’ in the
Department column in the exported CSV file means
that department is NOT selected for the cardholder. ‘1’
would mean that the department is the first listed in
AEC. In this example, ‘1’ represents 'R&D
Department’, as shown below.

Department # Description

*1 *R&aD Departrent

*z *acocounts Departrent

*3 *Enagineering Departrent

*4 *Service Department

*5 *Project Departrnent

*h *Production Departmnent

*7 *Zales/Marketing Departrment

*3 *Purchasing Departrnent
User Field 1 - Limited to a length of 20 alphanumeric characters,

including digits, alphabets, symbols such as # &

[ 1and space. When User Field 1 is configured as
‘Home Tel’, the heading ‘User Field 1’ in the exported
CSV file would appear as Home Tel. And for example,
the Home Tel of Vincent Lim is 67725490. In the CSV
file, it will appear as shown below.

BOSCH SECURITY SYSTEMS



CHAPTER 4 Card Assignment

4-21

| D L E F G |
User Mame Department(Hame Tel  JUser Field 2

Yincent Lim N__GB7725480)
William Sim 1
Y. %. Choo a
=eng Chong Sing 0
Tan Yam Ling 0

User Field 2

- Limited to a length of 20 alphanumeric characters,
including digits, alphabets, symbols such as # &
[ 1and space. When User Field 2 is configured as
‘Mobile’, the heading ‘User Field 2’ in the exported
CSV file would appear as Mobile. And for example,
the Mobile of Vincent Lim is 98904237. In the CSV
file, it will appear as shown.

o | e [ F | 6 [ H |

User Mame Departrnent Home Tel [P-_ﬂnbile ]Access Group A
Yincent Lim 6772549

0
Williarm Sirm 1
Y. Y. Choo 0
1]
1]

Seng Chong Sing
Tan Yarmn Ling

oo o oo

Access Group A

- Can be Unused, Full Access or any of the other 254
Access Group. ‘0’ in the Access Group A column in the
exported CSV file means that Full Access is selected.
‘255" means that Unused is selected.

In this example, Access Group A for Vincent Lim is
selected as Full Access, as shown below.

[ b [EJF[&] H |
User Mame  DepartrlUser Fillser Frﬂxt:cess Group A

YWincent Lim 1
William Sirmn 1
Y. . Choo 0

a
a

Access Group B

- Can be Unused, Full Access or any of the other 254
Access Group. ‘0’ in the Access Group B column in the
exported CSV file means that Full Access is selected.
‘255" means that Unused is selected.

In this example, Access Group B for Vincent Lim is
selected as Unused, as shown below.

| D JE]F [G] H | | |

User Mame  |DeparlUser FillserAccess Group A fAccess Group B
Yincent Lim 1 0 255

William Sim 1 a 285
Y. Y. Choa a a 255

Binary

Length

BOSCH SECURITY SYSTEMS



4-22 CHAPTER 4 Card Assignment

Arm/Disarm Zone - The number in the Arm/Disarm Zone column in the
exported CSV file represents the Alarm Zone that the user
can arm/disarm. The number representing the Alarm Zone
is as follows:-

e Alarm Zone1-0
Alarm Zone 2 — 1
Alarm Zone 3 -2
Alarm Zone 4 -3
All Alarm Zones — 5
User cannot arm/disarm any alarm zone — 255

Holiday Schedule -
Allow Exit Reader - ‘0’ indicates that the box for Allow exit reader usage only
in accordance with time schedules is NOT checked. ‘1’
indicates that the box for Allow exit reader usage only

in accordance with time schedules is checked.

Enrolment - ‘0’ indicates that the box for Cardholder can enable
enrolment operation in AEC is NOT checked. ‘1’
indicates that the box for Cardholder can enable
enrolment operation in AEC is checked.

One Time -

PIN Access - ‘0’ indicates that the box for Card + PIN is required on
keypad readers in AEC is NOT checked. ‘1’

indicates that the box for Card + PIN is required on
keypad readers in AEC is checked.

Extended Duration -

Start Date Selected - ‘0’ indicates that the box for Start Date in AEC is

NOT checked. ‘1’ indicates that the box for Start Date in
AEC is checked.

Start Year - The number in the Start Year column in the exported CSV
file represents the year stated for the card to take effect.

Start Month & Day -
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End Date Selected - ‘0’ indicates that the box for End Date in AEC is
NOT checked. ‘1’ indicates that the box for End Date in
AEC is checked.

End Year - The number in the End Year column in the exported CSV
file represents the year stated for the card to stop taking
effect.

End Month and Day -
Dual Card Assignment - ‘0’ indicates that the radio button for Dual Card not
assigned is selected. ‘1’ indicates that the radio button for
Dual Card presentation sequence is selected.

Dual Card Presentation | -
Sequence
Group ID -

Importing the Card Database

To import a card database file, refer to the steps below:-

1. To import the card database, select a CSV file using the [Browse...]
button or enter the directory and the file name directly in the space
provided beside Select a CSV file.

Select a 3V file: | Browse I Import |

2. Click on [Import]. A screen as shown below will appear.

Microzoft Internet Explorer E |

Do you want to clear the card databaze befare imparting?
Click Cancel to continue importing.
Mate: Thiz action iz ireversible,

Cancel |

3. Click [Cancel] to continue importing the file back into the controller.
Click [OK] to clear the card database before importing the file back
into the controller.
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The Search Function

The Card Assignment menu item has some useful built-in features that allow
user to search the card database for a particular card. User can search either
by Card Number, Name, User Field or an Empty Slot in the card database.

To find a particular Cardholder based on Card
Number.

If you wish to find a Cardholder’s details whose Card Number is known,
use the Search function as shown below. You have the option to search
by Name or Card Number or User Field by selecting from the Option
drop down box.

T
Search: | @%

Option: ICard Numberj

1. Enter the exact Card Number in the Search field.

2. Click the corresponding @ button.

During the Search By Card # function, one of the following cases can

happen:

a. If the card number specified is not configured in the card database,
the No such card number message appears, or

b. It will bring you directly to the Card Details page.

To find a particular Cardholder based on Name

If you wish to find a Card Number whose Name is known, use the Option drop
down box and select Name.

1. Enter the first few characters of the person’s name in the Search field

and click on the % button.

TIP: To speed up the search function, enter the exact full name of the
Cardholder you wish to find.

During the Search function, one of the following cases can happen:

a. If the name specified is not found in the card database, the No such
hame message appears, or

b. If the result has only one match, the Card Details page of the
Cardholder will appear, or

c. If the result yields more than one match, a window will appear below the
function field for further selection by user.
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We will elaborate on case ¢ as the first two cases are fairly straightforward
and easily understood.

In this example, we wish to search the database for Cardholder with the name
“John”.

1. Enter the word John in the Search field.

2. Click on the % button resulted in the following find.

Marmes Found: |J|:|hn d'Baitist i1i

The database contains two Cardholders whose name satisfied the word
“John”.

3. Click on the desired name in the Names Found box.

4. The name will appear in the Search field.

Search: |J|:|hn @

Optian: INElmE j

Marnes Found: lJ-:uhn d'BaEtistFi

5. Click on the @ button to go directly to the Card Details page of the
Cardholder.

To search for Empty Slot

1. Click on the corresponding Find button to conduct a search for empty
slot.

Batch Cards: .j?'ﬁ
Ermpty Slot: %

If an Empty Slot is available, it would show the blank Card Details.
However, if there is no more Empty Slot, the screen will display the 1-100
listing page.

BOSCH SECURITY SYSTEMS



4-26 CHAPTER 4 Card Assignment

To generate a Print Preview of the report

Once you have completed configuring the Card Assignment, a hardcopy can
be printed out. To print a particular cardholder or all cardholder’s parameter
settings, follow the procedure.

To generate a Card Assignment report

1. From the first web page of the Card Assignment menu item, click on the
. Card Assignment Report link.

( Card Database (‘.’_-

Card Assignment

Selection Criteria For Cards

Card #: | @

Mame: | @

If you wish to generate report pertaining to a particular Cardholder, enter the
Card number in the Card # field or Name in the Name field and click on the

% button. (These functions is similar to the Search By Card # and Search
By Name function, please refer to the section on To find a particular
Cardholder based on Card Number and based on Name respectively for
detail).

2. Click on the |E| button for a print preview of the report.
If you are generating all configured Cardholder’s detail, skip the Find
function.
The following screen-capture shows an example of the report.

NOTE: Only Cards that are entered into the database will be shown and
printed out.
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Return To Card Assignment Return To Selection Criteria
Bosch Security Systems Pte Ltd
38C Jalan Pemimpin Singapore 577130
Card Assignment Report
Tuesday, 0 Aug 2005 17:27:42
Legends
Fadl Coda - Faciity code
ArnngDizarm - Card holdar iz able vo ArmfDizarm
Haoliday Sch - Card helder must abida by holiday schedules (fo work in conjundion with Reader Options)
Exit Sch - Allow axit resder usage only in accordance with Himme schedulas
Card + FIN - Card + FIN is required on heypad readers
Ernzbla Envol! - Card bholder can anable anroliment oparation
Ora Fime Accass - Card holder with one Hime accass only
Frtanded - Extendad durstion for door accass
1-41 of 41
Ip Card # Name Card Format Arm/Disarm Zone
Facil Code Access Group A Alphkabet Holiday Sch Stark Date
Department Access Group B Mumber Exit Sch End Date
Enable Erroll One Time Access Dual Card Assigament Card + PIN Extended
EE 61240 May Standard 26 bit Format Mot Selectad =t
113 Full Access abed Seleded Mone
Undefined Unuzsed 1234 Selaced Mone
Departrnent
255
Mot Selected Mot Selected Second Card(Group ID:2E) Selected 0 zeconds
z 1 Card Mumber:l Standard 26& bit Format Mot Seleced S
u] Full Access Selected Mone
Mot Selecded  Unused Selaced Mone
Mot Selectad Mot Selacted Mot Assigned Selecad 0 seconds
<] 2 Card Number: 2 Standard 26 bit Format Mot Selected TE
i} Full Access Selected

If you are satisfied with the configuration and wish to print out a hardcopy,
click on the Print button located on the Toolbar of the web browser program.

Alternatively, click on the File and select Print.

3. To return to the Access Groups first web page, click on the

Go Back To Card Assignment link.

4. To generate a preview of other configuration, click on the

Return To Selection Criteria |ink.

Mone
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CHAPTER 5

Schedules

This chapter covers the step by step guide to set up Schedules parameters.
There are 255 programmable Schedules. Each Schedule defines 4 sets of
start and end time for 7 days in a week. Regular and Special Holiday have its
own 4 sets of time intervals. Schedules can be used in the following way:

® Schedules are allocated to Card Readers for Access Groupings. This
is to specify whether cardholders can access specific readers at
specific time or cardholders need to enter PIN at specific time.

® Schedules are allocated to the Card Readers to activate or deactivate
readers at specified time. It is also used to define whether PIN mode
will be used for the reader at specified time.

o It is used to define the time intervals to Arm / Disarm Alarm Zone.

® It is used to define the time intervals for triggering of the Output
Points. For example, this is used for scheduled triggering of lighting
utility for an area.

The implementation of Schedule makes the system very flexible as its
behaviour can be programmed to be different for different time of a day,
different days, or even during Holidays. A good example is cardholders have
to enter PIN only after office hours.

NOTE: All entries for time are based on 24-hour, 4-digits format.
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To activate Schedule

Since Schedules is the first menu item of the Card Access Admin group,
from the Home page, click on Card Access Admin or its icon button. However,
if you are in other menu item page, click directly on the Schedules hyperlink.

( Card Access Admin \s

Schedules

. Schedules Report

Schvedule # Description
Auto Lock(Unlock Door Schedule

Armn Mjsarm Alarm Contro

UndefineshNgchedule 7

Undeﬁned Sohedule &

Undefined Sche 2 Click HERE to list

Undefined Schedule
Undefined Schedule 11 Schedule # 129-255.
Undefined Schedule 12
Undefined Schedule 13

Undefined Schedule 14 ; ;
Undefined Schedule 15 Click HERE to list
Undefined Schedule 16 Schedule # 1-128.

Undefined Schedule 17
Undefined Schedule 18
Undefined Schedule 19
Undefined Schedule 20
Undefined Schedule 21
Undefined Schedule 22
Undefined Schedule 23

I [P [ [ [l [ [l [ [l [ [ [
et e o o o = T S L RO B

1. Click on the @ 1:128 o @ 123:255 |ink to ist the appropriate Schedule
range.

Alternatively, you can click on the a button, to go to 129-255 range

listings or the button, to go to the 1-128 range listings.
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To edit Schedule parameters

1. Click on the Schedule numbering or the Description text to proceed.

Schedule #: 3

Schedule Description: iAutD Lock-Unlock Door Schedule

Interwval 1 Interval 2 Interval 3 Interval 4
Start End Start End Start End Start End
Sund P,
undawy %
Ea
Monday 5
Fas
Tuesday g
Wwednesday /\
R
e
Thursday %
Friday ¥
Fo
Saturday ¥
Fen
Regular Hol ]
Special Haol \_,}

2. Highlight the default text and enter the Schedule Description.

3. Click on the ¥&¥ putton.

&
4. Click on the & button of the Day of Week (DOW), Regular Hol or
Special Hol row.
This will enable the whole row for editing as shown below.

Interval 1 Interval 2 Interval 3 Interval 4

CORY oo End Start End Start End Start End

Tao
Sunday -

0Ol o oo b OO

Regular Hol

O O O o o o 0o

Special Hol
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5. Click on the required field, starting from Interval 1 — Start, and enter the
appropriate time in 24-hour, 4 digits format.

6. Repeat step 5 until all applicable entries are entered.

7. If the time of operation is the same for Monday to Friday, click on the
Copy To check boxes to indicate a tick (¥ ) mark. This will duplicate the
setting to other DOW. To de-select the DOW, click on it again.

Interval 1 Interval 2 Interval 3 Interval 4

C%EY Start End Start End Start End Start End
Sunday r -—--- -—--- -—--- -—--- -—--- - -t -
. fe o [ fR T T T T
Tuesday v o= ==g== =ofes
wednesday I
Thursday I
Friday
Saturday
Regular Haol
Special Hol

To copy the entries in Monday field to other DOW.
In this case, Tuesday to Friday will have the same
entries as Mondav

=

8. Do one of the following: -

® To confirm the entries, click on the button.

o To clear the entries, click on the button.

° To cancel the operation, click on the button.
o To return to the first page, click on the E button.

9. Proceed to edit the other DOW or Holiday where applicable.
If the company does not operate during Sunday or Holiday, leave the
entries in these 3 fields unchanged as -- : --. This will indicate to the
Access Easy Controller that these are to be ignored.
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System Behaviour when using Schedule

The diagram below provides a graphical representation of the system’s
behaviour when a Schedule is used on the various functions.

Schedule configuration

Behaviour when applied to
Reader (Door)

Behaviour when applied to
Access Group

Behaviour when applied to
Card and PIN mode

Behaviour when applied to
Input Setup

Behaviour when applied to
Output Setup

Interval 1 Start : 0830hrs

Interval 1 End : 1730hrs.

0000 0830

1731 2359

Door
Locked

Door
Unlocked

Door
Locked

0000 0830

1731 2359

Access Control
Processing
De-activated

Access Control
Processing Activated

Access Control
Processing
De-activated

0000 0830

1731 2359

PIN code
required

PIN code not required

PIN code
required

0000 0830

1731 2359

Input Point
Armed

Input Point Disarmed

Input Point
Armed

0000 0830

1731 2359

Output

Point Off

Output Point On

Output

Point Off

Notice that all the functions toggle its state only at 1731hrs instead of 1730hrs.
The reason is that Access Easy Controller takes 17:30:59hrs as a valid End

time for 1730hrs.
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To generate a Print Preview of the report

Once you have completed configuring the required Schedules, a hardcopy
can be printed out. To print any one or all Schedules, select from the list box.

To generate a Schedule report

1. From the first web page of the Schedules menu item, click on the

. Schedules Report link

( Card Access Admin

Schedules

All Schedules

Schedule Description:

[

2. Select the desired Schedules from the list.

3. Click on the |§| button for a print preview of the report.
The following screen-capture shows an example of the report.

NOTE: Only Schedules # with interval settings will be shown and printed out.

Return To Schedules Return To Selection Criteris

Schedules ort
Tussday, 15 Sept 2005 151515

# Descriprtion Day

Bosch Security Systems Pte Ltd
28C Jalan Peninpin Singapore 577180

Interval 1
Starc

End

Interval Z
Startc

End

Interval 3
Start End

Interval 4
Start End

1 Auto Lock/Unlock Door Schedule Bun
Hon
Tue
Med
Thu
Fri
Satc
DIHol
SHol

Return To Schedules Return To Selection Criteris

0g:
0g:
os:
as:
0g:
0g:

20
20
20
20
20
20

lz:
lz:
1z:
1z:
lz:
13:

20
20
20
20
20
oo

13:
13:
13:
1z:

1t
1t
1t
1&

17:
17:
17:

20
20
20
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If you are satisfied with the configuration and wish to obtain a hardcopy,
click on the Print button located on the Toolbar of the web browser
program. Alternatively, click on the File and select Print.

4. To return to the Schedules web page, click on the 5o Back To Schedules
link.

5. To generate a preview of other configuration, click on the
Return To Selection Criteria |ink.
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CHAPTER 6

Access Groups

This chapter covers a step by step guide to set up the Access Groups. An
Access Group defines a list of readers within certain authorised time
periods (pre-defined Schedule) that the cardholders can access. This
means that only within this Schedule, cardholders with this access group
can access this reader. There are 254 programmable Access Groups.

In addition, there are two more unique access groups. They are the Full
Access group that allows cardholders to access all readers at all times,
usually reserved for the President, Chairman or Directors of the company
and the Unused group that prohibits cardholder to access any reader at all
times.

Access Group is implemented to simplify the process of assigning
cardholder’s access rights to each reader. Usually a group of cardholders
can access the same group of readers and usually using a common
Schedule. Rather than assigning each reader to one of the cardholder and
going through the same steps repeatedly, grouping of Access Group is
implemented.

It is highly recommended that detail planning be done before setting up the
Access Groups.

Each Access Group can configure up to 16 readers with each reader linked
to a Schedule.
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To activate Access Groups

Since the Access Groups is the first menu item of the Card Database
group, from the Home page, click on Card Database or its icon button.
However, if you are in other menu item page, click directly on the Access
Groups hyperlink.

1.

RERRRRREER LSRR R R i s o -

listings or the

( Card Database

Sales DepN4ccess Group
Marketing Cept Access Group

Undefined AccesNGroup 9
Undefined Access up 10
Undefined Access Grodm il
Undefined Access Group

{h;
Access Groups @

@ focess Groups Report

Click HERE to list Access
Group # 128-254.

Undefined Access Group 13
Undefined Access Group 14
Undefined Access Group 15
Undefined Access Group 16
Undefined Access Group 17
Undefined Access Group 18
Undefined Access Group 19
Undefined Access Group 20
Undefined Access Group 21
Undefined Access Group 27
Undefined Access Group 23
Undefined Access Group 24
Undefined Access Group 25
Undefined Access Group 26
Undefined Access Group 27
Undefined Access Group 28

Click HERE to list Access
Group # 1-127.

Click on the @1-127 o @128-254 |ink 1o list the appropriate Access
Groups ranges.

Alternatively, you can click on the a button to go to 128-254 range

button to go to the 1-127 range listings.
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To configure/edit Access Group parameters

1. Click on the numbering or the Description text to proceed.

( Card Database r"'
Access Groups

Access Sroup #: 2
Description: IEHtended Access Group
Description Schedule

1 ¥ Production Dept Entry Reader BAM-8FM
2 [T Production Dept Exit Reader 7777777
3 ¥ R & O Dept Entry Reader QAM-EFPM j
4 [~ Arming Reader Mo Schedule :J
5 [T Reader 5 Mo Schedule ;i
65 [T Reader 6 Mo Schedule j
7 [ Reader7 Mo Schedule =
g8 [T Reader 8 Mo Schedule :J

EE868

NOTE 1: The Reader's Description shown above is configured in Card Readers
setting. Please refer to the Chapter on Card Readers for details.

NOTE 2: Reader #2 is configured as Exit Reader for the Production
Department. Its operational behaviour will follow that of the Entry
Reader.

n

Highlight the default text and enter the new Description.

3. Click on the appropriate check boxes to indicate a tick (¥ ) mark, for
reader(s) to be assigned to this Access Group.

4. Select the appropriate Schedule, from the list, for each selected

Reader.

NOTE: The above example of Schedule selection (8 A.M — 8 P.M) indicates
when the Production Workers have access to the reader.

5. If you have completed the settings for the first 8 Readers, proceed to

the next 8 Readers (only if required) by clicking on the a button.
Repeat step 3 and 4.

[ |
6. To confirm the setting, click on button.

To generate a Print Preview of the report

Once you have completed configuring the required Access Groups, a
hardcopy can be printed out. To print any one or all Access Groups report,
select from the list box.
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To generate an Access Groups report

1. From the first web page of the Access Groups menu item, click on the
..ﬁ.ccess Groups Report link.

( Card Database ("'

Access Groups

Selection Criteria For Access Groups

Access Group Description: Access Group 1 A

2. Select the desired Access Group from the list.

3. Click on the |§| button for a print preview of the report.
The following screen-capture shows an example of the report.

NOTE: Only Access Groups that are defined will be shown.

Return To Access Groups Return To Selection Criteria

Bosch Security Systems Pte Ltd
2EC Jalan Pemimpin Singapore 577180

Access Groups BReport
Tuaesday, J0 Awy 2005 18:13-5&

# Access Group Reader Schedule Floor List
I Access Group 1 Reader 1 Schedule 255
Reader 2 Urdefined Schedule 1
Reader 3 Undefined Schedule 1
Reader 4 Urdefined Schedule 1
Reader 5 Undefined Schedule 1
Reader & Undefined Schedule 1
Reader 7 Urdefined Schedule 1
Reader § Undefined Schedule 1
Reader 9 Schedule 255
Reader 10 Schedule 255
Reader 11 Ma Schedule
Reader 12 Mo Schedule
Reader 13 Mo Schedule
Reader 14 Mo Schedule
Reader 15 Mo Schedule
Reader 16 Mo Schedule

Return To Access Groups Return To Selection Criteria
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If you are satisfied with the configuration and wish to print out a hardcopy,
click on the Print button located on the Toolbar of the web browser
program. Alternatively, click on the File and select Print.

4. To return to  the Selection Criteria, click  on the
Return To Selection Criteria link.

5. To return to the Access Groups first web page, click on the
Go Back To Access Groups link.
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CHAPTER 7

Holidays

This chapter covers the step by step guide to set up Holidays parameters.
Holiday parameters have to be set up only if the system operation
behaviour is required to be different during holidays. Some samples of how
the parameters affect the system operation behaviour are: -

o The controller unlocks a specific door during certain working hours of
the day. However, during a holiday, the door will remain locked the
whole day.

® A cardholder is allowed access to certain areas during working hours.
However during a holiday, the cardholder is not allowed access.

Holidays set-up consist of 64 Holidays selection, of which 32 are assigned
for Regular Holiday dates and the other 32 assigned to Special Holiday
dates. There is no difference between the operational behaviour of both
types. For simplicity, you may treat the Special Holiday set up for use
during the eve of a holiday.

Each Holiday # has the feature Include year in processing?, if it is set to
NO, the controller will not consider the Year during a date check. This is
very useful if the holiday date falls on the same date year after year e.g.
New Year day and Christmas Day, need to be defined only once. While
those holiday dates that varies from year to year has to be updated at the
beginning of the year, shall be selected to YES.

User can use this feature to ease the updating of holiday dates every year
by allocating, for example, the first 10 Holiday IDs for fixed holiday dates
and the rest of the IDs for variable holiday dates. In this way, user just need
to update on the variable holiday dates and skip the fixed holiday dates at
the beginning of the year.
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To activate Holidays

The Holidays can be activated only from the menu item page.

1. From any menu item page, click on Holidays hyperlink.

@ Reaular Holida
Regular Holiday &

AR RS Rl e R e R R S e e e o s e ra -

Card Access Admin

Undefined Regular M

@ =oecial Holdays
Description
rdefined Reqular Halithgy 2

Undefined Reqular HalidayNg
Undefied Reqular Holiday 4

Holidays

@ Reaular Holidays Report

Click HERE for Special

UndefinedRegular Holiday 5
Urndefined ReNular Holiday &
Undefined Regutsy Holiday 7
Undefined RegularNoliday &
Undefined Reqular Hotday 9
Undefined Reqular Holid3 10

Holiday listings.

Undefined Regular Holiday 11
Urndefined Regular Holiday 12
Undefined Regular Holiday 13
Undefined Regular Holiday 14
Undefined Reqular Holiday 15
Undefined Reqular Holiday 16
Undefined Regular Holiday 17
Urndefined Regular Haliday 18
Undefined Regular Holiday 19
Undefined Regular Holiday 20
Undefined Reqular Holiday 21
Undefined Reqular Holiday 22
Undefined Regular Holiday 23
Urndefined Regular Haliday 24
Undefined Regular Holiday 25

Click HERE for Regular
Holiday listings

2. Click on the @ReaularHolidavs o @ SpecialHolidavs |ink to list the
appropriate holiday type.

Alternatively, you can click on the a button to go to Special Holiday

listings or the

button to go to the Regular Holiday listings.
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To edit Holidays parameters

1. Select the appropriate Holiday Type.

2. Click on the Holidays numbering or the Description text to proceed.

( Card Access Admin i
Holidays
.Regular Haolidays .Sgecial Haolidays

Regular Holiday # Description

Mew Year Day

Undefined Reqular Holiday 2
Undefined Reqular Holiday 3
Undefined Reqular Holiday\t

fined Reqular Holida

Undefin egular Holiday &
Undefined R&gular Holiday 7
Undefined Requla\rm.hda\r 53
Undefined Reqular Holidewg
Undefined Regular Holiday 10
Undefined Regular Holiday 11

Undefined Reqular Holiday 13
Undefined Regular Holiday 14
Undefined Regular Holiday 15
Undefined Reqular Holiday 16
Undefined Reqular Holiday 17
Undefined Reqular Holiday 18
Undefined Reqular Holiday 19

Card Access Admin de
Holidays

Holiday Description: IUndefined Regular Holiday 1

ey e e
[2 5 [ I e [ IR 12 o e 1 ke 1 s

Regular Holiday #: 1

Current Holiday Date:

Mew Holiday Date: Cray: I vI Month:l vI Year:l vI

Include year in processing? i Yes = Mo

Select the appropriate Day from the list.

ok ow

processing) field.

6. If the Holiday date is fixed, then click on the radio button of the Include

year in processing? to No, otherwise click Yes.
7. Do one of the following: -

||
° To confirm the entries, click on the button.

L]
° To clear the entries, click on the button.

® To cancel the operation, click on the button.

. Reqular Holidays Report

Click on either one of the
Undefined Reqular Holiday 12 links of the same row.

Highlight the default text and enter the new Holiday Description.

Do likewise for the Month and the Year (if the year is required for
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° To return to the first page, click on the E button.
8. Proceed to configure other Holiday dates where applicable.
The example below shows selection of Regular Holiday #2 used for

Christmas Day in the year 2000. Since the date always fall on the
December 25th, the Include year in processing? was set to No.

( Card Access Admin \s
Holidavs

Regular Haliday #: 2

Holiday Description: IChristmas Daw

Current Holiday Date: 25 Dec

Mew Holiday Date: Dravy: |25 "I Month:lDeu: "i Year:l vl
Include year in processing? = res

The year is not taken
into consideration.
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To generate a Print Preview of the report

Once you have completed configuring the required Holidays, a hardcopy
can be printed out. To print any one or all Holidays (Regular or Special)
configuration, select from the list box.

To generate a Holidays report

1. From the web page of the Holidays menu item, click on the link. Either
. Regular Holidays or . Special Holidays i)l be shown.

( Card Access Admin d
Holidays

tion Criteria For Holidays - Regular Holidays

ar Holiday Description : All Holidays j

2. Select the desired Holiday from the list.

3. Click on the |§| button for a print preview of the report. The following
screen-capture shows an example of the report.

NOTE: Only Holiday # with date setting will be shown.

Return To Holidays Return To Selection Criteria

Bosch Security Systems Pte Ltd
28C Jalan Pemimpin Singapore 577180

Regular Holidays Report
Wednesdey, 1 Aug 2005 O0:-29:29

# Description Date

1 christmas 24 Dec 2005

Return To Holidays Return To Selection Criteria
If you are satisfied with the configuration and wish to print out a hardcopy,
click on the Print button located on the Toolbar of the web browser
program. Alternatively, click on the File and select Print.

4. To return to the Holidays web page, click on the Go Back To Holidays |ink,

5. To generate a preview of other configuration, click on the
Return To Selection Criteria |ink.
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CHAPTER 8

Door Control

The Door Control is one of the menu items of the Manual Control
Group. It allows user to check the status of all the doors and send a
command to either momentarily unlock or permanently unlock / lock the
door without having to be at the door location.

As this is a control operated by a user manually, it has priority over the
control set by the system. However, the system will take over and
resume normal operation once it encounters a valid Schedule Interval.

We show an example to illustrate the condition.
The setting for Interval 1 is Start — 0830hrs and End — 1730hrs.
Interval 2,3, and 4 has no setting.

0830hrs 1731hrs
Door Status >
according to oor Door Unlocked Door
Schedule Locked Locked

Manual Door
1. Unlock Door at 0730hrs 3. Lock Door at 1230hrs

Control 2. Lock Door at 0800hrs 4. Unlock Door at 1315hrs
command sent

0000hrs 0830hrs 1731hrs 2359hrs

Resultant
Door Status

0730hrs 0800hrs  1230hrs 1315hrs

Legend:

I:l Door is permanently unlocked

Door is permanently locked

Notice that the system resume normal operation as according to
Schedule at 0830hrs and 1731hrs.
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To activate Door Control

There are various ways to activate the Door Control menu item. They are: -
1. From the Home page, click on Manual Control or its icon button.

2. From the View Activity page, click on Door Control hyperlink.

3. From any of the menu items page of the Manual Control Group.

Manual Control

Door

Description

Production Dept Entry Reader
Production Dept Exit Reader
Reader 3

Reader 4

Reader 5

Reader &

Reader 7

Reader 8

Reader 9

Reader 10

Reader 11

Reader 12

Reader 13

Reader 14

Reader 15

Reader 16

#
1
z
3
4
5
&
7
g
9

[ R R S S S
L T T S T A

Current Status

Locked - Closed
Locked - Closed
Locked - Closed
Locked - Closed
Dioor Held Open
Dioor Held Qpen
Dioor Held Qpen
Door Held Open
Dioor Held Open
Door Held Open
Coor Held Qpen
Dioor Held Qpen
Dioor Held Open
Dioor Held Qpen
Dioor Held Qpen
Door Held Open

Door Control

. Input Cantral . Dutput Contral .

Reset APB @  vicw Activit

Manual Actions !}

(%) Mo Change (O Unlock () Momentarily Unlock
{#) Mo Change () Unlock () Momentarily Unlock
(=)Mo Change () Unlock () Momentarily Unlock
() Mo Change O Unlock O Momentarily Unlock
(¥ Mo Change () Unlack (O Marnentarily Unlock
%) Mo Change (O Unlock () Mamentarily Unlock
(%) Mo Change () Unlack () Mamentarily Unlock
(%) Mo Change (O Unlack () Marmentarily Unlock
(%) Mo Change (O Unlock () Momentarily Unlock
{#) Mo Change () Unlock () Momentarily Unlock
(=)Mo Change () Unlock () Momentarily Unlock
() Mo Change O Unlock O Momentarily Unlock
() Mo Change (O Unlock () Momentarily Unlock
%) Mo Change (O Unlock () Mamentarily Unlock
(%) Mo Change () Unlack () Mamentarily Unlock
(%) Mo Change (O Unlack () Marmentarily Unlock

(BES

The following paragraphs provide some description of what will you see

on the web page.

Current Status: provide user with the current status of the door. There

are 5 door control status.

Status

Description

Locked — Closed

Indicates that the door is locked permanently.

Unlocked — Open

Indicates that the door is unlocked and open.

Unlocked — Closed

Indicates that the door is unlocked and close.

Door Forced Open

Indicates that door is forced open.

Door Held Open

Indicates that door is held open beyond a
period of time( Exceeded the time settings of
Door Open Timer)
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Manual Actions: provide user with radio buttons selection of what
manual action to perform.

The description of the second radio button is the opposite of the current
status and it will toggle between Lock and Unlock.

The third radio button, Momentary Unlock, is used to send a command to
momentarily unlocked the door for a duration as specified by the Door
Strike Timer. This command is only effective when the current status of
the door is Locked.

NOTE: Only readers configured as Entry Readers will be shown on the web
page.

To control the Doors manually

1. Select the desired action radio button(s) (see NOTE 1).

2. Click on either or G button to send the command.

The web page will refresh to reflect the new status.

NOTE 1: Select only door(s) that you want to send command to.

NOTE 2: The current status of the door for a Momentarily Unlocked command
will not show the true status after the Door Strike Timer has elapsed,

—=
unless the user refreshes the web page by click on the button.
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CHAPTER 9

Input Control

The Input Control is one of the menu items of the Manual Control
Group. It allows user to check the status of all the Input Points assigned
to specific Alarm Zones and to send a command to Arm / Disarm the
Zone manually.

As this is a control operated by a user manually, it has priority over the
control set by the system. However, the system will take over and
resume normal operation once it encounters a valid Schedule Interval.

For configuration of system control, please refer to the Chapter on Input
Point Setup.

Before we begin, we show an example to illustrate the operational
behaviour. The setting for Interval 1 is Start — 0830hrs and End —
1730hrs.

Interval 2,3, and 4 has no setting.

Schedule # Interval 1

0000 0830 1730 2359

Alarm Zone Status
according to Alarm Zone Alarm Zone Alarm Zone
Schedule Armed Disarmed Armed

Manual Input

1. Disarm Zone at 0730 3. Arm Zone at 1230
Control command

2. Arm Zone at 0800 4. Disarm Zone at 1315
sent
0000 0830 1730 2359
Resultant Alarm
Zone Status
0730 0800 1230 1315

Legend:

I:I All Input Points within the Alarm Zone are DisArmed.

I:I All Input Points within the Alarm Zone are Armed.

Notice that the system resume normal operation as according to
Schedule at 0830hrs and 1731hrs.
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To activate Input Control

There are various ways to activate the Input Control. They are: -

1. From any menu item page, click on Input Control hyperlink.

2. From the View Activity page, click on Input Control hyperlink.

3. From any of the menu items page of the Manual Control Group.

( Manual Control

Input Control

. Door Contral . Dutput Contral . Reset APB . Wiew Activity

@11 @173z @ alarm Fone 1 @ tlarm Fone 3 @ 2larm Fone 4

Current

Input - -
Status Manual Actions E

#

Description

1 Input Point 1 Disarmed - Low & Mo Change {0 Arm Now
2  Input Point 2 Disarmed - Low alarm Zone 1

3 Undefined Input Paint 3 Disarmed - Low % Mo Change { Arm MNow
4 Undefined Input Point 4 Disarmed - Low * Mo Change {7 Arm MNow
5 Undefined Input Point 5 Disarmed - Low  * Mo Change  { Arm Now
& Undefined Input Point 6 Disarmed - Low Mo Change {0 Arm Now
7 Undefined Input Point 7 Cisarmed - Low  * Mo Change 0 Arm Now
8 Undefined Input Point 8 Disarmed - Low & Mo Change {0 Arm Now
9  Undefined Input Point 9 Cisarmed - Low & Mo Change {7 Arm Now
10  Undefined Input Point 10 Disarmed - Low & Mo Change {7 Arm Now
11 Undefined Input Point 11 Disarmed - Law % Mo Change { Arm MNow
12 Undefined Input Paint 12 Disarmed - Law (% Mo Change (0 Arm Mow
13 Undefined Input Point 13 Disarmed - Low  * Mo Change  { Arm Now
14 Undefined Input Point 14 Disarmed - Low & Mo Change {0 Arm Now
15 Undefined Input Point 15 Cisarmed - Low  * Mo Change 0 Arm Now
16  Undefined Input Paoint 16 Cisarmed - Low & Mo Change {0 Arm Now

(DESE3

This is the View Status page. It allows user to view the current status of all
assigned Input Points and the respective Alarm Zone the Input Points
belongs to.

NOTE: Only Input Points that are not controlled specifically based on

Schedule will be shown on the web page.
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Description provides the grouping of the Input Point, if any. The horizontal
strip in blue provides the Alarm Zone to which the Input Points belong. The
Alarm Zones are separated by a blue line. Independent Input Points do not
belong to any Alarm Zone. In this case, Input Point 2 belongs to Alarm
Zone 1. Input Point 1 is an independent input point.

The table below describes the possible grouping of the Input Point.

Alarm Zone 1

Input Points in Alarm Zone 1 are displayed together.
They are to be armed / disarmed together.

Alarm Zone 2

Input Points in Alarm Zone 2 are displayed together.
They are to be armed / disarmed together.

Alarm Zone 3

Input Points in Alarm Zone 3 are displayed together.
They are to be armed / disarmed together.

Alarm Zone 4

Input Points in Alarm Zone 4 are displayed together.
They are to be armed / disarmed together.

Independent
Input Point

These are Independent Input Points which can be
armed / disarmed by itself.

Current Status column provides us with the current input point status.

The table below describes the possible status of the Input Point.

Current Status

Description

Armed

The respective Input Point is Armed.

Disarmed - Low

The respective Input Point is Disarmed and its current
status is close.

Disarmed - High

The respective Input Point is Disarmed and its current
status is open.

Alarm

An Alarm is detected from the Input Point.

Bypassed - Low

The Input Point has been bypassed though the alarm zone
is armed. This situation can only happen when the input
point status is close while the alarm zone is armed.

Bypassed - High

The Input Point has been bypassed though the alarm zone
is armed. This situation can only happen when the input
point status is open while the alarm zone is armed.

Manual Actions column provides the check box for selection of the input
points to issue the command.

There are 2 types of action command available:

& This icon means that by selecting the check box, an
Arming command will be issued when submitted.

==zi This icon means that by selecting the check box, a

' Disarming command will be issued when submitted.
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To control (Arm/Disarm) an Input Point

These are Input points that are not included in any of the 4 Alarm Zones
nor are it controlled by Schedule. They are independent points that could
be armed or disarmed manually.

( Manual Control

Input Control

. Door Cantrol .
@L1ic

@17z

Dutput Contro

@ 2larm Zone 1

@ Resetere

@ 2larm Fone 3

@ 2larm Fone 4

Wiew Ackivity

In;ut Description ES";::ET: Manual Actions

1  Input Point 1 Disarmed - Low % Mo Change  § Arm Mow
7 Input Point 2 Cisarmed - Low Alarm Zone 1

3 Undefined Input Paint 3 Disarmed - Law % Mo Change € Arm Mow
4  Undefined Input Point 4 Disarmed - Law & Mo Change € &rm Mow
5  Undefined Input Point 5 Disarmed - Law Mo Change € &rm Mow
& Undefined Input Point & Disarmed - Low % Mo Change {0 Arm Mow
7 Undefined Input Paint 7 Disarmed - Low & MNo Change &rm Mow
& Undefined Input Paint Disarmed - Law % Mo Change € Arm Mow
9 Undefined Input Point 9 Disarmed - Law & Mo Change € &rm Mow
10  Undefined Input Point 10 Disarmed - Law Mo Change € &rm Mow
11  Undefined Input Paint 11 Disarmed - Law % Mo Change € Arm Mow
12  Undefined Input Point 12 Disarmed - Law & Mo Change € &rm Mow
15 Undefined Input Point 13 Disarmed - Law Mo Change € &rm Mow
14 Undefined Input Point 14 Disarmed - Low % Mo Change {0 Arm Mow
15 Undefined Input Point 15 Disarmed - Low & MNo Change &rm Mow
16 Undefined Input Point 16 Disarmed - Low  *  No Change = Armn Mow

Input Points that
does not belongs to
any Alarm Zone

(DEIE3 \T

1. Click on the appropriate link, @®1:16 o @17:32 {5 display the correct

range of Input Points. Alternatively, you can click on the a or c
button.
2. Select the desired radio button(s) (see NOTE 1).

3. Click on either or G button to send the command.

The web page will refresh to reflect the new status.

NOTE 1: If the current status of the Input Point is Armed, the Manual Action will

" Disarm Mow

shows , which means you could send a disarm

command to this input when the G button is click. Likewise, if the
Input Point is currently Disarmed, the Manual Action will shows
= Arm Mow
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To control (Arm/Disarm) the Alarm Zone

1. Click on the appropriate Alarm Zone link to display the list of Input
Points configured to that zone. For example, click on the

@ dlarm Zone 3 only list those Input Points configured for Alarm
Zone 3 as shown below.

( Manual Control (E
Input Control £V

@ Door contral @ outout contral @  Resetare @  view activit

.1-16 .1?-32 ..D.Iarm Zone 1 . Alarm Zone 2 ..D.Iarm Zone 3 . Alarm Zone 4

In#put Description ES'L:::;:T: Alarm Zone Description
3 R&aD Disarmed - High Alarm Zone 3
31 Input Point 31 Disarmed - High Alarm Zone 3
32 InputPoint 32 Disarrmed - High Alarm Zone 3

2. Click on the l_ button to arm the Input Points within the Alarm Zone.
The web page will refresh to reflect the new status and the button

changes to ===Ei , clicking on it will Disarm all the Input Points within the
Alarm Zone.

BOSCH SECURITY SYSTEMS



9-6 CHAPTER 9 Input Control

This Page Intentionally Left Blank

BOSCH SECURITY SYSTEMS



CHAPTER 10 Output Control 10-1

CHAPTER 10

Output Control

The Output Control is one of the menu items of the Manual Control
Group. It allows user to check the status of all the Output Points and
send a command to turn On / Off the points manually. However, if the
Output Point is linked to an Input Point as a Status Output, the status will
not be indicated here.

As this is a control operated by a user manually, it has priority over the
control set by the system. However, the system will take over and
resume normal operation once it encounters a valid Schedule Interval.

For configuration of system control, please refer to the Chapter on
Output Setup.

Before we begin, we show an example to illustrate the operational condition
The setting for Interval 1 is Start — 0830hrs and End — 1730hrs.
Interval 2,3, and 4 has no setting.

0830hrs 1731hrs
Output Status
according to Output Off Output On Output Off
Schedule
Manual Output
Control 1. On Output at 0730hrs 3. Off Output at 1230hrs
ontro 2. Off Input at 0800hrs 4. On Output at 1315hrs
command sent
0000hrs 0830hrs 1731hrs 2359hrs

Resultant
Output Status

0730hrs 0800hrs  1230hrs 1315hrs

Legend:

I:l Output Pointis On
I:l Output Point is Off

Notice that the system resume normal operation as according to Schedule
at 0830hrs and 1731hrs.
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To activate Output Control

There are various ways to activate the Output Control. They are: -
1. From any menu item page, click on Output Control hyperlink.

2. From the View Activity page, click on Output Control hyperlink.
3. From any of the menu items page of the Manual Control Group.

( Manual Control

Output Control

. Coor Control . Input Control . Reset APB . Wiew Ackivit

@i @i

DU?Ut Description csl::';;fl';t Manual Actions !}
1 Simulation of Alarm Sensor #1 Off v Mo Change ¢ ¢~ Duration On
2 Simulation of Alarm Sensor #2 Off ¢ Mo Change ¢ ©n ¢ Duration On
3 Simulation of Alarm Sensor #3 Off ¢ Mo Change ¢ On ¢~ Duration On
4 Warehouse Lighting on ¢ Mo Change ¢ Off ¢ Duration Off
5 CCTVY Activation Off ¢ Mo Change ¢ ©n ¢ Duration On
6 Undefined Output Point & Off ¢ Mo Change ¢ ©n ¢ Duration On
7 Undefined Qutput Point 7 Off tv Mo Change ¢ ©n ¢ Duration On
&  Undefined Qutput Point 8 Off tv Mo Change ¢ ©n ¢ Duration On
2 Undefined Qutput Point 9 Off tv Mo Change ¢ ©n ¢ Duration On
10 Undefined Qutput Point 10 Off ¢ Mo Change ¢ ©n ¢ Duration On
11 Undefined CQutput Point 11 Off ¢ Mo Change ¢ On ¢ Duration On
1z Undefined Qutput Point 12 Off ¢ Mo Change ¢ ©n ¢ Duration On
13 Undefined Qutput Point 13 Off ¢ Mo Change ¢ ©n ¢ Duration On
14  Undefined Qutput Point 14 Off v Mo Change ¢ ©n ¢ Duration On
15  Undefined Output Point 15 Off tv Mo Change ¢ ©n ¢ Duration On
16 Undefined Qutput Point 16 Off tv Mo Change ¢ ©n ¢ Duration On

]

The following paragraphs provide some description of what you will see
on the web page.

Current Status: provide user with the current status of the Output
Points. On status indicates that the Output Point is “on” and Off status
indicates that the Output Point is “off”.

Manual Actions: provide user with radio buttons selection of what
manual action to perform.

The description of the second radio button is the opposite of the current
status and it will toggle between On and Off.

The third radio button, Duration On or Duration Off, which is the opposite
of the current status, is used to send a command to turn on or turn off the
Output Point for a duration as depicted in the Duration field in Output
Setup menu item. Please refer to the Chapter on Output Setup for detail.
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To control the Output Points

4. Click on the appropriate link, @21:16 or @17-32 15 display the correct

range of Output Points. Alternatively, you can click on the a or

c button.

5. Select the desired radio button(s) (see NOTE 1).

6. Click on either or G button to send the command.

The web page will refresh to reflect the new status.

NOTE 1: Select only Output Point(s) that you want to send command to.

NOTE 2: The current status of the Output Point for a Duration On or Duration
Off command will not show the true status after the Duration has
elapsed, unless the user refreshes the web page by clicking on the

button.
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CHAPTER 11

Reset APB

The Reset APB is the final menu item of the Manual Control Group. It
allows user to reset the Anti-Passback (APB) feature once it is violated.

NOTE: This feature is applicable to Full and Soft Anti-Passback only.

Please refer to the Chapter on Card Readers, Anti-Passback Settings.

If Full APB is used, this command will reset the violation and allow
violator(s) to access or exit the controlled door. However, if Soft APB is
used, this command will reset the Activity transactions for “Access Granted,
Soft APB” and “Exit Granted, Soft APB” for violator's subsequent access or
exit respectively.

User is given the option to reset the APB violation with the following
combination: -

o By Card number with respect to (wrt) Reader / All Readers, or
® By Name with respect to Reader / All Readers, or
® By All Card numbers with respect to Reader / All Readers.
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To activate Reset APB

There are various ways to activate the Reset APB menu item. They are: -
1. From any menu item page, click on Reset APB hyperlink.

2. From the View Activity page, click on Reset APB hyperlink.

3. From any of the menu items page of the Manual Control Group.

( Manual Control (E
Reset Anti-Passback =

. Door Control . Input Cantral . Sutput Control . Wiew Activit

APE Report
Reset Anti-Passhack
By Card

Card NMumber: I

Facility Code: ID

Card Format: IAII Card Formats j

By Mame

Search: I %
Option: IName 'l

By Reader

Cescription: If’-\ll Readers_"J

To reset APB based on Card Number wrt Reader / All Readers

To Reset APB based on Card Number, you must know the following, Card
Number, its Facility Code, and its Card Format.

1. Enter the Card Number of the APB violator.

2. The number in the Facility Code field is configured in Panel Setup,
Default Settings, if the code is different from the default, then change it.

3. Select the Card Format from the list.

4. Select the Reader from the list. If you want to Reset APB wrt all
readers, select All Readers.

5. Click on the . button to proceed.
If the command is executed successfully, a message indicating APB
reset by card & zones with respect to reader / all readers will be
displayed.

6. Click on the button to return.
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To reset APB based on Name wrt Reader / All Readers

1. Enter a character, a portion, or the full name and click on the %
button.
If a match is found that satisfied the entry, a window will appear with the

Names. For example, enter John and click % button resulted in: -

By Mame

Search: | %

John d'Baptist
John

Option: INar‘nE "I

2. From the window, select the appropriate name.
The selected name appears in the Name field.

3. Select the Readers from the list. If you want to Reset APB with respect
to all readers, select All Readers.

Mames found:

L

4. Click on the button to proceed.
If the command is executed successfully, a message indicating APB
reset by name & zones with respect to reader / all readers will be
displayed.

5. Click on the button to return.

To reset APB by All Card numbers wrt Reader / All Readers

1. Select the Readers from the list. If you want to Reset APB with respect
to all readers, select All Readers.

L

2. Click on the button to proceed.
If the command is executed successfully, a message indicating APB
reset by all cards & zones with respect to reader / all readers will be
displayed.

3. Click on the button to return.
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To generate a Print Preview of the report

The APB Zones report allows user to know which cardholder is in the APB
Zone at the time of the preview. Should there be a need to Reset APB for a
particular cardholder, the user can use this report to verify that the
cardholder has actually violated the APB and not due to other condition
such as an Expired Card Number.

To generate APB Zones Report

This report shows who are the cardholders still in the APB zones. When a
cardholder enter an APB zone, by opening a door from an APB entry
reader, he will be registered in the system as present in the APB zone
governed by the APB entry reader. Similarly, when he exit the APB zone,
by opening a door from an APB exit reader, he will be de-registered in the
system as been present in the APB zone governed by the APB exit reader.

1. From the first web page of the Reset APB menu item, click on the
.F'-F'En Zones Report  |ink.

( Manual Control (E
Reset Anti-Passback A

APB Zone: iA” Zones v|

_,

2. Select the desired Zone from the list.

3. Click on the |§| button for a print preview of the report.
The following screen-capture shows an example of the report.

Feturn to View Activity Return To Reset APB Return To Selection Criteria

Bosch Security Systems Pte Ltd
ZFE8C Jalan Penminpin Singapore E77180

APB Report
Wednesdey, I1 Awg 2005 14:00:-47

APE Zone :© All Zones

No Card §§ Name Zone
1 ZET43 Bill Les TH Zone Z
z 23741 Micheal Gordon Zone 1

Return to View Activity Return To Reset APE Return To Selaction Criteria
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If you wish to print out a hardcopy, click on the Print button located on the

Toolbar of the web browser program. Alternatively, click on the File and

select Print.

4. To return to the Reset APB web page, click on the Return To Reset APB
link.

5. To return to the view activity page, click on the Beturn to View Activity |jink

6.

7. To generate a preview of other zone, click on the
Return To Selection Criteria |ink.
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CHAPTER 12

Database Backup

This menu item allows user to choose two options, Backup Database to the
Flash Memory or to the PC.

Backup Database To Flash Memory allows user to overwrite the database
in the flash memory with the current parameters in the Dynamic Random
Access Memory (DRAM). The flash memory acts as a permanent storage
just like the computer’s hard disk drive. Every time a Reboot is initiated, the
Access Easy Controller software will access the flash memory for
parameter setting, card database, ...etc. User is given the option to allow
the Access Easy Controller to carry out an automatic backup at specific
time of the day or to do it manually.

Backup Database To PC provides downloading of information which
relates to the setting up of Access Easy Controller, for example: -
Schedules details, Card Readers parameters...etc. It also allows user to
download the history of the Activity and Attendance in Comma Separated
Variable (CSV) format.

With the downloading, user can save the parameters (in encrypted zipped
file) and the transactions as a backup on your computer hard disk or other
external storage media, or floppy diskette.

WARNING!

This function required at least 2-3 minutes to complete. During this period, please
do not switch off power to the Access Easy Controller or close your Web Browser
application. You MUST wait till the downloading page appears before you could
proceed to other page or close the Web Browser application. |If this step is not
followed, the backup operation will not be completed.
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To activate Database Backup

The Database Backup can be activated only from the menu item page.
1. From any menu item page, click on the Database Backup hyperlink.

( Panel Admin (@
Database Backup

Backup database
To Flash Memory

Daily Backup Schedule: Hour w Minute: w H
To PC

Systermn Database Backup:

Zave a backup copy of current RAM system database to your P,

Activity, Audit Log and Attendance Records Backup:

Zave a backup copy of current RAM activity, audit log and attendance records to your PC,

To define Daily Backup Schedule

1. Select the appropriate hour from the list.
2. Select the appropriate minute from the list.

=
3. Click on the &£

If you wish to disable this feature, select the “blank” for both Hour and
Minute field as illustrated below.

button to confirm.

Backup database
To Flash Memory

Daily Backup Schedule: Hour w Minute: w H
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To Backup System Database To PC

This process involves two stages, when activated; the software will collect
all parameter settings and zipped them up in an encrypted file called
db_tar.gz. This encrypted file is only recognisable by the access easy
controller thus providing security of its contents.

WARNING!

This function required at least 2-3 minutes to complete. During this period,
please do not switch off power to either the computer or the Access Easy
Controller.

1. Click on the l l button and the system will start backing up the
System Database into the encrypted file. Once that is done, the
following web page appears.

( Panel Admin r@
Database Backup

System Database Backup
Title File Size (Bytes) Perform Download

db_tar.gz 35816 [ P

The web page shows the file name db_tar.gz with the file size.

2. Position the mouse pointer over the animating floppy diskette-like &
icon and do a right click.

3. Select Save Target As.. from the selection box.
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CHAPTER 12 Database Backup

Open Link,
COpen Link in Mew 'Window

Sawe Target As...

Erint T arget

S hc Eictire

Save Ficture Az,

Set az Wallpaper

Set as Deskiop [tem...

s

Copy

Copy Shortcut
Easfe

Add ta Eavarites. .

Fropertiez

The Save As dialog box appears.

Savejn:l@ Desklap j ] El

_5‘ ty Computer T &we _Files

ﬁ ky Documents _1C Cube | Jpeg
Metwark Meighborhood G Cite 1 Mutate
_11dat1 Haliday 1 Cursors Gd Mew Folder
_1ADC Yersion 1 Diskette 1 Mew PYDatal
_1ADT Yersion 1 Dutch webCASt 1 P Histary

/| | i

File narme: I Save I
Save az type: IWinZip File j Cancel |
=

The function of the Save As dialog box is the same as any Windows
95/98/NT software application, so it is very easy to select the destination
location of the zip file.

NOTE: Do not change the default file name of the file. The Access easy
controller will not recognise it when you port it back for database
recovery purpose.

4. Click on the button to proceed.

5. Click on the c button to return to the Database Backup web page.

Note : Some of the Web Browser application need only to click on the icon
and it will prompt you immediately to save or to open the file. If that is
the case choose the save option.
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To Backup Activity, Audit log and/or Attendance
Records to PC

1. Click on the l ! button. The following dialog box appears for
confirmation.

Microzoft Internet Explorer |

@ D atabaze backup will take 2-3 minutes. Proceed?

Cancel |

2. Click on the OK button to proceed.
The access easy controller software will update the activity.csv,
auditlog.csv and attendance.csv file before showing the next web page.

( Panel Admin {*
Database Backup

Audit Log and Attendance Records Backup

Title File Size (Bytes) Perform Download
activity csv 469279 iE-
auditlog.csy 12073 B
attendance.csy 0 ab

=

3. Position the mouse pointer over the appropriate animating floppy

diskette-like & icon and do a right click.
4. Select Save Target As.. from the selection box.

Open Link
Open Link in Mew Window

Save Target As...

Print T arget

ShowFictune

Save Picture Az

Set az Wallpaper

Set as Desktop ltem..

(S

Copy

Copy Shortcut
Easie

Add to Favorites. ..

Froperties

The Save As dialog box appears.
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Save in: I@ Deskiap j ﬁl

_%‘ ty Computer [ Awe [ 1Files

N ty Documents [C1C Cube ca Jpeqg

.'-_?E M etwark, Meighborbiood Q Crhy [ Mutate

1 1dat1 Holiday [ Cursars G] Mew Folder
_ 1 4DC Yersion [ Diskette 1 Mew PVD atal
_ 1 ADT Yersion [ Dutch webCASt [P Histary

L« | ]

File name: IM Save I

Save az type; IMin:ru:usu:uft Excel Comma Separated ' alues Filj Cancel |
o

The function of the Save As dialog box is the same as any Windows
95/98/NT software application, so it is very easy to select the destination
location of the csv file.

5. Click on the button to proceed.

6. Click on the c button to return to the Database Backup web
page.
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CHAPTER 13

Panel Setup

This chapter covers a step by step guide to set up the Panel Setup.
In the Panel Setup, user is allowed to set the following configuration: -

o Network Settings,

Input Point Configuration,
Set Date & Time Setting,
Auto Logout Timer,

Audit Log,

Default Settings,

Card Format,

Company Profile, and
Email/SMS Configuration.
Email Server Settings
Dial in IP Settings
Access Easy Master Settings
SMS Server Settings
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To activate Panel Setup

The Panel Setup can be activated only from the menu item page.
1. From any menu item page, click on Panel Setup link.

( Panel Admin {0
Panel Setup

. Metwork Settings . Input Point Sonfiguration . Set Date & Time

. futo Logout Timer . Audit Log . Default Settings

. Card Format . Company Profile . ErnailfSMS Configuration
.Email Server Settings .Dial In IP Settings .P.EMC Settings .SMS Server Settings
Network Settings

Panel's IF Address: Iﬁ |2_ Il_ ’ I?

Panel's IP Metmask: 255 L |255 IU_IU_
Panel's Gateway: 129, |2_ : ID_ 2 ﬁ
Remote PC Address
# IP Address PC Name
1 Iﬁ . |2_ . ID_ A Iﬁ |remntehn:|st1
2 129). |2_ ] ID_ # W IrematehastE
3 129]. |2_ Q IU_ i IE IrematehastB

= E3E3

Network Setting

This configuration allows user to configure the Panel’s IP, Netmask, and
Gateway Address. Each Access Easy Controller comes with 2 LAN ports,
they are labelled as LAN1 and LAN2. These LAN ports are physically
indiviual ports that have its own IP address.

LANT1 is connected to the network where the Access Easy Controller are
accessed by other workstations, this is usually the office network. LAN2 is
cater for further expansion.

BOSCH SECURITY SYSTEMS



CHAPTER 13 Panel Setup 13-3

End-Uszer PC End-User PC

Aocess Basy Controller

Hub ME’

LAN1

In addition, user can define 3 Remote PC Addresses for ftp purposes and
the address of the email server. User using Data Collector will also need to
include the PC(IP Address) running the Data Collector software as one of
the remote PC.

To Configure LAN 1 Network Setting

1. Click on the Network Setting to go to the Network Setting page. The IP
Address setting presented is the network setting for LAN 1.

2. Highlight the default number in each of the IP Address’s field and enter
the appropriate number.

3. Repeat the above step for the Panel’'s Netmask and Gateway.

[ |
4. Click on the button (see NOTE 1 and 2).

NOTE 1: In order for the new IP Address to take effect, the Controller needs
rebooting.

NOTE 2: Always backup the Database before rebooting.
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Remote PC Addresses

This allows user to set 3 dedicated personal computer's IP Address to
allow user to download parameters using the utility program, Access Easy
Controller Database Converter, and download/upload parameters to

Access Easy Controller using other third party File Transfer Protocol (FTP)
software.

NOTE: The use of the Access Easy Controller Database Converter program
is governed by the user’s access rights. Please refer to the Chapter
for Users for detail. For usage of the utility program, please refer to
the Access Easy Controller Utility Programs User Manual.

To edit Remote PC Addresses

1. Highlight the default number in each of the IP Address’s field and enter
the appropriate number.

2. Enter the PC Name as a complete word, with no spacing in between.
You can use the underscore ( _ ) to denote spacing.

3. Click on the ¥ putton.
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Email Server Setup Information

This section allows user to define the address of the Outgoing Mail (SMTP)
server, the SMTP port to use and the Access Easy Controller Email
Address/Name. Click on the Email Server Setting link to goes to the
Outgoing Mail (SMTP) server configuration page.

( Panel Admin {0
Panel Setup

. Metwork Settings . Input Point Configuration . Set Date & Time
. Auto Logout Tirner . Audit Log . Default Settings
. Card Format . Cormpany Profile . Email/SMS Configuration
@ Ermail Server Settings @ Dial In IP Settings @ AEMC Settings @ =M= Server Settings

METWOrK SEings
Panel's IP Address: 129], |2_ . Il_ . I?
Panel's IP Metmasl: 255 | Iﬁ - ID_ i ID_
Panel's Gateway: 129]. |2_ i IU_ i Im
Remote PC Address
# IP Address PC Hame
1 129 |2_|U_ 157 Irematehastl
2 129z |.[0 | .[189 [remotehost?
3 129, |2_ . ID_ g IH IremntehostE

] )=

The Outgoing Mail (SMTP) Server defines the server that is to provide your
email facilities and the Access Easy Controller Email Address/Name is the
reply address for emails sent by the Access Easy Controller that is, the
name address that is to appear in the 'sent to' field of the dispatched email.

( Panel Admin (‘
Panel Setup

. Hetwork Settings . Input Point Configuration . Set Date 2 Tirme
. Auto Logout Tirner . Audit Lag . Default Settings
. ard Format . Cormpany Profile . Email/SMS Configuration
. Metwork Settings .Dial In IP Settings ..ﬁ.EMC Settings .SMS Server Settings
Email Server Setup Information
Qutgoing Mail (SMTP) Server: 129.2.0.86
Qutgaing Mail {(SMTP) Server Part: |25
AEC's Email Address/ Mame: IAEC@bDSCh _COm . =g

CEREE
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To Configure the Email Server Setup Information

1. Highlight the default text in the Outgoing Mail (SMTP) Server field and
enter the appropriate text.

2. The default number (25) is the commonly used port number for the
Outgoing Mail (SMTP) Server, unless your configuration is different, we
suggest you skip this field.

3. Enter the Access Easy Controller Address/Name as a complete word,
with no spacing in between. You can use the underscore ( _ ) to
denote spacing. The Address/Name specified in this field will be used
together with the Domain name to form the email address of the
Access Easy Controller. Referring to the diagram and with the Domain
name “bosch.com.sg”, the email address of Access Easy Controller
becomes,

AEC@bosch.com.sg

4. Click on the ¥ putton.

Dial In IP Setup Information

This section allows user to configure the Dial In IP that is required for PPP
protocol. In order to have remote access ability using a modem for
connection, a temporary IP address has to be issued to the incoming
connection. When a user dialled in from home, using his PC and a modem,
the Access Easy Controller's modem will answer the incoming call and
negotiate with the remote modem for a suitable connection protocol and
speed. If the process is successful, a temporary IP is issued to the remote
modem and hence, connection is established.

By default, this Dial in IP address is set at 10.1.1.2. It will work fine on most
network setup, however, if the user encounters connection problem, it will
need to be changed. To change this setting, click on the Dial In IP Settings
to access to the setting page.
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( Panel Admin {e
Panel Setup

. Metwork Settings . Input Point Sonfiguration . Set Date & Time
. Auto Logout Timer . Audit Log . Cefault Settings
. Card Format . Company Profile . ErnailfSMS Configuration
. Ermail Server Settinusl. Dial In IP Settings . AEMC Settings . SMS Server Settings

] Settings
Panel's IF Address: IF |2_ Il_ I?
Panel's IP Metmask: 255 . |255] . IEI_ ID_
Panel's Gateway: 129 |2_ ID_ ﬁ

Remote PC Address
# IP Address PC Name
|remntehost1

: |2_ 2 ID_ : W IrematehastE
|2_ ) IU_ f IE IrematehastB

= E3E3

1
2
3

To edit the Dial In IP Settings Information

1. Highlight the default text in the Dial In IP Assignment fields and enter
the appropriate IP address.

( Panel Admin r‘
Panel Setup

. Hetwork Settings .In ut Point Configuration . Set Date & Tirme

. Auto Logout Timmer . Audit Log . Default Settings

. Card Formnat . Company Profile . EmailfSMsS Confiquration
. Metwork Settings . Ernail Server Settings . AEMC Settings . SMS Server Settings
Dial In IP Settings

Dial In IP Assignrnent: IF i Il_ . Il_ . |2_

CEBE

2. Click on the ¥&¥ putton.
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Access Easy Master Controller Settings

This section is not applicable for Access Easy Controller.

SMS Server Settings Information

This section allows user to define the IP address of the Access easy
controller that has a GSM adapter attached to its serial com acting as the
SMS server. To briefly understand how the SMS feature works, we need to
understand how the system should be configured.

The following diagram shows a drawing that has more than one Access
easy controller in the network. These controllers work stand-alone but
shared a common GSM adapter, which is attached to a dedicated access
easy controller serial com port.

FoGEsE EEHS‘I Controller Aocass Easy Contrallar Pecess Easy Controller
o 1 [EN]
pa— —
W E T E GSM Adapter 1111
R womy = il
I I i
LAM

Aocess Basy Contraller
(5]

The access easy controller (1) has the GSM adapter connected to it’s serial
com port, hence, it is also acting as a SMS Server to help relay the other
Access easy controller messages to the Service Provider.

Whenever, there is any SMS message that needed to be send, the
respective Access easy controller will send the SMS messages over to the
Access easy controller SMS Server and the SMS Server will send via the
GSM adapter to the Service Provider. These controllers are defined as the
SMS Client. Hence, there is a need to control which is the IP Address that
is allowed to send SMS, this is to prevent unauthorised personnel sending
SMS via your access easy controller.
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To Configure Access easy controller as a SMS Server

By default, the SMS Server IP address is blank. If this controller is
attached to a GSM adapter, you will need to configure the IP address of
other Access easy controller that will send SMS message through it. To
change this setting, click on the SMS Server IP Settings to access to the
setting page, as shown in the following diagram.

( Panel Admin {0
Panel Setup

. Metwark Settings . Input Point Confiquration . Set Date & Time
. Auto Logout Timmer . Audit Log . Default Settings
. Card Format . Cormpany Profile . Email/SMS Configuration
@ Ermail Server Settings @ Disl In 1P Settings @ AEMC Settings SMS Server Settings|
y Se 5
Panel's IP Address: I |2 |1 I?S
Panel's IP Metmasl: |255 |255 ID ID
Panel's Gateway: 129]. |2 IEI |254
Remote PC Address
# IP Address PC Hame
1 129 [z .]o 157 |remotehostl
z 129 I I 189 Iremntehost2
3 129 |2 I |43 IremntehostE

] )=

1. The SMS Server Setting page is shown below:

( Panel Admin r‘
Panel Setup

. Hetwork Settings . Input Poirt Confiquration . Set Date & Time
. Auto Lagout Timer . Audit Lag . Default Settings
. Card Format . Company Profile . Ernail/SMS Configuration

. Metwork Settings . Email Server Settings .Dial In IP Settings .AEMC Settings

Short Message Service (SMS) Server Settings
SMS Server IP: I
GSM Madem Connected? " ves ¥ Mo

2. Since this is an SMS Server, we will select “Yes” for GSM Modem
Connected?” and click the save == putton.

3. You will need to reboot the Access easy controller for the changes to
take place.
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4. After rebooting, goes back to the SMS Server page and you will see the

following :

. Metwork Settings . Input Paint Configuration . Set Date & Tirme

. futo Logout Timer . Audit Log . Default Settings

. Card Forrmat . Cormpany Profile . Email/SMS Configuration

.Netwnrk Settings .Email Server Settings .Dial In IP Settings .AEMC Settings

Short Message Service (SM5) Server Settings
GSM Mademn Connected? * Yes " Mo

Remote Panel Address

# IP Address AEC Panel Name
1 o o o o] [

e Jo .o oo r
3 oo Lo o r
4 o oo Lo r
s o .o .o o r
e o .o .o .o r
oo oo oo r
e Jo .o oo r
e o .o .Jo .o r
w oo Lo Lo 7

CEEE

5. There are up to 10 Remote Controller addresses that you could
configure. These addresses are the IP Address of those access easy
controllers that send SMS messages via the SMS Server.

[ |
6. Click on the H button to save the new settings.

To Configure Access easy controller as a SMS Client

By default, the SMS Server IP address is blank. If this controller is not
attached to a GSM adapter, it is a SMS Client and hence need to identify
the IP Address of the SMS Server. To change this setting, click on the
SMS Server IP Settings to access to the setting page, as shown in the
following diagram.
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( Panel Admin {0
Panel Setup

. Metwork Settings . Input Point Sonfiguration . Set Date & Time

. futo Logout Timer . Audit Log . Default Settings

. Card Format . Company Profile . ErnailfSMS Configuration
.Email Server Settings .Dial In IP Settings .P.EMC Settings SMS Server Settings
Network Settings

Panel's IF Address: IT |2_ Il_ I_
Panel's IP Metmask: Iﬁ IE I_ I_
Panel's Gateway: 129 |2_ ID_ I_

Remote PC Address

ra

# IP Address PC Name

1 Iﬁ |2_ I_ Iﬁ |remntehn:|st1

2 1z9).[z .[0 .[189 [remotehostz |
s .z . .& e |

= E3E3

1. The SMS Server Setting page is shown below:

( Panel Admin {*
Panel Setup

. Metwork Settings . Input Point Configuration . Set Date & Time
. Auto Logout Tirmer . Audit Log . Default Settings
. Card Forrnat . Cornpany Profile . Emnail/SMS Configuration

.Network Settings .Email Server Settings .Dial In IF Settings .AEMC Settings

Short Message Service (SM5) Server Settings

SMS Server IP: |
GE5M Modem Connected? " Tes f* Mo

2. Since this is an SMS Client, we will need to enter the IP Address of the

[ |
SMS Server in the “SMS Server IP” field and click the save H
button.

3. You will need to reboot the Access easy controller for the changes to
take place.

Note : Due to there is a limited number of Serial com port available in the
CPU, only either the GSM adapter or the Analogue Dial-up modem
can be connected to the Access easy controller, hence, dial-up
features will not be enable when SMS server is be configured, like
wise to the SMS server when Dial-up is been setup.

BOSCH SECURITY SYSTEMS



13-12 CHAPTER 13 Panel Setup

Input Point Configuration

The state of each Input point must be closed in order for the Access Easy
Controller to treat it as normal state. However, there are some devices
whereby its normal state is open thus, representing an activated / alarm
state.

When such devices are connected to these Input points, without inverting
an input’s to the normal state, it would cause unexpected or false alarm.

In simple term, this configuration allows user to inverts the logical state of
the input that is seen by the Access Easy Controller thus allowing such
devices to be used.

Access Easy Controller allows all the Input Points to be inverted except
those assigned to Exit Readers and Arm/Disarm Readers.

To activate Input Point Configuration

1. From the Panel Setup screen, click on the Input Point Configuration

link.
( Panel Admin ro
Panel Setup
. Metwaork Settings . Input Paint Confiquration . Set Date & Time
. Auto Logout Timer . Audit Log . Cefault Settings
. Card Format . Company Profile . Email/SMS Configuration
@ FReaders 1-6 @ Readers 9-16 @ Inputs 1-18 @ Inputs 17-32
Input Point Configuration
Inverted Input Points = Clear all = Select all +  Manual
Inverted S 2 State Non 2 State 4 State
Input # P EscHption Supervised Supervised Supervised
1 I Main Entrance - Request to Exit [ [ O
2 - Main Entrance - Door Contact [ o 'f"
3 - Side Entrance - Request to Exit I I {
4 I~ Side Entrance - Door Contact [ I -
5 r R&D Dept Entry Reader - Request to Exit oy {
& I~ R&D Dept Entry Reader - Door Contact [ o {H'
7 r E;?tductmn Dept Entry Reader - Request to e & I
Production Dept Entry Reader - Door
3 r Cantact_ . & @ &
g | E;?tductmn Dept Exit Reader - Request to & e I
10 | Production Dept Exit Reader - Door Contact % . -
11 r Elevator Reader - Request to Exit [y T (“
1z I~ Elevator Reader - Daoaor Contact [y ' (“
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NOTE: Input 9 and 10 are assigned for Reader #1 and #2 respectively.
Since these two readers are defined as Exit Reader and Arm/Disarm
Reader respectively, the check boxes are disabled.

To select Input Point Configuration

Using Manual
This is the default selection.

1. To assign the required Input Point Configuration for the inversion, click
on the corresponding Input Point Configuration check boxes to show a
tick (¥ ) mark. To de-select the point, click on it again.

2. Select the appropriate state.

= =
3. Click on the button. Alternatively, click on the button to

select the next sets of Input Points.

Using Select All

This is very useful if the number of Input Points need to be selected is
more than % of what is displayed. You can use this function then de-select
those unwanted Input Points.

NOTE: The Select All and the Clear All function will only select / clear the 16
Input Points seen on the current web page, the other 48 Points are
not affected.

4. To select all, click on the Select All radio button. To de-select, click on
Clear All or Manual radio button.

[ |
5. Click on the to refresh the screen and the selection returns to
default (Manual is selected).
If not all the Inverted Input Points are required, proceed to de-select by
clicking on its corresponding check boxes. However, if all Points are

[ |
required, you can straight away click on the button to save.

Alternatively, click on the a button to go to next sets of Input
Points.

Using Clear All
This function works in reverse of the Select All function. Please refer to the
above procedure.
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Support Configurable 2 State Non-Supervised, 2
State Supervised and 4 State Supervised For All
Input Points in The Panel

This will provide the system installer to have the flexibility of configuring any
input in the panel to be in any monitoring requirement.

The panel will report fault in open or short condition only when the input is
configured as 4 State Supervised monitoring.

@ Readers 1-5 @ Readers 9-16 @ Inputs 1-16 @ Lnouts 17-37
Input Point Configuration
Inverted Input Points i Clear all i Select all & Manual
Inverted A 2 State Mon 2 State 4 State
Input # EESERHEIDT Supervised Supervised Supervised
1 r Main Entrance - Request to Exit [ O [
2 - Main Entrance - Door Contact (o o (o
3 r Side Entrance - Request to Exit [ o [
4 - Side Entrance - Door Contact o [ o
5 - R&D Dept Entry Reader - Reguest to Exit {7 o o
6 - R&D Dept Entry Reader - Door Contact o [ o
7 | E;?tductlnn Dept Entry Reader - Request to e & e
Production Dept Entry Reader - Door
g r Contact_ ) O & O
q o E;?tductlnn Dept Exit Reader - Request to o r e
10 - Production Dept Exit Reader - Door Contact & o o
11 - Elevator Reader - Request to Exit " la o
12 - Elevator Reader - Door Contact ol o o

Set Date & Time

The Access Easy Controller software allows user to set the Date and Time
of the real-time clock within the controller. For countries that practice
Daylight Saving Time, the feature is included. Time setting is in the 24-hour
format.

The Date and Time set here is displayed on the status bar of the web
browser during the View Activity.

An additional function is implemented to allow user to maintain date and
time synchronization with a timeserver. With synchronization on all of
Access easy controller, user can ensure that events that happen in
sequence on different controller can be analysed correctly.

Access easy controller only support NTP Time server, it will performs
synchronization with the NTP Time server every night at 3am.
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To activate Date & Time Setting

1. From the Panel Setup screen, click on the Set Date & Time bar.

( Panel Admin (@
Panel Setup

. Metwork Settings .In ut Point Configuration . Set Date & Time
. Auto Lagout Tirmer . Audit Lag . Default Settings
. Card Format . Cormpany Profile . EmailfSMS Configuration
Set Date and Time
Hour: 17 Minute: 11+ Second: [33 w
Day: 31w Month: Alug ™ Tear: 2005 »
Choose Time Zone: | (GMT +08:00) Singapore b

Time Synchronization Settings

] Enable NTP Time Server for synchronization

Time Server IP address/DNS:

Disable synchronization if time difference between WebCASt and Time Server is = 15 minutes

Synchronize with Timme Server Maow “

Last time synchronization status
Successfully synchronized on 31 Aug 03:00:00

= &3

To set the Date & Time

1. Select the appropriate hour from the list.
2. Do likewise for the Minute, Second, Day, Month, and Year field.

[ |
3. Select your Time Zone from the list and click on the button.

NOTE: If your country is not listed, please select an alternative country that
uses the same Time Zone.
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To set the Time Synchronization

1. Select Enable NTP Time server for synchronization and key in the IP
address of the Timeserver PC

Note: Refer to Appendix D on Setting up a Timeserver PC. Time Server
Address/DNS input is the IP address of the PC being configured as a
time server PC. Access easy controller is only able to synchronize with
a NTP time server and will sync at 3 A.M daily automatically.

Auto Time synchronization at 3 A.M is only logged at transaction,
however if user manually synchronise with the timer server, audit log
will be logged.

2.  Select Disable synchronization if time difference between Access
easy controller and Time Server is >15 minutes if you want the
access easy controller to synchronize its time even if the difference is
more than 15 minutes. This feature should be enabled to prevent the
access easy controller from synchronizing the wrong time with the
Time server that is not accurate or timezone that is incorrect.

Synchronizing date & time with a internet Time Server

Access easy controller is not able to synchronize with an internet Time
Server if it is behind a firewall or proxy server. If it is outside the firewall or
in a DMZ, you could enter the IP address of the Time Server in the Time
Server Address/DNS input. Do not enter the domain name of the Time
Server (eg. Time.windows.gov) in this input, access easy controller will not
be able to resolve the name to an IP address.

Synchronizing date & time with an intranet Time Server

It is recommended that access easy controller should synchronize its date
& time to an intranet (internal) Time Server. Most of the office has an
internal Time Server, this Time Server will synchronize it's date & time with
an internet (external) Time Server, while all other PCs in the office
synchronize with this intranet Time Server.

If the office does not have a intranet Time Server, you could setup any
existing PC on the network as a Time Server, hence, the access easy
controller could synchronize its’ date and time with this PC. There are
numerous freeware available that you could install in this PC to synchronize
its date and time with an external Time Server.

In Appendix D, we will briefly descript how you could setup a PC as a Time
Server.

BOSCH SECURITY SYSTEMS



CHAPTER 13 Panel Setup 13-17

Auto Logout Timer

This configuration allows user to set the timer for the Access Easy
Controller software to Logout automatically if it detects no user activity.
Default setting is 1 hour.

NOTE: This Timer setting is applicable to all menu items except View Activity.

To activate Auto Logout Timer

1. From the Panel Setup screen, click on the Auto Logout Timer link.

( Panel Admin r@
Panel Setup

. Metwork Settings . Input Point Configuration . Set Date & Time
. Auto Logout Timer . Audit Log . Default Settings
. Card Forrmat . Company Profile . Ermnail/ SMS Confiquration

Auto Logout Timer
Hour: 1 |w Minute: 1 =

= &

To edit the Auto Logout Timer

1. Select the hour and minutes from the list.

=
2. Click on the ¥&¥ putton.
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Audit Log

The Access Easy Controller keeps 2 types of log.

e UserlLog
e System Log

User log tracks the Users operation on the Access Easy Controller , it logs
all the action performed by the user, such as manual on/off any output,
change the settings for a Cardholder, set the date and time, etc.

It is a form of audit trail that could be used to keep track of what are the
changes done of the system.

System log keep track of some of the important information of the system,

such as mac address, last boot time, current boot time, version of the
software, etc.

To View the User Log

1. Click on the Audit Log on any of the Panel Setup page and the following
page will be shown.

( Panel Admin (@
Panel Setup

. Metwaork Settings . Input Point Configuration . Set Date & Time
. Auto Logout Timer . Audit Log . Default Settings
. Zard Format . Cormpany Profile . Ermail/SMs Confiquration

Selection Criteria for Audit Log
'@' User Log

Frorm: Day: b Maonth: o Year: o
To: Day: > Month: ' ear: '
Marme: AllNames v

O Systern Log

2. Select the radio button for the User Log, as shown above.

3. Choose the From date and To date, from the pull-down list.

4. Select the User Name from the pull-down list box of the field Name. If a
particular User has been selected, the report will only shows the
operation of that User. If “All Names” is selected, the result will be a
report containing all the action taken by all users on this system.
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5. Click the |E| button to request Access Easy Controller to enquiry for
the report.
6. The following is a screen capture of how the report will looks like.

Selection Criteria for Audit Log

Bosch Security Systems Pte Litd
38C Jalan Pemimpin Singapore 577180

User Log

Tuesday, 18 Sep 2005 14:35:54

Framn 1 -mmemee-

To HEEEEEE TS

Mame Al Hames

Mo Date /Time Name Action Description

1 12 Sep 2005/15:51:44 USERL Logged in

2 12 Sep 2005/15:52:04 USERL Added card #1

3 12 Sep 2005/15:54:57 USERL Logged out

4 12 Sep 2005/15:57:42 USER1 Logged in

5 12 Sep 2005/16:07:45 USER1 Logged in

3 12 Sep 2005/16:12:37 USER1 Changed card setting #111

7 12 Sep 2005/16:13:42 USER1 Changed reader setting:Reader 2

] 12 Sep 2005/16:14:22 USER1 Changed schedule:Undefined Schedula 1
El 12 Sep 2005/16:19:28 USER1 Changed schedule:Undefined Schedula 1
10 12 Sep 2005/16:20:03 USER1 Changed schedule:Undefined Schedula 1
11 12 Sep 2005/16:21:37 USER1 Changed reader setting:Reader 5

1z 12 Sep 2005/16:21:51 USER1 Chanaed reader setting:Reader &

To View System Log

1. Click on the Audit Log on any of the Panel Setup page and the following
page will be shown.

( Panel Admin (@
Panel Setup

. Metwork Settings . Input Point Configuration . Set Date & Tirne
. Auta Logout Timer . Audit Lag . Default Settings
. Card Format . Cormpany Profile . Ermail/SMS Confiquration
Selection Criteria for Audit Log
C‘ User Log
Frorn: Day: W Maonth: b Year: b
L Day: W Maonth: b Year: b
Marme: Al Names v

@' Systern Log

2. Select the radio button for the System Log, as shown above.

3. Click on the button to request Access Easy Controller to enquiry for the
report.

4. The following is a sample of the System Log.
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Selection Criteria for Audit Log

System Loy

Friday, 23 Des 2005 15:35:07
Product Mame

Hardware Address [MAC)

Internet Address

Last Boot Timme

Current Boot Time

Last Backup Tirmne to Flash

Mo, of Conwvertorfs Exist
Convertor # 1

Convertor # 32

SIM zerial number

Selection Criteria for Audit Log

Bosch Security Systems Pte Ltd

38C Jalan Peminpin Singapore 577180

AEC 5.6,37.27-2

0004 SR80 236 AR
172.,16.10,92

wed Dec 21 19:15:31 56T 2005
Fri Dec 23 15:16:12 53T 2003

Feader Ports: 01,02,03,04,05,06,07,08
Reader I2: 01-08,09-16
Reader Ports: 02,10,11,12,12,14,15,1¢6
Feader 10 17-24,25-32

FLSBEOF12FEDL

The following table provides a brief explanation of the content of the

System Log.

Items on the report

Explanation

Product Name

Version number of the Access easy controller

Hardware Address (MAC)

This is the mac address of the Access easy
controller, it is the physical address. This
information could be used in the ARP
command to set the IP address of the Access
easy controller.

Internet Address

This is the IP address of the Access easy
controller.

Last Boot Time

This indicates the previous time that the
controller was rebooted via the Reboot link.

Current Boot Time

This indicates the most recent time that the
controller was rebooted via the Reboot link.
The next reboot using the Reboot link will
shift this information to the Last Boot Time
column.

Last Backup Time to Flash

This indicates the most recent time that the
Database was backup. Database Backup
could be done manually, or automatically on
a daily basis.

No. of Converter/s exists

Shows how many Converter(s) card are
connected to the CPU.

Converter #n
(“n” denotes the address of
the Converter Card)

This indicates the Readers, Input and outputs
that this Converter is connected to.

SIM Serial Number

The serial number of the SIM card in the
Secure/Communication Card.
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Default Settings

This setting allows user to define the descriptive Name for the two user
fields and the global Facility Code that will appear under the title Card
Details in Card Assignment. These user fields are limited to 20 character
entries each while the Facility code range depends on the Card Format in
use.

Other than that, the number of transaction records to view on screen for the
View Activity menu can also be set in the Default Setting screen. Although
this setting affect the number of transaction records to view on screen,
should there be alarms that is not acknowledged by the user, the View
Activity records will expand to show all transactions from the first “not
acknowledged” alarm up to the latest transaction. In simple word, the View
Activity is dynamic and will show those “not acknowledged” Alarm
transactions up to the latest transactions. The number of records to view
ranges from 10 to 70 in step of 10 records.

Please refer to the Chapter on View Activity for detail on Acknowledging
(ACK) alarms.

By default, when the user click on the View Activity hyperlink, it will bring
him to the Alarm View, however, the user is able to customized the default
view screen by changing the setting in the Default Setting.

To activate Default Settings

1. From the Panel Setup screen, click on the Default Settings link.

( Panel Admin (@
Panel Setup

. Metwork Settings . Input Point Confiquration . Set Date & Time
. Auto Logout Tirner . Audit Lag . Default Settings
. Card Farmat . Company Profile . Email/SMS Configuration

Default Settings
User Definable Fields

User Field 1: Hobile Humber

User Field 2: Emergency Humber

Facility Code

Facility Code: 0

Yiew Activity Setting

Mumber of Transactions To Yiew:| 10 |«

Default Activity View: All A4

=) E3
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To edit View Activity Setting

1. Select the appropriate number from the list.

2. Click on the ¥ putton to save.

To edit Default Activity View Setting

1. Select the appropriate view from the list. There are 5 types of views;
All, Alarm, Valid, Restore and Time Attendance.

=
2. Click on the ¥ putton to save.

To edit the User Definable Fields and Facility Code

1. Highlight the default text and enter the new Description for User Field
1.

2. Repeat for User Field 2.
The above example shows that the User Field 1 and 2 is used for
Mobile and Emergency Number entry in the Card Assignment
respectively.

3. Highlight the default text and enter the new Facility Code (you can
obtain this code from your card supplier, enter "0" if the Card Format
doesn't support Facility Code).

=
4. Click on the ¥ putton.
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Card Format

This setting allows user to customise the Access Easy Controller to accept
up to 16 different types of Wiegand Card Format. Card Format up to a
maximum of 64-Bit and up to 8 Parity Format is configurable.

By default, the BOSCH-ADC Proprietary Card Format and the standard
AEC Priority Format, which have been pre-assigned to Format #1 and
#16 respectively.

To activate Card Format

1. From the Panel Setup screen, click on the Card Format link.

C Panel Admin (@
Panel Setup

. Metwark Settings . Input Point Configuratian . Set Date & Time
. Auto Logout Tirmer . Audit Log . Default Settings
. Zard Farmnat . Company Profile . Ermail/SMs Configuration

Format # Description

BOSCH-ADC Proprietary Format
Standard 26-bit Card Format
Standard 34-bit Card Format
Undefined Card Forrmat 4
Undefined Card Format &
Undefined Card Format &
Undefined Card Format 7
Undefined Card Format &
Undefined Card Format 9
Undefined Card Format 10
Undefined Card Format 11
Undefined Card Format 12
Undefined Card Format 13
Undefined Card Format 14
Undefined Card Format 15
AEC Priority Format

[ e
SRR E R e e e e
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To configure Card Format

1. Click on the Card Format’s numbering or the Description text to

proceed.
( Panel Admin (@
Panel Setup

. Hetwark Settings . Input Point Configuration . Set Date & Time

. Auto Logout Tirmer . Audit Lag . Default Settings

. Card Forrnat . Company Profile . Ernsil/5MS Confiquration
Farrat #: 3
Description: Mndefined Card Format 3

Card Format
Card Encoded Format:

Parity Forrmat 1:
Parity Format 2:

EE@26

Legend
Forp Farity Bit
Forf Facility code
Caorc Card Number
Eore Even Parity Bit
Qorao 0dd Parity Bit
B orb Blank
®oarw Parity Bit Lacation
i} Binary 0
1 Binary 1

2. Highlight the default text and enter a Description for this Card Format.
3. Enter the format for the Card Encoded Format field accordingly.

4. Repeat for Parity Format 1 (see NOTE 1).

NOTE 1: The entries to this field must not contain Parity Bit Location that
depends on the resultant Parity Bit of the next or higher (Parity
Format 2 to 8) Parity Format field entries.

5. Repeat for Parity Format 2 (please apply the condition in NOTE 1 here
and for subsequent Parity Format fields).

NOTE 2: |If the Card Format doesn’'t support Parity checking, leave the All
Parity Format fields blank.

In order to understand how to configure the different format, the standard
26-Bit Wiegand Card Format will be used as an example.

Example: 26-Bit Wiegand Card Format

The 26-bits of transmission from the reader to the Access Easy Controller
consists of two parity bits and 24 code bits. The first transmitted bit is the
Even parity bit E, it is calculated over the first 12 bits. The last bit
transmitted is the Odd parity O, it is calculated over the last 12 bits.
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The string of bits for this code format is show in the following tables. Due to
the lack of space, the 26-Bits is split into two separate rows of 13 each.

Code Format

1 2 [ 3 [ 4
F | F

Mo
Mo
M|~
(o]
©
s
o
iy
-
-
N
iy
w

14 15 16 17 18 19 20 21 22 23 24 25 26

C C C C C C C C C C C C ©)

Legend:

E: Resultant Even Parity Bit
F: Facility Code Bit

C: Card Number Bit

O: Resultant Odd Parity Bit

Parity Format

3 5 6
P E E E E E E E E E E E E

14 15 16 17 18 19 20 21 22 23 24 25 26

O O O O O O O @) ) ) @) @) P

Legend:

E: Even Parity Bit Location

P: Resultant Even and Odd Parity Bit
O: Odd Parity Bit Location

In order for the Access Easy Controller to decode the data string correctly,
we need to configure the code accordingly.

Referring to the Code Format Table

For Card Encoded Format

1. Enter P or p for the resultant Even (E) and Odd (O) Parity Bit
2.  Enter F or f for the Facility Code Bit (F)

3.  Enter C or c for the Card Number Bit (C)

Referring to the Parity Format Table

For the Odd Parity Format (Parity Format 1).

1. Enter O or o for the resultant Odd Parity Bit (O)
2.  Enter X or x for Odd Parity Bit Location.

3.  Enter B or b otherwise.

For the Even Parity Format (Parity Format 2).

1. Enter E or e for the resultant Even Parity Bit (E)
2.  Enter X or x for Even Parity Bit Location.

3. Enter B or b otherwise.

With the information, proceed to configure the Card Format as shown
below.
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( Panel Admin {.
Panel Setup

@  Hetwork Setfings @ Icput Point Configuration . @ Tirn
.- Auto Logout Timer . Audit Log . Default Settings
@ | cardrFormat @  company Profile @  Email Configuration
Forrmat #: 2
Description: lStam:lard 26-bit Card Format

Card Format

Card Encoded Forrnat: IPFFFFFFFFCIIICCCCCCCCIICCCCP

Parity Format 1: |BEEEEBEEEEBEEXXXXXXXXXXAXO
Parity Format 2: |EXXXX NN XXX EEBEEEEEEEERE

Legend
Poarp Parity Bit
Forf Facility code
Core Card Number
Eore Even Parity Bit
QO oro Odd Parity Bit
Boarb Blank
¥ orx Parity Bit Location
0 Binary 0
1 Binary 1

If you have Card Format that has more than 2 Parity Format (maximum is

8), click on the a button to configure them else just save the
configuration and list.

TIP: To best distinguish between the alphabet “O” and the number “0”, it is
recommended that you use all lower case entry.
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Company Profile

The Company Profile feature is used as a letterhead in all the report
generation. Each field is limited to a 50-characters entry, including
punctuation. Using the default as an example, the letterhead will have the
following format: -

Company Name

Bosch Security Systems Pte Ltd
(:‘:SSE Talan Pemi%nf;ﬁ__ingapnre 77120 o

Address # 1 Address # 2

To activate Company Profile

1. From the Panel Setup screen, click on the Company Profile link.

( Panel Admin (0
Panel Setup

. Metwork Settings . Input Point Confiquration . Set Date & Time
. Auta Logout Timer . Audit Log . Cefault Settings
. Card Forrnat . Cornpany Profile . Ernail/SMS Configuration

@ Cepartrment List
Company Profile
Company Mame:; Bosch Security System= Pte Ltd

Address # 1 38C Jalan Pemimpin
Address # 2. Singapore 577130

= &3

To edit Company Profile

1. Highlight the default text and enter the desired Company Name.
2. Do likewise for the Address #1 and Address #2 field.

=
3. Click on the ¥ putton.
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To edit Department List

1. To create a new department in the Department List, go to Panel
Setup, Company Profile and Department List. The screen as shown
below will appear.

. Cormpany Profile

Department # Description

R&D

Accounts Departrnent
Production

Projects

Sales & Marketing
Administration

Hurman Resource
Engineering

Undefined Departrnent 9
Undefined Departrnent 10
Undefined Departrnent 11
Undefined Departrnent 12
Undefined Departrnent 13
Undefined Department 14
Undefined Departrnent 15
Undefined Departrnent 16
Undefined Departrnent 17
Undefined Departrnent 18
Undefined Departrnent 19
Undefined Departrnent 20

= = [ [ [ e e
[ 5 1 o e s e [ [ e b e o i i

I-a
[}

2. Click on any unused link to create a new department. In this
example, we select link #9. A screen as shown below will appear.

Department Configuration
Departrent & 9

Description; IUndefined Department 9

3. Enter the name of the department to be created in the space
provided beside Description. A combination of a total length of 30
alphabets, numbers or symbols found from the keyboard, such as (
) - _ [ ] can be entered . In this example, we enter Service
Department for the Description.

Department Configuration
Departrment #: 9

Cescription: ISErvicE Department
|| =

=
4. Click on the & putton, after which the Description of the
department will be seen in the Department drop-down list on the
page Card Assignment, Card Details, as shown below.
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Card Details

Card Murnber: 135

Facility code: Il

Card Farrnat: IStandard 26 bit Format j
User Narne: |HI.

Departrnent: I j

User Field 1:
User Field 2: RaD
Accounts Depandment
Aocess Group & Production
Access Group B Frojects

Sales & Marketing
Administration
Human Resource
Engineering
service Department
Undefined Department 10

Email/SMS Configuration

This function allows user to configure the Access Easy Controller to send
out messages or Lateness Report using Simple Mail Transfer Protocol
(SMTP) to email addresses. A total of eight groups and eight messages
field are available for configuration. Each group has two “Send To” and two
“Carbon Copy (Cc)’ email addresses.

In order for the feature to work, user has to configure the various items,
Devices, Cardholders, and Events in an AND operation. To
exclude/disable an item(s) from the operation, the option Selected Only or
Omit Only should be used with nothing selected. While for the Lateness
Report, the feature is disable if no selection is made on any of the day of
week (DOW).

A sample configuration for Lateness Report is presented at the end of the
section.
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To activate the Email Configuration

1. From the Panel Setup screen, click on the Emai/SMSI Configuration

link.
( Panel Admin rﬁ
Panel Setup
. Metwork Settings . Input Paint Configuration . Set Date & Time
. Auto Logout Tirmer . Audit Lag . Default Settings
. Card Format . Cormpany Profile . EmailfSMS Configuration

Email Configuration

Group # Description

Systern Administrator Group 1
Hurman Resources

Security Officer

System Administrator Group 2
Service / Maintenance Group
Undefined Group &

Undefined Group 7

Undefined Group 8

Ll e Y | N TR (NN T

2. Click on any of the Group and you will be shown the Send To page.

Send To

This web page allows user to configure the email addresses of the
recipients. Up to two To and two Cc email addresses per group are
available. The Access Easy Controller will ignore any configurations made
for the group if there is no email address in any of the To fields even
though there is email address in the Cc field. Each To and Cc should only
contains one email address, entering more than one email address
separating by a coma (,) or semi-coma (;) will be taken as a single email
address, hence, not able to send out the mail to the recipients.
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To edit the Email Configuration (Send To)

1. Click on the Group’s numbering or the Description text to proceed.
( Panel Admin (@
Panel Setup
. Metwork Settings . Input Point Confiquration . Set Date & Tirme
. Auto Logout Timer . Audit Log . Default Settings
. Card Formmat . Company Profile . Ermail/SMS Confiquration
.Message .Devices .Cardholders .Events .Lateness Report

Send To Email SMS
Group #: 1

Description:  |System Admin Group

To:  |user@bosch . con

To:

Cct |userl@bosch. com

=] ] => [ =

2. Highlight the default text and enter a Description.
3. Enter the email address in the appropriate field.

4. Click on the ¥ pytton.

To test the Email sent verification

1. Click on the 9 button.
( Panel Admin ( i ’
Panel Setup 0

. Hetwork Settings . Input Point Configuration .

. Auto Logout Tirner .

Set Date & Time
Audit Log ® L

efault Settings
. Card Farmat . Company Profile . Ernail/SMS Confiquration
@ Message @ Devices @ cardholders @cvents @ Lateness Report

Group #: 1
Description:  |Sy=stem Adnin Group

To: |user@bosch.comn

Ta:

Ceot |userl@bosch. comn

=] > |=> [ e
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2. A successful test message will be shown

Test email sent successfully

3. If you are unable to sent out the email, please check your Email Server
Settings again.

Message field

The Message field makes up the 'body text' while the Event is to appear in
the 'subject' field of the dispatched email.

To edit the Message field

1. Click on the Message’s numbering or the Description text to proceed.

( Panel Admin (0
Panel Setup

. Metwork Settings . Input Point Configuration . SetDate & Time

. Auto Logout Timer . Audit Log . Default Settings

. Card Formmat . Cormpany Profile . Ernail/5MEs Confiquration
.Send To .Devices .Cardholders .Events .Lateness Report
Email fSMS Configuration
Message
Message #: 1
Description; Indef ined Hessage 1

2. Highlight the default text and enter a Description.
3. Enter the new message Ilimiting to 127 characters including
punctuation.

4. Click on the ¥&¥ putton.

5. Click on the E| button to return.
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Devices

This web page allows user to configure the first (Devices) of the three
items for the AND operation.

To edit the Email Configuration (Devices)

1. Click on the Device link or the a button in the Sent To web page.

( Panel Admin {0
Panel Setup

. Hetwaork Settings . Input Point Configuration . Set Date & Time

. Auto Logout Timer . Audit Log . Default Settings

. Card Format . Company Profile . Ernail/SMS Configuration
.Send To .Message .Cardholders .Events .Lateness Report

Group #: 1
Description: Undefined Group 1

(& Al readers, inputs & output points
all readers only

all input paints anly

Selected devices only

o]
O
Al autput points only
O
O

Omit these selected devices only

QRSSO

2. Select the desired radio button and click on the &5 putton.
If selection is made on either Selected Devices Only or Omit these
Selected Devices Only, a window and a pull-down list appears as
shown in the following diagram.
% Selected Devices Only
Omit these Selected Devices Only

Server Room Entrance
List of Selected Devices

Select a Device; IMain Entrance j

3. Select a device from the pull-down list and click on the button.
The selected device appears in the List of Selected Devices window.
Repeat step 3 if you have other Devices to put on the list.

4. To delete selected device(s), click on the device name in the window
followed by the ‘ button. Repeat step 4 if necessary.

[ |
5. When you finish with your selection, click on the button.
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Cardholders

This web page allows user to configure the second (Cardholders) of the
three items for the AND operation.

To edit the Email Configuration (Cardholders)

1. Click on the Cardholders link or the a button in the Devices web

page.
( Panel Admin r’
Panel Setup
. Metwark Settings . Input Point Confiquration . Set Date & Time
. Auto Logout Tirmer . Audit Log . Default Settings
. Card Forrnat . Cormpany Profile . Ernail/SMS Configuration
.Send To .Message .Devices .Events .Lateness Report

Cardholders

Group #: 1
Description: Undefined Group 1
(® Al cardholders

(7 Selected cardholders anly
(7 Omit these selected cardholders only

CERHEEE

2. Select the desired radio button and click on the & button.
If selection is made on either Selected Cardholders Only or Omit
these Selected Cardholders Only, a window and the Search field
appear as shown below. You have the option to search by Name or
Card Number or User Field by selecting from the Option drop down
box.

John d'Baptist (1)
List of Selected Cardholders:

Search : I G@/\

Jption: INamE j

The function of Select By Card # and Select By Name is similar to the
Search By Card # and Search By Name function respectively. Please
refer to the explanation in the section on Card Assignment, The Search
Function for detail.

3. Select the Cardholder and click on the button.
The selected cardholder appears in the List of Selected Cardholders

window. Repeat step 3 if you have other cardholders to put on the list
(see NOTE below).

BOSCH SECURITY SYSTEMS



CHAPTER 13 Panel Setup 13-35

NOTE: The List of Selected Cardholders window has a limit of up to 80
entries.

4. To delete selected Cardholder(s), click on the Cardholder’'s name in the

T
window followed by the ‘ button. Repeat step 4 if necessary.

[ |
5. When you finish with your selection, click on the button.

Events

This web page allows user to configure the last (Events) of the three items
for the AND operation.

To edit the Email Configuration (Events)

1. Click on the Events link or the a button in the Cardholders web

page.
( Panel Admin (o
Panel Setup
. Metwork Settings . Input Point Configuration . Set Date & Time
. Auta Logout Timer . Audit Lag . Default Settings
. Zard Formnat . Cormpany Profile . Ermail/SMS Configuration
@ zend To @ Message @ Devices @ cCardhalders @ Lateness Repart

Events

Group #: 1
Description: Undefined Group 1

Attached Message: hMessage & i
@ Al events

() Selected events only
() omit these selected events only

QRSB

2. Select the pre-defined Message from the list.

[ |
3. Select the desired radio button and click on the button.
If selection is made on either Selected Events Only or Omit these
Selected Events Only, a window and a pull-down list appear as shown
below.

Access Denied - Passhack
List of Selected Events:

Select an Event: IPanEITampEr j
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4. Select the desired Event and click on the button.
The selected Event appears in the List of Selected Events window.
Repeat step 4 if you have other Events to put on the list.

5. To delete selected Event(s), click on the Event in the window followed

by the ‘ button. Repeat step 5 if necessary.

[ |
6. When you finish your selection, click on the H button.

Lateness Report

This web page allows user to configure the Lateness Report.

The Lateness Report is used for keeping track of employee presence at the
work place. It will consider an employee to be present for work once a
transaction, bearing the employee’s card number, is transacted. Card
number(s) not transacted after the Attendance Cut off Time is regarded as
late for work.

To edit the Email Configuration (Lateness Report)

1. Click on the Lateness Report link or the a button in the Events web

page.
( Panel Admin (0
Panel Setup
. Metwaork Settings . Input Point Configuration . Set Date & Time
. Auto Logout Timer . Audit Log . Default Settings
. Card Format . Cormpany Profile . ErnailfSMS Configuration
.Send To .Message .Devices .Cardholders .Events

Email fSMS Configuration
Lateness Report (For email only)
Group #: 1

Description: Undefined Group 1

Attendance Cut Off Time: Hour:| 0 & Minute:| 0+

Day of week to send report: [ |Sun [ JMon [JTue [Jwed [Thu []Fri [J=at
® &l cardholders

() Selected cardholders only

() Omit these selected cardholders only

CEEE

2. Select the Attendance Cut off Time Hour and Minutes from the list.
The Attendance Cut off Time defines the time on which the Controller
checks through the current date’s transactions for the presence of Card
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numbers and making comparison with respect to the Card database
and the Selected/Omission list.

3. Select the appropriate Day of the week to send report check boxes.
The Day of the week to send report defines the day on which the
Controller will keep track of the cut off time and to send out the report to
the respectively email addresses.

=

4. Select the desired radio button and click on the & button.

If selection is made on either Selected Cardholders Only or Omit
these Selected Cardholders Only, a window and the Search field
appear as shown below. You have the option to search by Name or

Card Number or User Field by selecting from the Option drop down
box.

John d'Baptist (1)
List of Selected Cardholders:

Search I G%/\

Option: IName j

The function of Selection By Card # and Selection By Name is similar to
the Search By Card # and Search By Name function respectively. Please
refer to the explanation in the section on Card Assignment, The Search
Function for detail.

5. Select the Cardholder and click on the button.
The selected cardholder appears in the List of Selected Cardholders
window. Repeat step 5 if you have other cardholders to put on the list.

NOTE: The List of Selected Cardholders window has a limit of up to 80
entries.

6. To delete selected Cardholder, click on the Cardholder’'s name in the

window followed by the ‘ button. Repeat step 6 if necessary.

[ |
7. When you finish your selection click on the button.
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Sample Email Configuration for Lateness Report

This section provides you with sample configuration for Lateness Report.
The sample will instruct you on what to select for the four selection criteria
(Devices, Cardholders, Events, and Lateness Report) in order to send out
the email successfully. Please refer to the Appendix“ Email Configuration
Table” for more detailed configuration based on other Events.

For Lateness Report to be sent out, the items, Devices, Cardholders, and
Events have to be disabled. That is, the Selected or Omit option is chosen
but no specific parameter is selected. The following screen-capture shows

the selection criteria for Devices, Cardholders, Events and Lateness Report
respectively.

Email Configuration
Devices

Group #: 2

Description: Human Resources

all Readers, Inputs & Output Paints
all Readers Only

all Input Paints Only

all Qutput Points Only

Select either one.
Selected Devices Only /—

Oomit these Selected Devices Only Nothing to appear
inside window.

B T TS T T

List of Selected Device

Select a Device! IMain Entrance j

Email Configuration
Cardholders

Group #: 1

Description: SalesTeam Group 1 Select either one
= &l cardhalders

& Selected cardholders only
{©  Omit these selected cardholders anly

- Nothing to appear
inside window.
List of Selected Cardholders:
Search : | @
Option: INamE j
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Email Configuration
Events

Group #: 2
Description: Human Resources

Don’t care for
Lateness Report.

Attached Message: HFR: AEC Alarm I

H
" Al Events / Select either one.
& Selected Events Only
-

=  omit these Selected Events Only Nothing to appear

inside window.

List of Selected Events:

Select an Event: IPanEITamDEF

Email Configuration
Lateness Report

Group #: 1
Description: SalesTeam Group 1

Attendance Cut Off Time: Hn:-ur:IB vI Minute:IHD vI

Day of week to send report: Tsun | Mon | Tue ¥ wed | Thu ¥ Fri ¥ Sat
Al cardholders

* Selected cardholders only
= Omit these selected cardhalders anly

John d'Baptist (1)

List of Selected Cardhalders: John (4]
Search : I %
Cption: INamE j

With such configuration, the Controller will keep track of the cut-off time
from Monday through Saturday (at 0830hrs) and will send out the Lateness
Report to the recipient(s) slightly after 0830hrs.

The screen-capture below illustrates what the email recipient(s) is expected
to receive.

®  The following Cardholders are late.

From: AECi@Ehosch.com.sgy To: HR@hosch.com.sg
Subject: Lateneszs Report

The following Cardholders are late

0001, Liban Eoh PT ( 807 - Acct
o002, Soh Swee Lee [ 1) - Acct
0003, Sharon Tan ¥1 f 8927 - Prod
0004, Bidl Lee TH { 101} - Enge
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® Al Employees are punctual.

From: AEC@hosch.com.sg To: HR@hosch.com.sg
Subject: Latenezs Report

Food News, Mobody is late.

SMS Configuration

SMS function is implemented to allows user to configure the Access Easy
Controller to send out Short Message Service (SMS). A total of eight
groups and eight messages field are available for configuration. Each group
has up to 4 mobile phone number for SMS messaging.

To activate the SMS Configuration

1. From the Panel Setup screen, click on the Email/SMS Configuration

link.
( Panel Admin r@
Panel Setup
. Metwork Settings . Input Point Configuration . Set Date & Time
. Auto Logout Timer . Audit Log . Default Settings
. Card Format . Cormpany Profile . Email/SME Configuration

Email fSMS Configuration
Group # Description

Systern Adrmin Group 1
Hurnan Resources
Security Officer
Systern Adrmin Group 2
Undefined Group &5
Undefined Group &
Undefined Group 7
Undefined Group &8

(== = I N R S (R [N g

Message # Description

Reader Alarms Events
Intrusion Detection Alarms Evn
Arrn/Disarming Events
Undefined Message 4
Undefined Message S
Undefined Message 6
Undefined Message 7
Undefined Message 8

10 [ Jo [ s [ [ [

2. Click on any of the Group and you will be shown the Send To page.

3. Next click on the SMS link as shown in the following diagram to
configure the mobile phone numbers of the recipients.

Send To Email SM%

Click here to configure the
mobile phone numbers
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Send To

This web page allows user to configure the mobile phone number of the
recipients. Up to four numbers can be configured per group.

To edit the SMS Configuration (Send To)
1. Click on the Group’s numbering or the Description text to proceed.

( Panel Admin (0
Panel Setup

. Metwork Settings . Input Point Configuration . Set Date & Time

. Auto Logout Timer . Audit Lag . Default Settings

. Card Format . Company Profile . Email/SMS Configuration
.Message .Devices .Cardholders .Events .Lateness Report

Email /SMS Configuration
Send To SMS  Ernail

Group #! 1

Description:  System Admin Group 1
Mobile Device 1: |a2847267
Mobile Device 2: |9475826 4

Mobile Device 3! |

Mabile Device 4: |

=] > ] = | Ju=

2. Highlight the default text and enter a Description.
3. Enter the mobile phone numbers in the appropriate field. Each of the
Mobile Device field could only contain one mobile phone number.

=
4. Click on the =&

Message field

button.

The Message field makes up the 'body text' while the Event is appended to
the front of the Message. The configuration steps are the same as those
for the Email setup. Please refer to the previous section “To edit Message
Field”.

Devices

This web page allows user to configure the first (Devices) of the three
items for the AND operation. This configuration will determine what are the
devices that will be monitored for Events (that will be configured in the next
section) will trigger a SMS message to the recipients.

The steps to configure the Devices are the same as those for the Email
Device setup. Please refer to the previous section “To edit the Email
Configuration (Devices)”.
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Cardholders
This web page allows user to configure the second (Cardholders) of the
three items for the AND operation. If some of the Events are caused by a
Cardholder, such as Access Grant, Time Clock IN, etc. this setting here
will filter out those Cardholders that are not in this list.
The steps to configure the Cardholders are the same as those for the Email
Cardholders setup. Please refer to the previous section “To edit the Email
Configuration (Cardholders)”.

Events

This web page allows user to configure the last (Events) of the three items
for the AND operation. This configuration will determine what are the kinds
of Events that will be monitored.

The steps to configure the Events are the same as those for the Email
Events setup. Please refer to the previous section “To edit the Email
Configuration (Events)”.
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CHAPTER 14

Input Setup

The Access Easy Controller has 32 user programmable Input Points that
will be used for Alarm Monitoring purposes. The address for these Input
Points ranges from 33 to 64 and is available on the 1/O Card. Each card
provides up to eight Input Points.

These Input Points can be assigned into a Group (called an Alarm Zone) or
as an Individual. Both types provides the same function, the only difference
is the way each is being arm/disarm. Access Easy Controller allows user to
configure up to four Alarm Zones.

An Alarm Zone (see NOTE 2 below) can be armed/disarmed by the
following methods: -

® manually by user via a dedicated Arm/Disarm Reader, or
o manually by user via the web page (Input Control), or
° system control based on Schedule Intervals.

An Individual Input Point can be armed / disarmed only by Schedule
intervals.

All Input Points, Group or Individual, can be configured to trigger 1 to 4
Output Points (of the I/O Card) for the purpose of status indication. The
Outputs are labelled as: -

Alarm Status - Turns “ON” during an Alarm condition.

Arm/Disarm Status - Turns “ON” when it is Armed.

Ready Status - Turns “ON” when the Input Point is not in the normal
condition. It is said to be Not Ready for Arming.

Bypass Status - Turns “ON” when the Input Point is Bypassed.

Any alarm detected by any of the Input Points would also trigger the
Common Alarm Output relay, at address 8, and is only restored when all
the Input Points is restored back to Normal state.

NOTE 1: The Input Control web page will only display the status of the Alarm
Zones, status of Individual Input Points will not be displayed. Please
refer to the Chapter on Input Control for detail.

NOTE 2: All Input Points configured to an Alarm Zone follows the First Input
Point’s setting for Arm Delay, Alarm Delay, and Schedule of that
Zone.
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Before we start, here is a brief description of how the Access Easy
Controller interprets the Schedule Intervals for Input Points arming and
disarming statuses

For example,
If the setting for Schedule #2 is: -
Interval 1 Start 0830hrs End 1730hrs

Interval 2, 3, and 4 has no setting.

When the Schedule #2 is tied to Input Point #1, the point will arm and
disarm accordingly.

0000hrs 0830hrs 1731hrs 2359hrs

Input Point #1
Status Armed Disarmed Armed

Take note that the Input Point is disarmed at exactly 0830hrs but re-armed
at 1731hrs a minute delay as compared to the Schedule #2 setting. The
reason is that Access Easy Controller takes 17:30:59hrs as a valid End
time for 1730hrs.

NOTE: Before you configure any Input Point(s), please ensure that the Alarm
Monitoring Device with the EOL resistor is in place with the necessary
logic inversion on the Input Point Configuration web page.

To activate the Input Setup

The Input Setup can be activated only from the menu item page.

1. From any menu item page, click on Input Setup link.

( Panel Admin (@
Input Point Setup

Input #: 1

Description: Input Point 1
Arm Delay: a seconds (0 - 255)
alarm Celay: i} seconds (0 - 255)

Input Arm/Disarm Contro Output Link

Alarm Status

Mot Assigned + |Zone Lndefined Output Point 1

<

[JTaggle
—|Army :
/:?» Undefined =||Disarm Arm/ Dsl:atrm Mat Assigned v
3 || #] Toggle e
Mot Assigned v

Ready Status

Bypass| Mot Assigned L
Status

S EBE
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2. Highlight the default text in the Description field and enter the new
Description.

3. Highlight the default entry for Arm Delay and enter the new Arm
Delay (this field is a hyperlink to the first Input Point if this is the
second or subsequent Input Point of an Alarm Zone). If you want
immediate arming/disarming, leave it as 0. Value from 1 to 255 will
cause a delay before the Alarm Zone is armed, during this delay any
triggering of the Input Points will not be consider as an Alarm.

4. Highlight the default entry for Alarm Delay and enter the new Alarm
Delay (this field is a hyperlink to the first Input Point if this is the
second or subsequent Input Point of an Alarm Zone). If you want the
Alarm to be activated immediately when the Input Point is triggered
during Arm condition, leave it as 0. Value from 1 to 255 will cause a
delay before Alarm activation, during this delay period, if the Input
Point restored to normal or user Disarm the Alarm Zone, no alarm will
be activated. Alarm activation will cause the Output Relay configured
in the Alarm Status and the CAO to turn on.

NOTE: The Alarm status Output Relay assigned here are the same one that
is listed at the Output Setup. By setting the Duration to a value other
than 0 at the Output Setup, will cause the Alarm status Output Relay
to turn on for the configured duration only. Leaving it as 0 will cause
the Output Relay to remains on till the Alarm Zone is disarmed or the
Input Point has restored to normal condition. Please refer to the
Chapter on Output Setup for more details.

If the Toggle checkbox for Alarm Status is selected, output point
assigned to the Alarm Status will be turned on at the instant an
alarm is triggered at the input point and will remain on even
after the alarm is restored, until the user manually disarms the
input point at the Input Control settings or turns the output off at
the output control settings.

5. Select the Alarm Zone to which this Input Point is to group with, from
the list. If you do not wish to assign it to Alarm Zone, just select Not
Assigned, however, it must at least be assign to an Arm/Disarm input
control for this configuration to function.

NOTE: Please refer to the Chapter on Advance 1/0 Setup for more details
on setting up the various Arm/Disarm input control.

6. Select the desired Arm/Disarm input control from the list. If you do not
wish to assign it to a Arm/Disarm input control, just select undefined,
however, it must at least be assign to an Alarm Zone for this
configuration to function. (This field is disabled if this is the second or
subsequent Input Point of an Alarm Zone).

7. Select the appropriate Output Point, for the various Status Outputs,
from the list. By default, these Outputs are Not Assigned.
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NOTE: The Output Points listed/assigned here are the same one that is listed
at the Output Setup. By setting the Duration to a value other than 0
at the Output Setup, will cause the Status Output Relays to turn on
for the configured duration. Leaving it as 0 will cause the Output
Relays to remains on till the Status has changed Please refer to the
Chapter on Output Setup for more details.

[ |
8. Click on the H button (see NOTE 1, 2, and 3).

||
NOTE 1: Activating the H button will cause all active (Armed) Input Points
within the Alarm Zone to be set to default, i.e. Disarmed.

[ |
NOTE 2: Activating the button outside the pre-defined Schedule intervals
will cause the Input Point to be Armed.

NOTE 3: When an Alarm Zone is also armed/disarmed by Schedule, the
condition similar to NOTE 2 has the priority over NOTE 1.

Proceed to configure other Input Points by clicking on the E button to
return to main page.

Alarm Zone Description
The Alarm Zone Description allows the user to change the description for
each Alarm Zone to the description he prefers so that he may better
visualize the location of the alarm zone.

From the first web page of the Input Setup, click on the
@ alarm Zone Deseription |ink . A screen as shown below appears.

(: Panel Admin fQ
Input Point Setup

Alarm Zone Description

Alarm Zone 1: |&larm Zone 1
Alarm Zone 2@ IAlarm Zone 2
Alarm Zone 3: |&tlarm Zone 3
Alarm Zone 4: IAlarm Zone 4

1. To change the Alarm Zone Description for each Alarm Zone, delete the
default description from each Alarm Zone and enter the new description
accordingly.
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To generate a Print Preview of the Input Point

Once you have completed configuring the Input Points, a hardcopy can be
printed out.

1. From the first web page of the Input Setup, click on the
@ Inout Paint Report jink A screen as shown below appears.

( Panel Admin (ﬁ
Input Point Setup

Selection Criteria For Input Points

Input Description: All Input Foints v

2. Select the desired Input Point from the Input Description list. If all Input
Points are required, select All Input Points.

3. Click on the E| button for a print preview of the report. The following
screen-capture shows a sample of the report.

Return To Input Point Setup Return To Selection Criteria

Bosch Security Systems Pte Ltd
38C Jalan Pemimpin Singapore 577180

Input Point Report
Thesdgy 15 Sept 2005 1505115

Input # : 1

Degcription : Motion Detector 1
Arm Delay : =2 seconds

Alarm Delay : 3 seconds

Fone @ ALlarm Zone 1

Input ArmfDisarwm Conbrol

Armf Dizarm : Criteria 1 (Toggle!

Outpuk Link
Alaym Status : Motion Detector 1 (Simualator)

Arm/ Disarm Status : Mot Assigmed
Ready Status : Not Assigned
Bypass Status : HNot Assigned

If you wish to print out a hardcopy, click on the Print button located on the
Toolbar of the web browser program. Alternatively, click on the File and
select Print.

4. To return to the Input Setup web page, click on the
Return To Input Point Setup link

5. To generate a preview of other input points, click on the
Return To Selection Criteria |ink.
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CHAPTER 15

Output Setup

The Access Easy Controller has 32 user programmable Output Points that
will be used for Utility Triggering purposes. The address for these Input
Points ranges from 33 to 64 and is available on the I/O Card. Each card
provide up to 8 Output Points

The Output Points are triggered manually by user via the web page, or
based on Schedule Intervals, or be triggered by an Input Point as a Status
indicator, please refer to section on Input Setup for detail.

The status of all the Output Points is displayed in the Output Control web
page except those points that are triggered by Input Points. Please refer to
the Chapter on Output Control for detail.

Before we start, here is a brief description of how the Access Easy
Controller interprets the Schedule Intervals for Output Points triggering

status

For example,

If the setting for Schedule #2 is: -

Interval 1 Start 0830hrs End 1730hrs

Interval 2, 3, and 4 has no setting.

When the Schedule #2 is tied to Output Point #1, the point will turn on and
off accordingly.

0000hrs 0830hrs 1731hrs 2359hrs

Output Point
#1 Status Off On Off

Take note that the Output Point switches On at exactly 0830hrs but
switches Off at 1731hrs a minute delay as compared to the Schedule #2
setting. The reason is that Access Easy Controller takes 17:30:59hrs as a
valid End time for 1730hrs.
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To activate the Output Setup

The Output Setup can be activated only from the menu item page.

1. From any menu item page, click on Qutput Setup link.

Output & 1
Description: Tndefined Output Point 1
Duration: 1] ¥ | seconds

Output Scheduling

Mo Schedule ¥ londOff [ bisable transaction at Activity

= B8

2. Highlight the default text in the Description field and enter the new
Description.

3. Highlight the default entry for Duration and enter the new Duration
(see NOTE below).

NOTE: This setting for the Duration field is applicable for Manual Output
Control (refer to the Chapter on Output Control). User can force the
Output Point(s) to toggle its current state for the duration specified
here. User could also assign the Output Point as a Status Output for
the Input Point, however, if the Duration field has a value other than 0,
the Output Point will not remains on when the respective status is
activated, instead, it will turns on only for the duration as specified
here.

If Duration Field is Always On, output point will be turned on
infinitely when triggered until the user turns it off manually at the
Output Control settings. E.g. If Output Point 1 is assigned to
Door Forced Alarm Output of Reader 1, when door at Reader 1
is forced open, Output Point 1 will be turned on, and will remain
on even after the door is closed, until the user turns it off
manually at the output control settings.

4. Select the appropriate Schedule from the list. By default, an unused
Output Point is tied to No Schedule i.e. the Output will not be
triggered.

=
5. Click on the ¥ putton.

[ |
NOTE: Activating the H button within the pre-defined Schedule intervals
will cause the Output Relay to turn On.

6. Click on the E button to return to main page.
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Disable Activity From Output Point

This will allow the user to disable any of the 32 output points activity to be
logged, especially when they are activated by other type of function or
elevator operation which do not require logging. This means that the activity
transactions associated with the Output Point will not be logged at the View
Activity page.

1. To use this feature, go to Output Setup, select an Output Point that
you do not want its activity transactions to be logged. A screen as
shown below will appear.

COutput #: 1
Description: |MDtiDn Detector 1 {(Simulator)
Duration: IEI seconds (0 - 255)

Output Scheduling
Mo Schedule ¥ | Disable transaction at Activity

2. Check the Disable Transaction at Activity box.

=

3. Click on the ®& putton. In the example above, the activity
transactions associated with Output # 1, Motion Detector 1
(Simulator) will not be logged and cannot be viewed at the View
Activity page.
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To Generate a Print Preview of the Output Point

Once you have completed configuring the Output Points, a hardcopy can
be printed out.

1. From the first web page of the Output Setup, click on the
@ Cutput Point Report |ink. A screen as shown below appears.

C Panel Admin f.
Dutput Point Setup

Selection Criteria For Dutput Points

Output Dascription: |41l Output Points =l

2. Select the desired Output Point from the Output Description list. If all
Output Points are required, select All Output Points.

3. Click on the E button for a print preview of the report. The following
screen-capture shows an example of the report.

Return To Output Point Setup Return To Selection Criteria

Bosch Security Systems Pte Ltd
28C Jalan Pemimpin Singapore 577180

Output Point Report
Toesday 15 Sept 2005 150515

Output # - 1
Dezgcription : Motion Detector 1 (Simulator)
Duration : 0 seconds

Duiput Scheduling
OnfOff - No Schedule

Dizable transaction at Rotivity - No

4. To return to the Output Setup web page, click on the
Feturn To Qutput Point Setup link.

5. To generate a preview of other output points, click on the
Return To Selection Criteria |ink.
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CHAPTER 16

Card Readers

Access Easy Controller software is designed to integrate with its hardware
to provide a total solution as an integrated Access Control System.

Before the System is fully functional, we have to set up the hardware-
related parameters. In this chapter, you will learn about the setting up of the
most essential parameters of the Access Easy Controller system, namely
the Card Reader parameters, comprising of the following sections: -

Card Readers parameters are the most essential parameters, comprising
of:-

Reader Function

Reader Options

I/O Settings

PIN Code Settings
Anti-Passback (APB) Settings
Dual Card Configuration

All Access easy controller Card Readers can be configured to work either
as an Entry Reader, an Exit Reader, an Entry and Arm/Disarm Reader or
an Elevator Reader.

To Setup the Card Readers, select the target Access easy controller and
click on the Card Readers hyperlink. The following screen will appear.

( Card Access Admin 6%

Card Readers

@ cardReader Report

Reader # Description
Bl Main Entrance
2 Side Entrance
gol R&D Dept Entry Reader
4 Production Dept Entry Reader
5 Production Dept Exit Reader
] Project Dept Entry Reader
o Sales Dept Entry Reader
a Service Dept Entry Reader
] Reader 9
10 Feader 10
. Accounts Dept Dog
ata Reader 17
13 Reader 13
14 Reader 14
15 Reader 15
16 Reader 16
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1. Click on the Reader # or the Description text to proceed. A screen as
shown below appears.

( Card Access Admin \s

Card Readers

Reader #: 1
Description: |Hain Entrance
@ Reader options @ 170 Settings @ rin Code Settings @ Anti-Passback @ Cual card
(APBY Settings Configuration
Reader Function
i Entry Reader
“ Exit Reader works with | =1
Entry and Armn/ Disarm =
G Reader for ! —I
i Elevator Reader

EE8E

2. Delete the default text and enter the new Description for the Reader.

3. Click on the W& pytton.

Reader Function

( Card Access Admin r

Card Readers

Reader #: 1
Description: IHain Entrance
.Reader Options .I,"O Settings .F‘IN Code Settinqs..ﬂnti-Passback .Dual Card
[(APB) Settings Configuration
Reader Function
i Entry Reader
i« Exit Reader works with I =]
Entry and Arm, Disarm =
& Reader for ! —I
i

Elevator Reader

EE86

This section allows user to define the use of the Reader, either an Entry
Reader, an Exit Reader, an Entry and Arm/Disarm Reader or an Elevator
Reader. By default, all 16 Readers are set as Entry Reader.

A screen of the Reader Function page is shown above.
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Entry Reader

This is the default setting. All 16 readers are configured as Entry Reader
allowing Door Access.

If an Entry Reader is defined to work with an Exit Reader, the Reader
Function for the Entry Reader will change to reflect the status. A sample is
shown in the screenshot below. The Exit Reader’s description becomes a
hyperlink. User can click on it to re-configure the Exit Reader.

( Card Access Admin \e
Card Readers

Reader #: 4
Cescription: |Pdeul:t ion Dept Entry Reader
@ Reader Options @ 1/0 Settings @ FIN Code Settings @ Anti-Passback @ Cual Card

{APBY Settings Configuration

Reader Function

Entry and Army Disarm Reader waorks with Production Dept Exit Reader

Exit Reader

When this mode is selected, this Reader will operate as an Exit Reader.
User has to define the Entry Reader that this Exit Reader has to work with.

This Exit Reader will follow the operational behaviour of the Entry Reader
such as Door Open Timer and Door Strike Timer. If the Entry Reader for
this Exit Reader is also a Arm/Disarm Reader, user can also arm/disarm
the same Alarm Zone at the Exit Reader as it now has the operational
behaviour of the Entry Reader.

NOTE Once a Reader is configured as an Exit Reader, the Reader will only
be accessible to Reader Functions. The rest of the configuration,
such as Reader Options, /O Settings, PIN Code Settings, Anti-
Passback (APB) Settings and Dual Card Configuration will not be
available until it is changed to an Entry Reader, or an Entry and
Arm/Disarm Reader.
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Entry and Arm/Disarm Reader

When this mode is selected, this Reader will have all the functions of an
Entry Reader and it can be used for Arming and Disarming a specific Alarm
Zone. The Alarm Zone is to be selected from the drop-down box beside it.

To arm an Alarm Zone using the same access Reader, card holder with the
Arm/Disarm control just has to press the <0> key on the Keypad before
presenting his card.

During an Arm state, all valid access card will be disabled. Only a
Arm/Disarm card (Card must be checked at Card holder is able to
Arm/Disarm under Card Assignment.) can disarm the Alarm Zone and
enable the door back to normal card access operation.

During Arm state, if the door is unlocked by Schedule or manually from
Door control page, the alarm zone will be disarmed first before door is
unlocked.

If the Reader is ONLY used for Arm/Disarm purpose, user just has to
assign the cardholder with Arm/Disarm function without given access right
to the Reader. This will allow the cardholder to arm the Alarm Zone without
pressing the <0> key.

To switch the Reader back to normal access card Reader, press <0> on
the Keypad after finishing the Arm/Disarm operation.

To go to this page, select Card Readers, Reader Function.

Reader Function

. Entry Reader

o Exit Reader works with I j
Entry and Arm/ Disarm

€ Reader for |Alarm Zone 1 j

T Elewvator Reader

NOTE In order for the Reader to work properly, additional wiring is required.
Please consult your System Installer for advice.
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Elevator Reader

Similar concept of door access right assignment in door Readers is also
implemented in the Elevator Reader floor assignment. However, there are a
number of differences between an Elevator Reader and an Entry Reader
(or an Entry and Arm/Disarm Reader). The differences are listed below:-

e No Anti-Passback Setting
e Floor Output Settings instead of Door Output Settings and Door

Input Settings
e Output Link can control only Invalid Card Output
Each item is explained in detail below.

No Anti-Passback (APB) Setting

Elevator Readers do not have the function Anti-Passback (APB) Settings.
This is because it would be complicated to register a zone for the user after
he has entered the elevator and flashed his card to the Elevator Reader,
since the elevator has exit to more than one floor (You can consider the
Elevator has more than one exit).

Floor Output Settings instead of Door Output Settings and Door Input
Settings

The settings of an Elevator Reader is also different from that of an Entry
Reader (or an Entry and Arm/Disarm Reader). Elevator Reader only has
Floor Output Settings whereas an Entry Reader (or an Entry and
Arm/Disarm Reader) has Door Output Settings and Door Input Settings.
This can be seen in the screen below.

To go to this page, select Card Readers, select a Reader as an Elevator
Reader and click on the Save button, and select //O Settings.

Floor Dutput Settings

Floor Relay Enable Timer (0-255): IE seconds
Floor Relay: }
’FlDDr1.ButtDn1
Floor List Qutput List
Selecting Floor Relay Output: IFIDDrZ VI IEluttDn 2 j

This feature allows user to set any of the 32 programmable Output Point to
the selected Floor.
1. To configure the Selecting Floor Relay Output, select a Floor from
the Floor List.

2. Select an Output Point from the Output List.

3. Click on the u button to add the selected Output Point to the
selected Floor. The selected items would appear on the Floor Relay
list box, as shown below. Each Floor and Output Point can only
be selected once.
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4. To delete any selected items from the Floor Relay list box, highlight

.-;;v:
the item and click on the button.

5. To configure the Floor Relay Enable Timer, delete the default timing
in seconds and enter a new timing for it. The default timing is 5
seconds.

In the above screen, Button 1 is already assigned to Floor 1 as seen in
the Floor Relay list box and the Floor Relay Enable Timer is set to 5
seconds. Let us assume that by pressing Button 1, the elevator will take
the passenger to Floor 1. When the passenger presents his card to the
Elevator Reader, he must press Button 1 within 5 seconds so that the
elevator will take him to Floor 1. If he presses Button 1 more than 5
seconds later after he presents his card to the Elevator Reader, Button
1 will be de-activated and the passenger will have to present his card to
the reader again.

Output Link can control only Invalid Card Output

For an Elevator Reader, the Output Link is used to control Invalid Card
Output only. This can be seen in the screen below.

Invalid Card Cutput: IEIevatDrAIarm Clutput vI

In the above screen, Elevator Alarm Output is assigned to Invalid Card
Output. This means that when an invalid card is presented to the
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Reader Options

( card Access Admin ‘%

Card Readers

Reader #: 1
Description: Main Entrance
@ Reader Function @ 170 Settings @ 1 Code Settings @ Anti-Passback @ Dual card

(APB) Settings Configuration

Reader Options

- Turn off the reader

- Enable Keypad Only Cperation

4 On Holidays, fallow haliday schedules (to work in conjunction with Card Functionality)
Keypad Tirmeout (0-255: |5_ seconds

| Enable reader lockout

Scheduling Options

& Unlock doaor

= Schedules will not be used to unlock this door

[ Schedules will be used to unlack this door

[ Schedules and holidays will be used to unlock this door
Zchedule: |Ho Schedule =]

O Qnly after a valid access condition

CEESE

This section allows user to configure parameters in relation to the Reader.
User can de-activate the Reader to prevent access by anyone, or allow
access by entering the Card Number manually, and/or access in
accordance to Holiday Schedules.

A screen of the Reader Options page is shown above.

Turn off the reader

Once a Reader is turned off, it will not read any card. The door will be
locked and all access will be denied. For Arm/Disarm Reader, turning off
the reader prevents arming and disarming through the Reader.

Enable Keypad Only Operation

When this mode is selected, the user need not present his/her card to gain
access or Arm/Disarm the Alarm Zone (see NOTE 1). Instead, the
cardholder only has to key in his/her card number, (see NOTE 2) followed
by its PIN code (Only if PIN function is required).

NOTE1 Cardholder can still present his/her card to gain access or
Arm/Disarm. If PIN code is required, user has to present card
followed by PIN code.

NOTE 2 User has to activate the @ key first before entering the card
number.
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On Holidays, follow holiday schedules (to work in conjunction with Card
Functionality)

This mode works in conjunction with the Card Assignment, Cardholder
must abide by holiday schedules. If both are checked and the current date
is a holiday, the controller will apply the 4 sets of Schedule intervals setting
in the Regular or Special Holiday, depending on which Holiday Type the
current date setting is on, for processing (for each cardholder).

Keypad Timeout

Keypad Timeout relates to the interval where the Controller expects key
entry via the reader’s keypad from the user. If the user does not press any
key within this duration or when the user forgets to quit from a specific
operation, the Controller will return to the normal mode to wait for card
presentation or user action during a PIN change or Manual Card Number
Entry operation. To edit the Keypad Timeout, delete the default number
and enter the new timeout value. It should range from 0 — 255. The factory
default is 10 seconds.

Enable Reader Lockout

When this mode is selected, there is a restriction on the number of times a
user with invalid access can present his card at the Reader.

||
1. Check on the Enable Reader Lockout and click on the H button. A
screen as shown below appears.

( Card Access Admin \s
Card Readers

Reader #: 1
Description; Main Entrance
. Reader Function .I O Settings . FIN Code Settings . Anti-Passback . Cual Card

[APBY Settings Configuration

Reader Options

| Turn off the reader

| Enable keypad Only Operation

Ird on Holidays, follow holiday schedules (to waorl in conjunction with Card Functionality)

Keypad Timeout (0-255); IlD seconds
I~ Enable reader lockaout

Murmber of illegal atternpts prior to lockout (0-255); |3

Dwration between illegal atternpts (0-255): 10 seconds
Lockout duration (0-255) 30 seconds
List of selected illegal events to trigger lockout: Inwalid Card

BC

Select an illegal event:

2. Choose the events that you would like to lock the users out by selecting

from Select an illegal event and click on the button.
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3. The illegal events will appear on the List of selected illegal events to
trigger lockout.

4. To remove the illegal event from the List of selected illegal events to

trigger lockout, highlight the event and click on the button.

5. Enter the Number of illegal attempts prior to lockout. The default is set
to 3.

6. Enter the Duration between illegal attempts. It ranges from 0 to 255
seconds.

7. Enter the Lockout duration. It ranges from 0 to 255 seconds.

In the above example, the user will be lockout after the 3" attempt when he
uses an Invalid Card to access the Reader 3 times within 10 seconds. He
would not be able to access the Reader for 30 seconds, meaning the
Reader will lock him out for 30 seconds. However, if he only attempted 2
times with an invalid card, the Reader will reset the illegal attempt counter
10 seconds after the very first time the user uses an invalid card to access
the Reader.

NOTE: Once a reader is lockout, it will not be accessible by any cardholder. Only
after the lockout duration can the reader be used again.
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Scheduling Options

The Access easy controller can be programmed to activate or de-activate
the reader based on pre-programmed Schedules. This is particularly useful
if the reader is used for controlling door access and the door is required to
be unlocked during certain period of the day, but to be locked back at
different time period for the same day.

The above scenario is a typical operation of a Main Entrance Door of a
building. During the time when staff normally come to work, you might want
to unlock the door throughout the office working hours and automatically
lock back after work.

A screen of the Scheduling Options page is shown in the section Reader
Options.

Unlock door (For Entry Reader, Entry and Arm/Disarm Reader)

When this mode is selected, the door that is controlled by the particular
reader is permanently unlocked. There is free access to everyone. This
function is applicable to Entry Reader, and Entry and Arm/Disarm Reader

€ Unlock door o Elevator Reader, this function is replaced by a
similar function Disable Elevator Reader, in the below section.

Disable Elevator Reader (For Elevator Reader Only)

When this mode is selected, the elevator that is controlled by the particular
reader is permanently unlocked. There is free access to everyone. This

function is applicable to Elevator Reader only e Bl B e
For Entry Reader, and Entry and Arm/Disarm Reader, it is replaced by a
similar function Unlock door, in the above section.

Schedules will not be used to unlock this door

When this mode is selected, the reader access mode will be activated.
Gaining access will require the user to present his / her card and PIN code
(if PIN code is required).

Schedules will be used to unlock this door

When this mode is selected, the Reader access mode will function based
on the Schedule intervals setting. To set the scheduling options, refer to the
section on To set the Scheduling Options below.

For example: - The Start and End time for Interval 1 of Schedule settings is
set to 0830hrs and 1730hrs respectively. In this period, the door will be
unlocked between 0830 to 1731 hrs. The drawing below provides a pictorial
representation of the function.
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0830hrs 1731hrs

Door Status Door Door
Locked Door Unlocked Locked

Notice that the Door is locked only at 1731hrs instead of 1730hrs. The
reason is that Access easy controller takes 17:30:59hrs as a valid End time
for 1730hrs.

Schedules and Holidays will be used to unlock this door

When this mode is selected, during a Holiday, the Cardholder will be
allowed to access this Reader during the specific period as defined in
Schedule intervals setting for holiday. To set the scheduling options, refer
to the section on To set the Scheduling Options below.

To set the Scheduling Options(For Schedules will be used
to unlock this door and Schedules and Holidays will be
used to unlock this door)

1. To assign the Scheduling Options, click on the desired radio button. To
de-select that point, click on other radio buttons. By default, it is set at
Schedules will not be used to unlock this door.

2. If the selection is made on either Schedules will be used to unlock
this door or Schedules and Holidays will be used to unlock this
door, please proceed to step 3 to select the Schedule.

3. Select the desired Schedule from the Schedule list box.

4. When Schedules will be used to unlock this door or Schedules and
Holidays will be used to unlock this door is selected, the door will unlock
on time even if nobody is in the premises. However, with the Only after
a valid access condition checked, the system will only unlock the door
after a valid access card is presented during the schedule time period.

Example

Unlock door
Schedules will not be used to unlock this door

Schedules will be used to unlock this door

O T T

Schedules and holidays will be used to unlock this doar
Schedule: INDrmaI Schedule j

i only after a valid access condition

In the screen above, the mode Schedules and Holidays will be used to
unlock this door is selected, and the selected Schedule is Normal
Schedule. In addition, the checkbox Only after a valid access condition is
checked.
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The screen below shows the schedule for ‘Normal Schedule’, which has

been selected.

Schedule #: 4

Schedule Description: INDrmal Schedule

Interval 1

Start
Sunday <\ 0&:30
Monday i\ 05:30
Tuesday <\ 0&:30
Wednesday i\ 08:30
Thursday ::\ 03:30
Friday 0 SECIE
Zaturday C\ 03:30
Feqular Hal i\ 03:30
Zpecial Hol (:} 08:30

End
13:00

17:30

17:30

17:30

17:30

17:30

13:00

13:00

13:00

Interval 2

Start

End

Interval 3 Interval 4

Start End Start

According to the schedule in ‘Normal Schedule’ above, when the mode
Schedules and Holidays will be used to unlock this door is selected, the
door will unlock every Monday to Friday from 0830hrs to 1730hrs and every
Saturday, Sunday, Regular Holiday and Special Holiday from 0830hrs to
1300hrs. However, with Only after a valid access condition is checked, the
door will only unlock after a valid access card is presented to the Reader
during the schedule time period. For example, on a Monday, the first
person to present his card to the Reader arrives at 0845hrs. Therefore, the
door will only unlock from 0845hrs to 1730hrs on that particular Monday,

instead of from 0830hrs to 1730hrs.
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Door Output Settings (For Entry Reader, Entry and
Arm/Disarm Reader)

. Reader Function . Reader Options . PIN Code Settings . Anti-Passhack . Dual Card

{AFPB) Settings Configuration

Door Output Settings
Coor Open Timer (0-2550; 60 | seconds
Daor Strike Tirmer (0-255): | seconds

Source Address
Door Strike; Cutput = 1w

Source Address
Request-to-Exit Device; Input 1
Door Contact: Input z
Schedules and holidays will be used to shunt door contact | Undefined Schedule 1 v
Door Force Open Alarm delay duration (0-255): 1] seconds
Pre-alarm Warning before door held open alarm (0-600: 0 seconds
Door Forced Alarm Cutput: | Hot Assigned w
Coor Held Alarm Cutput: Hot A=ssigned w
Inwalid Card Qutput; Hot A=signed w

This parameter allows user to set the timer duration that is related to the
door.

A screen of the Door Output Settings page is shown above.

Door Open Timer

This setting defines how long the door can be held open, after an
access/exit is granted, before the Controller registers it as Door Held Open
transaction. If the reader has a built-in buzzer, it will generate a beeping
alert signal and will stop once the door is closed back. It can range from 0
to 255 seconds. The factory default is 60 seconds.

Door Strike Timer

This setting defines the duration to de-energise the Door Strike when the
Momentarily Unlock command is sent via the Door Control web page or
when an access/exit is granted.

When access is granted to a Cardholder, sufficient time must be given for
the person to open the door before the Controller locks it back again. It can
range from 0 to 255 seconds. The factory default is 5 seconds.

Note: When the Door Strike Timer is set to 0, and a valid card is presented at the
Reader, the door becomes unlocked (View Activity shows Door Unlocked) until
the same card or another valid card is presented at the Reader, only then the
Reader will go back to locked mode (View Activity shows Door Locked).
Presenting an invalid card will not change the status. View Acivity will only show
Invalid Card.
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Door Strike

For the Output device, such as Door Strike, though it is pre-defined, user
can still change the default address to other available addresses within the
same CRC Card, should the original output relay is defective.

To allocate an Output Address for Door Strike, select Output for Source,
else select None. After allocating Output to Source, select an Address for it.
The default Address is 1. The Address can be chosen from a selectable
range.

Output
It defines the physical output on the CRC Card. The output channels are

applicable for Door Strike, Door Forced Alarm Output, Door Held Alarm
Output and Invalid Card Output. Output channel assignment for devices
connected in relation to the Reader is selectable within the spare Output
channels of the card. User can disable the Output channel by selecting
None.

None
This setting will disable the Output channel.

An additional feature is the enabling schedules and holidays to be used for
shunt door contact.

If a schedule is selected, during the time interval, the door contact will be
ignored. This is the same as setting the door contact to "None".

If the door contact is ignored, there will not be any alarms like "Door Held
Open" or "Door Forced Open" on that particular reader

NOTE Address for Door Strike is selectable only to within the Card’s spare
Output channels. Door Forced Alarm Qutput, Door Held Alarm Output
and Invalid Card Output is selectable only within the user
programmable 32 outputs.
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Door Input Settings (For Entry Reader, Entry and
Arm/Disarm Reader)

A screen of the Door Input Settings page is shown in the section Door
Output Settings.

The Access easy controller has the capability to support a maximum of 16
wiegand card readers, 64 input (I) monitoring points, and 64 relay output
(O) points.

Of the 64 1/Os, only 32 Inputs and Outputs are user programmable, the
other 32 1/Os are assigned to the Readers.

The addresses for Input devices (Request-to-Exit device and Door Contact)
connected in relation to the Reader, are pre-defined and cannot be
changed. The following is the list of hardware to configure: -

® Request-to-Exit Device,

° Door Contact,

® Door Forced Open Alarm delay duration,

o Pre-alarm Warning before door held open alarm.

Request-to-Exit Device

To allocate an Input Address for Request-to-Exit Device, select Input, else
select None. The Address for Request-to-Exit Device is fixed and cannot be
changed.

Door Contact

To allocate an Input Address for Door Contact, select Input for Source, else
select None. The Address for Door Contact is fixed and cannot be
changed.

Input
It defines the physical input on the CRC Card. The input channels are

applicable to Request-to-Exit device and Door Contact. Input channel
assignment for devices connected in relation to Reader is fixed and cannot
be changed. However, user can disable the Input channel by selecting
None.

None
This setting will disable the Input channel.

If the door contact is ignored, there will not be any alarms like "Door Held
Open" or "Door Forced Open" on that particular reader.

Door Forced Open Alarm delay duration

This feature is available for Entry Reader, and Entry and Arm/Disarm
Reader only. To go to this page, select Card Readers, I/O Settings.
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This is to facilitate some special exit requirement. User may just want to
open the door to exit without pushing any exit button. This is also to prevent
Door Forced Open false alarm due to poor mechanical problem.

Enter the timing in seconds at the Door Forced Open Alarm delay duration
if desired. The timing can range from 0 to 255 seconds.

Door Input Settings

Source Address
Request-to-Exit Device: Input » 1
Door Contact: Input » Z
[ schedules and holidays will be used to shunt door contact Mo Schedule i
Dioar Force Open Alarm delay duration {0-255): 2 seconds
Pre-alarm warning before door held open alarm [0-8): 0 seconds

Schedules and holidays will be used to shunt door contact

An additional feature is the enabling schedules and holidays to be used for
shunt door contact.

If a schedule is selected, during the time interval, the door contact will be
ignored. This is the same as setting the door contact to "None".

If the door contact is ignored, there will not be any alarms like "Door Held
Open" or "Door Forced Open" on that particular reader.

Pre-alarm Warning before door held open alarm

This feature is available for Entry Reader, and Entry and Arm/Disarm
Reader only. To go to this page, select Card Readers, I/O Settings.

With the pre-alarm function, a user would be reminded with a slow beeping
that the door he has just gained access is still open. An example is he can
set Pre-alarm Warning before door held open alarm to 5 seconds so that
he will be alerted to close the door on time before the Door Held Open
Alarm. The timing can range from 0 to 60 seconds.

Door Input Settings

Source Address
Request-to-Exit Device: Input » 1
Door Contact: Input » Z
[ schedules and holidays will be used to shunt door contact Mo Schedule i
Dioar Force Open Alarm delay duration {0-255): 2 seconds
Pre-alarm warning before door held open alarm [0-8): 0 seconds

NOTE Address for Request-to-Exit Device and Door Contact is fixed and
cannot be changed. If the Input channel is disabled, the address will
not be shown.
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Floor Output Settings (For Elevator Reader Only)

Reader #: a

Description: Elevator Reader

. Reader Function . Reader Options . PIM Code Settings . Dual Card

Configuration

Floor Output Settings

Flaor Relay Enable Timer (0-255); IE seconds

Floor Relay: | .w.
Floor List Cutput List

Selecting Floor Relay Qutput: |Flcn:|r 1 ;I IHDtiDn Detector 1 (Simulator) ;I

Dutput Link

Invalid Card Qutput: INDt Az=igned vI

CEESE

This section allows user to set any of the 32 programmable Output Point to
the selected Floor.

A screen of the Floor Output Settings page is shown above.
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1. To configure the Selecting Floor Relay Output, select a Floor from the
Floor List.
2. Select an Output Point from the Output List.

3. Click on the u button to add the selected Output Point to the
selected Floor. The selected items would appear on the Floor Relay list
box, as shown below. Each Floor and Output Point can only be
selected once.

Floor Relay: Floor 1: botion Detector 1 (Simulator)

4. To delete any selected items from the Floor Relay list box, highlight the

.-;;v.
item and click on the button.

5. To configure the Floor Relay Enable Timer, delete the default timing in
seconds and enter a new timing for it. The default timing is 5 seconds.

QOutput Link
A screen of the Qutput Link page is shown in the section Door Output

Settings for Entry Reader, and Entry and Arm/Disarm Reader. These
output links allow the user to configure individual outputs to trigger when a
Door Forced Open, Door Held Open or Invalid Card alarm occurs at the
Reader.

A screen of the Output Link page is shown in the section Floor Output
Settings for Elevator Reader.

In an Entry Reader, and Entry and Arm/Disarm Reader, it allows user to set
any of the 32 programmable Output Point to Door Forced Alarm Output,
Door Held Alarm Output and Invalid Card Output. By default, all the 3 are
set to Not Assigned.

Output Link

Door Forced alarm Cutput: [ Mot Assigned "l
Door Held Alarm Qutput: | Mot Assigned j
Invalid Card Cutput: Mot Assigned j

However, in an Elevator Reader, this section only allows user to set any of
the 32 programmable Output Point to Invalid Card Output. By default, it is
set to Not Assigned.

Output Link
Invalid Card Output: INDtﬁ\SSignEd "l
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PIN Code Settings

C Card Access Admin \s
Card Readers

Reader #: 1
Description: Main Entrance
.Reader Function .Reader Options .I,’O Settings ..ﬁ.nti—Passback .Dual Card

(APBY Settings Confiquration

PIM Code Settings

i

YT

~

PIN code not required

PIM code required at all times

FIM code required, except during schedule intervals

PIM code required, except during regular schedule intervals and holiday schedule intervals
Schedule: IND Schedule ;I

FIM code only operation using Reader's PIMN code

Reader's PIN code {1-7 digits): I*******

CEESE

This section allows user to set the parameter on when the Personal
Identification Number (PIN) is to be used.

A screen of the PIN Code Settings page is shown above.

PIN code not required

When this mode is selected, users accessing this Reader do not have to
key in the PIN code.

PIN code required at all times

When this mode is selected, users are required to key in the PIN code.

NOTE

In order for the feature to work, the Cardholder’s Card + PIN is
required on keypad readers mode must be activated, and the PIN
must be set at the card in Card Assignment page. For the setting of
the PIN, please refer to Chapter Card Assignment, Card Functionality,
Card + PIN is required on Keypad readers.
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PIN code required, except during schedule intervals

When this mode is selected, users are not required to key in his/her PIN
code during specific periods defined in the Schedule settings.

As an example, the Start and End time for Interval 1 of the Schedule is set
to 0830hrs and 1730hrs respectively. The Reader status will be set
accordingly. The following drawing provides a pictorial representation of the
function.

0830hrs 1731hrs

Reader Status PIN PIN Not PIN
Required Required Required

Notice that PIN is required at 1731hrs instead of 1730hrs. The reason is
that Access easy controller takes 17:30:59hrs as a valid End time for
1730hrs.

This mode is not affected by Holiday setting, i.e. during holiday, it will still
use the Day of Week schedule.

NOTE1 To use this feature as intended, the cardholder should be given

access rights to the reader(s).

NOTE 2 In order for the feature to work, the cardholder's Card + PIN is

required on keypad readers mode must be activated.

PIN code required, except during reqular schedule intervals and holiday

schedule intervals

When this mode is selected, the operation is the same as the previous
mode, except that during holiday the Holiday schedule is used instead of
the normal Day of Week schedule.

PIN code only operation using Reader’s PIN code

When this mode is selected, all cardholders will use a pre-defined Reader’s
PIN code (default code 1234000) to gain access to the controlled area or to
arm/disarm the Alarm Zone. No card is required.

The Reader’s PIN code is defined in the Reader’s PIN code (1-7 digits) edit
field.

To set the Schedule

1. If selection is made on PIN code required, except during schedule
intervals or PIN code required, except during regular schedule
intervals and holiday schedule intervals, the Schedule field must be
set.

2. To edit the Schedule, select the appropriate schedule from the
Schedule list box.
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To set the Reader’s PIN Code

1. If the selection is made on PIN code only operation using Reader’s PIN
code, the Reader’s PIN code (1-7 digits) field must be entered.

2. To edit the Reader’s PIN code, delete the default PIN and enter the
new Reader’s PIN code, limited to 7 digits. See NOTE 1 And 2.

NOTE 1 User can enter from 1 to 7 digits for the Reader’s PIN code (default
code 1234000).

NOTE 2 For security reason, every character entered for the PIN code is
represented by an asterisk ( * ). For Macintosh user, it is represented
by a dot ( [J ) instead.
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Anti-Passback (APB) Settings

C Card Access Admin \s
Card Readers

Reader #: 1
Description: Main Entrance
.Reader Function .Reader Options .IfO Settings .F‘IN Code Settinqs.DuaI Card

Configuration

Anti-Passhack (APB) Settings
[ &PB deactivated

I Activate Time Based APE
Tirner setting for Tirme Based APB: I 0 vI minutes
[ Activate Soft APE (viclations will be logged, but access/exit granted)

Entry Zone: IUndef ined 'i Exit Zone: |Undef ined 'I

I Activate Full APBE (violations will be denied access)

Entry Zone: IUndBf ined 'I Exit Zone: IUndEf ined vI

QRS

A screen of the Anti-Passback (APB) Settings page is shown above.

Anti-Passback (APB) function prevents a cardholder from passing his/her
card to another person to gain access to the door after he has accessed
through it. It is normally implemented in sensitive area having high security.

Three types of APB modes are available; namely: - Time Based APB, Soft

APB, and Full APB. Each mode provides different level of security and is
explained in detail in the following sections.

APB deactivated

By default, it is set to APB deactivated. This means that there is no APB
setting for the Readers on this Access easy controller.

Activate Time Based APB

Time Based APB relates to Entry Reader only, implying that the Controller
will not accept the same card until the Timer setting for Time Based APB
has elapsed.

To select this mode, select Activate Time Based APB.
When this mode is selected, the Timer setting for Timed Based APB must

be set. Choose the timing from the list box, in minutes, from a range of 0
minutes to 60 minutes.
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Activate Soft APB

Soft APB mode operation requires a cardholder to present his/her card at
the Entry Reader and Exit Reader at all times. However, if he/she follow
another person in or out the controlled area, the transaction “Exit Granted,
Soft APB” or “Access Granted, Soft APB” will be shown on his/her next exit
or entry respectively.

The administrator needs to Reset APB in order to clear the above
transaction. Refer to the Chapter on Reset APB for detail.

To select this mode, select Activate Soft APB. The Entry Zone and Exit
Zone must be selected for this mode to work properly.

Activate Full APB

When this mode is selected, user must first enter using the Entry Reader in
order to exit from the corresponding Exit Reader. If cardholder violates this,
access will be denied. The administrator needs to Reset APB before the
cardholder can have access again. Refer to the Chapter on Reset APB for
detail.

To select this mode, select Activate Full APB. The Entry Zone and Exit
Zone must be selected for this mode to work properly.

The main difference between the Soft and Full APB is that, for Soft APB,
the user is allowed to exit the controlled area via the Exit Reader even if
he/she entered the controlled area previously by following another person.
Full APB does not allow that.
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Understanding the APB Zone

APB Zone is applicable to Soft APB and the Full APB mode.

Access easy controller is able to support up to 254 Soft APB Entry Zones,
254 Soft APB Exit Zone, 254 Full APB Entry Zone and 254 Full APB Exit
Zone.

< APB Zone 3

—G Exit Reader #4 (Zone 3)
Department Main Entrance Entry Reader #3 (Zone 2)

< APB Zone 2

Exit Reader #2 (Zone 2)

|

U

Office Main Entrance Entry Reader #1 (Zone 1)

Any Reader assigned to operate Soft APB mode or Full APB mode will be
given an Entry Zone and Exit Zone. When a cardholder presents card at
Entry Reader #1, the system will verify whether he has been registered in
Zone 1. If he has been registered in Zone 1, access is granted to him.
When he opens the door to gain access such that the door contact sensing
is opened, he is registered to be in Zone 2. However, if he is verified to be
in other zones instead of Zone 1, access will be denied to him.

|

NOTE In the case that he is verified to be in Zone 1 and is granted access but

he did not open the door to gain access, he will not be registered in
Zone 2. He will only be registered in Zone 2 when he is granted access
and opens the door to gain access.

Using this verification method, no card can bypass any zone to gain access
to any other zone. In addition, zone will only be registered into the card if
the user has opened the door physically (based on door contact sensing).

For the above example, assume that the mode Activate Full APB (violations
will be denied access) is selected. For Entry Reader #1, the Entry Zone will
be selected as Zone 1 and Exit Zone selected as Zone 2, as shown below.
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Anti-Passback {(APB) Settings

. APB deactivated
. Activate Time Based APB

Tirmer setting for Time Based APB: II] "I minutes
. Activate Soft APBE {violations will be logged, but access/exit granted)

Entry Zone: IUndEfinEd 'I Exit Zone: IUndEﬁnEd "l

(o Activate Full APB (violations will be denied access)

Entry Zone: |Z':'r'"3-I 'I Exit Zone: |Z':'nE Z 'l

Similarly, for Entry Reader #3, the Entry Zone will be selected as Zone 2
and Exit Zone selected as Zone 3, as shown below.

Anti-Passback {(APB) Settings

. &PB deactivated
I Activate Time Based &PB

Tirner setting for Tirme Based APE: II] vI minutes
I Activate Soft APBE (violations will be logged, but access/exit granted)

Entry Zone: IUndEfiﬂEd "I Exit Zone: IUﬂdEfinEd vI

i Activate Full APE (violations will be denied access)

Entry Zone: |ZDHE Z "I Exit Fone: |ZDnE g vI
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Dual Card Configuration

( Card Access Admin -
Card Readers

Reader #: 1
Description: Main Entrance
. Reader Function . Reader Options . 1/0 Settings . PIMN Code Settings . Anti-Passback

(APB) Settings

Dual Card Configuration
o Dwal Card Mode disabled
[ after using 2 card to initiate the access, the systerm will switch back to single card access

CEREE

In the Dual Card Configuration, the Reader can either be configured as
Dual Card Mode disabled, After using 2 card to initiate the access, the
system will switch back to single card access or Dual Card access at all
time.

i Dual Card access at all time

A screen of the Dual Card Configuration page is shown above.

Dual Card Mode disabled

If this mode is selected, it means that no 2 cards are needed to activate the
Reader.

After using 2 card to initiate the access, the system will switch back to single
card access

If this mode is selected, it means that after 2 cards are presented to the
same Reader to unlock the door, the Reader will switch back to single card
access.

An example of the scenario would be as follows:

In the morning, 2 authorized personnel with dual card function have to
present their card at the high security door Reader before the door can be
accessed normally. Subsequently the rest of the employees would access
the door using their own card. At the end of the day, either of the 2
authorized personnel holding the dual card will have to revert the system
back to dual card mode by pressing the <3> key on the Keypad before
presenting their cards.
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Dual Card access at all time

If this mode is selected, it means that 2 cards have to be presented to the
Reader at all times to unlock the door.

This mode works in conjunction with the Dual Card Assignment under the

chapter Card Assignment as to whether there is any order in the
presentation of cards.

To generate a Print Preview of the Card Reader
Report

Once you have completed configuring the Card Readers, a hardcopy can
be printed out.

1. From the first web page of the Card Readers menu item, click on the
@ Card Reader Report |ink, A screen as shown below appears.

( Card Access Admin r
Card Readers

Selection Criteria For Readers

Reader Description: 411 Readers ;I

2. Select the desired Reader from the Reader Description list box. If no
reader is selected, the report generated will include all the available
readers in the selected controller. In this example, all the readers in
Panel #3 will be included in the report.

3. Click on the E| button for a print preview of the report.
The following screen-capture shows an example of the report for the
Main Entrance.
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Return To Card Readers Return To Selection Criteria

Bosch Security Systems Pte Ltd
3E8C Jalan Pemimpin Singapore 577180

Card Beader Report
Tuesday, 18 Sgp Z005  12:55:07

Reader # : 1
Description : Eeader 1

Beadar Funckion
Entry Beader

Beadar Options

Turn off the reader : Not Zelected

Enable Heypad Only Operation : Not Selected

Orn Holidays, follow holiday schedules (to work in conjunction with Card Functionality) - Selected
Feypad Timeout : 10 seconds

Enable reader lockout : Not Selected

Sckedulin. tioms
Schedules will not be used to unlock this door
Only after a valid access condition : HNot Selected

Dooy Oubtpul Sekbbings

Loor Open Timer : &0 seconds
Door Strike Timer : 5 seconds
LDoor Strike : Output 1

oo Input Settings

RBerquest-to-Exit Dewice : Input 1

Loor Contact : Inpuat £

Schedules and holidays will be used to shunt door contact: No Schedule
Door Force Open Alarm delsy duration : 0 seconds

Pre-alarm Warning before door held open alarm : 0 seconds

4. If you wish to view other Reader’s configuration, click on the
Return To Selection Criteria |ink and reselect.

If you are satisfied with the configuration and wish to print out a hardcopy,
click on the Print button located on the Toolbar of the web browser
program. Alternatively, click on the File and select Print.

5. To return to the Card Readers first web page, click on the
Return To Card Readers |ink.
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CHAPTER 17

Advance I/O Setup

The basic need for such an operation is to enable the rerouting of physical
or logical information from one operation to another. Due to its flexibility, the
type of operation it can achieve is dependent on the installer. Besides
normal input, output and schedule selection, some functions will allow:-

e Inter-connection with other functions.

e (Criteria to select ‘Where’, ‘What’ and ‘Who’ (individual and access

group) as well as Key input.
e Always ‘On’ or ‘Off’.

Some of the advance functions that it can support are:-

Guard Tour

Feed Through

OR Logic

AND Logic

XOR Logic

NAND Logic
Interlock / Man Trap
Up-Down Counter
Exit Door

One Shot

A description of each item will be given below.

Guard Tour

This function is used when the block is used as one of the guard tour

stations in the guard tour routes.

A toggle key switch can be used to activate guard tour registration. If key is
switched to ON state and is not removed, a reminder alarm will be

activated.

Guard Tour
| m———p| Guard Tour Output
Input (Toggle)

Guard Tour
Alert Output

— L
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Input/Output Description
Guard Tour Input This input is edge triggered from ‘0’ to ‘1’ (leading edge) &
toggling. A key switch can be connected to this input.
Guard Tour Ouput A LED is normally connected to this output. The LED will be
turned on for the duration when the guard tour input is
triggered.

Guard Tour Alert Ouput | A LED is normally connected to this output. The LED will be
turned on when the Input Duration has lapsed and the key
switch, which is switched to ON state, is still not removed. A
reminder alarm will be activated.

The timing diagram below gives a graphical description of the function.

\ [ \ \ [
T i 1 \ Iy \ | \
\ Ad [ \ BY \ [ \

Guard Tour Input 0 M L ‘ |

\ \ [ \ \ \ \ [ \
\ \ [ \ \ \ \ [ \
On ; 1 | I | | |
\ [ \ \ [ \
Guard Tour Output off —— L ‘ | —
\ \ [ \ \ \ \ [ \
\ \ [ \ \ \ \ [ \
On, | | |— | | | N |
Guard Tour Alert Output | ‘ | | | | Il \
Off \ 1 \ \ \ T \
\ T " | \ T ., T " | \
\ \ \ \ \

t1, t2 = Input Duration

In the timing diagram above, Guard Tour Input at transition A and B will
cause the Guard Tour Output to be turned On for the duration when the
Guard Tour Input is triggered. When the Input Duration, t;, has lapsed and
the Guard Tour Input is still at High (1), the Guard Tour Alert Output will be
turned On until the Guard Tour Input is switched to Low (0). Whereas for t,,
the Input Duration is such that the Guard Tour Input has already been
switched to Low (0) before the Input Duration, t,, has lapsed. Therefore the
Guard Tour Alert Output is not triggered.

In practical scenario, a key switch is normally connected to the Guard Tour
Input, a LED connected to Guard Tour Output and a LED and/or an alarm
is connected to the Guard Tour Alert Output. When the guard goes for his
daily routine, he would turn his key switch to On state. This will cause the
LED in the Guard Tour Output to be turned On. And if the key is not
removed after the Input Duration has lapsed, the LED in the Guard Tour
Alert Output will be turned On and the alarm will be activated to remind the
guard that he has not removed the key from the key switch.
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Feed Through

This function is used when the output of a function block has to be fed into
the input of another function block for further action.

This function will enable any type of output such as physical output, link or
reader control to follow the input such as physical input, physical output,
link, criteria or schedule. Each item is explained in the above section Input
Point Able to Arm/Disarm by Other Type of Input. Level or toggle input
behavior can be selected.

ﬂ —»] Input Output ——» ﬂ

Input/Output Description
Input source The input will be linked to the output directly.
It is edge triggered from ‘0’ to ‘1’ (leading edge) & toggling.

Output The output is a direct link of the input.

OR Logic

This function is used in cases whereby the output of a function block is to
be triggered when any one or more of the stated conditions is fulfilled. In
Advance I/0O Setup, a maximum of 7 conditions is allowed.

1
0 I o] Input A Output |—

1 :
0 —| InputG

The output is set to high when one or more of the stated inputs is set to
high. The following table depicts the OR logic operation, assuming only 3
inputs are used.

Input A | Input B | Input C | Output
0 0 0 0
1 0 0 1
0 1 0 1
0 0 1 1
1 1 0 1
0 1 1 1
1 0 1 1
1 1 1 1

The timing diagram below gives a graphical description of the function.
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| || |

0
InputA | 1 | ||
| 1 1 [ |

0
InputB I . || || ||
B | [ |

0
InputC N O O T || ||
B [ |

0
Output 1 : : : :

AND Logic

This function is used in cases whereby the output of a function block is to
be triggered when all the stated conditions are fulfilled. In Advance 1/O
Setup, a maximum of 7 conditions is allowed.

1
0 Input A Output p——

1 :
0 —| InputG

The output is set to high when all of the stated inputs are set to high. The
following table depicts the AND logic operation, assuming only 3 inputs are
used.

Input A | Input B | Input C | Output
0 0 0 0

ala]ol=-|olo]-
alo|=|=|o]=|o
ala]alo|=|olo
2 lo|o|o|o|o|o

The timing diagram below gives a graphical description of the function.
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|
Input A ?| | |

) ]
Input B ?| ||

T T

0
seas £ L

O | 11 |
QuUtPll 4

XOR Logic

This function is used in cases whereby the output of a function block is to
be triggered when all the stated conditions are different. In Advance 1/O
Setup, a maximum of 7 conditions is allowed.

1
0 Input A
1

0 —| InputB

Output

The output is set to high when all the stated inputs are at different states.
The following table depicts the XOR logic operation, assuming only 2 inputs

are used.

Input A | Input B | Output
0 0 0
0 1 1
1 0 1
1 1 0

The timing diagram below gives a graphical description of the function.

|
Input A ?| |
|
Input B ? |
|
01 |

Output 1|
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NAND Logic

This function is used in cases whereby the output of a function block is to
be triggered when one or more of the input states is low.

1
0 o] Input A Output |—

1 :
0 —| InputG

The output is set to high when one or more of the input states is low. The
following table depicts the NAND logic operation, assuming only 2 inputs

are used.
Input A | Input B | Output
0 0 1
0 1 1
1 0 1
1 1 0

The timing diagram below gives a graphical description of the function.

R )
0

s 1P
0

Input B 1||| || ||
[ ] [ [
O T T T 1 T 1 [

Qutedt v o

Interlock / Man Trap

i. Interlock Operation

All doors will remain closed and unlocked. Opening any of the doors will
cause all other doors to be locked until the opened door returns to the
closed position. In Access easy controller, a maximum of 5 doors is
configurable.

Examples of such applications are darkrooms, laboratories, clean
rooms, airlock rooms, X-ray or other treatment rooms.

The figure below shows an illustration of Interlock Operation for 2
doors.
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Interlock Configuration

The timing diagram below gives a graphical description of the function.

Input B
Input ¢
Input D
Input E
Enable

Activate all output

Output A Unlocked
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Section 2

Section 1
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Section 1

In Section 1, a leading edge from ‘0’ to ‘1’ is detected at Input A first.
This means that the door at A is opened. This causes the door at A to
be unlocked (Output A-Low) and the rest of the doors to be locked
(Output-High) until door at A is closed. The same applies when each
door is opened in turn.

Enable is always high (In Access easy controller configuration, Enable
can be configured as “Always On”). Activate all output is always low (In
Access easy controller configuration, Activate all output can be
configured as “Always Off”).

Section 2

In Section 2, a leading edge from ‘0’ to ‘1’ is first detected at Input A.
From Section 1, we know that the door at A is opened and this causes
the door at A to be unlocked (Output A-Low) and the rest of the doors to
be locked (Output-High) until door at A is closed.

But before door at A is closed, someone tries to open door at B. He
cannot open the door at B as it is locked (Output B-High) as door at A
has not been closed back to original position.

ii. Man Trap Operation
All doors are normally closed and locked. Unlocking any door by reader
causes the other doors to be incapable of being unlocked. In Access
easy controller, a maximum of 5 doors is configurable.
Examples of such applications are restricted darkrooms, laboratories,
clean rooms, airlocks, showers, money counting rooms and computer
rooms.

The figure below shows an illustration of Mantrap for 2 doors.

Man Trap

The timing diagram below gives a graphical description of the function.
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Section 1 ! Section 2

Section 1

In Section 1, a leading edge from ‘0’ to ‘1’ is first detected at Input A, i.e
someone presents his card at reader for door A. This means that door
A will be unlocked (Output A-Low) and the rest of the doors will be
incapable of being unlocked (Output-High). The same applies when
card is presented to the readers at the other doors in turn.

Enable is always high (In Access easy controller configuration, Enable
can be configured as “Always On”). Activate all output is always low (In
Access easy controller configuration, Activate all output can be

configured as “Always Off”).

Section 2
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In Section 2, a leading edge from ‘0’ to ‘1’ is first detected at Input A.
From Section 1, we know that when someone presents his card at
reader for door A, door A will be unlocked (Output A-Low) and the rest
of the doors to be incapable of being unlocked (Output-High).

But before door A is locked back, someone presents his card at door B.
He cannot unlock door B as it is incapable of being unlocked (Output B-
High).

Both the above operations, Interlock Operation and Mantrap can be easily
configured by monitoring the door strike and contact status.

The number of doors that can be configured for these operations is only
limited by the number of /O and Reader available per controller.

Up-Down Counter

This function enables the tracking of the number of card holder/event and is
able to trigger output or control based on the maximum configuration limit.

—On
_T—|_ — Up Count Input Output>0 +—> —— Off
Tl on
— Down Count
Input Output >= Max}——» —  Off
J |— — Reset
Maximum Limit = XXXXX (0 to 65535)
Pre-load counter value = XXXXX (0 to 65535)
Input/Output Description
Up count Input Increment the counter when a low to high edge is detected.

Down count Input | Decrement the counter when a low to high edge is detected.

Reset Reset the counter to zero when a low to high edge is detected.

Output > 0 Set high when the counter is not zero, and set low when the counter
is zero.

Output >= Max Set high when the counter is greater than or equal to the maximum

limit, else set low.
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The timing diagram below gives a graphical description of the function.

Up Count Input

Down Count Input o

Reset
—_— 0
On
| |
Output > 0 B B
— Off
On
Output >= Max g . 4
-_— Off
Max Limit'= 5 Max Limit = 10
Pre-Load I: 0 Pre-Load = 5

In the timing diagram, the basic operation of the function is outlined below: -

Max Limit = 5 and Pre-Load =0

With the 2 defined parameters, the Output>=Max will be driven high on the
5™ pulse on the Up Count input. However, the Output>0 is driven high on
the first pulse. A Reset pulse clears both outputs to zero.

Max Limit = 10 and Pre-Load =5

With a Pre-Load of 5 count, the Output>0 is driven high. This Output>0 will
be cleared on the 5" pulse on the Down Count input.

A pulse on the Up Count input drives the Output>0 high again and the
Output>=Max will be driven high on the 10" pulse.

Exit Door

This function is mainly used to monitor and control emergency exit doors.

—On

—1 Request-to-Exit Door Strike f—— —  Off

ﬂ_ (Toggle) o
— Door Contact Door Forced Open |——»

ﬂ (LCVCI) — Off
— Lock/Unlock Door Door Held Open |—
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Input/Output Description
Request-to-Exit This input is edge triggered from ‘0’ to ‘1’ (leading edge) & toggling.
(Toggle) It activates the Door Strike output for a period of the Door Strike

Duration when a leading edge is detected.

Door Contact
(Level)

This input is edge triggered from ‘0’ to ‘1’ (leading edge). It activates
the Door Forced Open output when a leading edge is detected and a
period of the Door Forced Open Alarm Delay Duration has passed.

Lock/Unlock Door

Permanently locks/unlocks the door when activated.

Door Strike

Driven to high for a period of Door Strike Duration when a leading
edge is detected at Request-to-Exit.

Door Forced Open

Driven to high for the duration when Door Contact is high when a
leading edge is detected at Door Contact and the Door Forced Open
Alarm Delay Duration has lapsed.

Door Held Open

Driven to high when the Door Strike Duration is over and
subsequently, the Door Open Duration is over.

The timing diagram below gives a graphical description of the function.

Request-to-Exit
(Toggle)

Door Contact

(Level)

Lock/Unlock Door

Door Strike

Door Forced Open

Door Held Open

rl
rl

VI

A
\ 4

t3 t3

A
\ 4

1

Section 1 Section 2 Section 3 Section 4

t1 = Door Strike Duration, t3 = Door Forced Open Alarm Delay Duration

In the timing diagram, it is divided into 4 sections. The basic operation of
each section is outlined below: -
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Section 1

In Section 1, a leading edge from ‘0’ to ‘1’ is detected at Request-to-Exit.
This causes the Door strike to be driven high for a duration of t;, the Door
Strike Duration.

Section 2

In Section 2, a leading edge is first detected at Lock/Unlock Door. This
causes the Door strike to be driven high for the duration when the
Lock/Unlock Door is triggered. Since the Door Strike is already at state
high, meaning it is de-energised, when a leading edge is detected at
Request-to-Exit, there is no difference in Door Strike.

Section 3

In Section 3, a leading edge is detected at Door Contact. However there is
a Door Forced Open Alarm Delay Duration of period t;. Hence the Door
Forced Open is driven high only after the Door Forced Open Alarm Delay
Duration has passed and remains high until the Door Contact is triggered
low. The Door Forced Open Alarm Delay Duration is to ensure that the
alarm is genuine and not caused by noise or interference.

Section 4

In Section 4, a leading edge is detected at Door Contact. However the
signal lasts for a period less than the Door Forced Open Alarm Delay
Duration of period t; Therefore the Door Forced Open output is not
activated. This is because the signal detected could be due to noise or
interference

One Shot

This function is similar to Feed Through except it is used when the output of
a function block is triggered for a predefined duration when input state is
high.

This function will enable any type of output such as physical output, link or
reader control to follow the input such as physical input, physical output,
link, criteria or schedule.

J — | Input Cutput |
D
Duration
Input/Output Description
Input source The input will be linked to the output directly.
(Toggle) It is edge triggered from ‘0’ to ‘1’ (leading edge).
Output The output is a direct link of the input.
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Ability to accept other types of Arm/Disarm Input

Control

In Access easy controller, the arm/disarm input control can accept any type
of input such as link, physical output, physical input, schedule, criteria or it
can be set to always on or always off.

Input Setup is also used in conjunction with Advance 1/O Setup. Each item
is explained below.

Inter-connection

Output

Input

Schedule

Criteria

Inter-connection is used when the user would like to link a few functional
blocks together. Each connection between two functional blocks is
expressed as a Link.

Output consists of physical outputs from the Reader Board and the I/O
Board. Each system can provide a total of 32 Reader Board Output and 32
I/O Board Output Points.

Input refers to the input of readers such as Request-to-Exit and Door
Contact, and the input of I/O Board. Each system can support a total of 16
readers, hence there is a total of 16 Request-to-Exit and 16 Door Contact.
Each system can support 32 Input Points. Input also includes input to the
Main Power and Panel Tamper.

Schedule refers to the time schedule that we have already learnt in Chapter
Schedule. Please refer to Chapter Schedule for the usage on schedules.

Criteria are some of the conditions or limitations that we would like to
impose on the input to the functional block. Conditions or limitations can be
imposed on the devices, cardholders or events. The user can choose to
include items to trigger the output or the user can choose to omit items so
that it will not trigger the output of the functional block. A table listing the
choice that can be selected under each item is shown below.

Criteria Configuration Choice that can be selected
Devices All readers, input & output points
All readers only

All input points only

All output points only

Selected devices only

Omit these selected devices only

Cardholders e All cardholders
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Selected cardholders only
e Omit these selected cardholders only
Selected Access Group only

Events e All events
e Selected events only
Omit these selected events only

1. To set the criteria, select Advance I/O Setup on the Left Pane and
click on @ Criteria List,

2. Click on the ID# or Criteria Description of any unused criteria. The
screen as shown below will appear.

( Panel Admin (0
Advance 170 Setup

.Cardholders .Events

ID #: 1

Descriptinn:lUndef ined criteria 1

all readers, inputs & output points
all readers anly

all input points only

all output points only

Selected devices only

e e la e O

Omit these selected dewvices only

CERE

3. Enter the Description for the criteria in the space provided.

4. From the Devices page, select the appropriate radio button.

Description: ICri teria 1]

all readers, inputs & output points

&l readers only

&l output points anly

Selected devices only

&
-
4l input points anly
-
-
-

ot these selected devices only

When Selected devices only is chosen
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All readers, inputs & output points

all readers anly

all input points only

Selected devices only

I
I
I
€ all output paints only
&
I

Omit these selected devices anly

List of Selected Devices |

Select a Device: IRE&dEH j

CREREGBOSHE

i. To add an item to the List of Selected Devices, select an item

from the Select a Device drop-down list and click on the
button.

i. Repeat Step ito add more items to the List of Selected Devices.
When the items are added to the List of Selected Devices, it
means that only these devices will be able to trigger an output.

iii. To remove an item from the List of Selected Devices, select the

item on the list and click on the button.

iv. Repeat Step iii to remove more items from the List of Selected
Devices.

When Omit these selected devices only is chosen

all readers, inputs & output points

all readers only

all input points anly

Selected dewvices only

~
~
I
Al output points only
~
&

Omit these selected devices only

List of Selected Devices |

Select a Device: IReader1 j

CERGHSE

i. To add an item to the List of Selected Devices, select an item from

the Select a Device drop-down list and click on the button.

i. Repeat Step i to add more items to the List of Selected Devices.
When the items are added to the List of Selected Devices, it means
that only these devices will be omitted and will not be able to trigger
an output.
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ii. To remove an item from the List of Selected Devices, select the

item on the list and click on the “ button.

iv. Repeat Step iii to remove more items from the List of Selected
Devices.

5. To go to the Cardholders page, click on the a button from the
Devices page or click on @ Cardholders

6. From the Cardholders page, select the appropriate radio button.

Cardholders

ID #: 1
Description: Criteria 1
t* a4l cardhalders

= Selected cardholders anly
T Omit these selected cardhalders only
© Selected Access Group only

Reader Contraol Kei: I vI

When Selected cardholders only is chosen

Cardholders

ID #: 1
Description: Criteria 1
= all cardholders

* =Selected cardholders only
{©  Omit these selected cardholders only
= Selected Access Group only

List of Selected Cardholders:

Search | @
Option: Mame 'I
Reader Control Key: I

CEBGOHSHE

i. To add an item to the List of Selected Cardholders, user can make a
search for the cardholder by using the Option drop-down list to
search by his Name, Card Number, User Field 1 or User Field 2.

ii. After selecting the appropriate Option, user has to enter a
corresponQing character in the space provided beside Search and

click on %&~. If the user selects Name in the Option, alphabet/s must
be entered in the space, whereas if the user selects Card Number in
the Option, number/s must be entered in the space provided. For
example, we are searching for ‘Joey Tan’ and we make a search by
Name with the alphabet j'. The screen as shown below will appear.
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Cardholders

1D #: 1
Description: Criteria 1
all cardholders

Y w0

Selected cardholders only
Omit these selected cardhaolders only

Selected Access Group only

List of Selected Cardholders: |

Search :

Option:

Cardholders Found:

Reader Control Key:

| &
IName 'I

Joey Tan (B888)
Janet Lim (3090)

[ =

CEESRAHSE

iii. Select ‘Joey’ and click on the button. The Name ‘Joey Tan’ will
appear in the List of Selected Cardholders.

iv. Repeat Step i, ii and iii to add more items to the List of Selected
Cardholders. When the items are added to the List of Selected
Cardholders, it means that only these cardholders will trigger an

output.

v. To remove an item from the List of Selected Cardholders, select the

item on the list and click on the button.

vi. Repeat Step v to remove more items from the List of Selected

Cardholders.

When Omit these selected cardholders only is chosen

Criteria Configuration

Cardholders

ID #: 1
Description: Criteria 1
all cardholders

WY

List of Selected Cardhaolders:

Search :
Dption;
Reader Control Key:

Selected cardholders only

Omit these selected cardholders only

Selected Access Group only

| &
MName 'l
=

CEREGOHSHE
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i. To add an item to the List of Selected Cardholders, user can make a
search for the cardholder by using the Option drop-down list to
search by his Name, Card Number, User Field 1 or User Field 2.

ii. After selecting the appropriate Option, user has to enter a
corresponqmg character in the space provided beside Search and

click on %&~. If the user selects Name in the Option, alphabet/s must
be entered in the space, whereas if the user selects Card Number in
the Option, number/s must be entered in the space provided. For
example, we are searching for ‘Joey Tan’ and we make a search by
Name with the alphabet j'. The screen as shown below will appear.

Cardholders

1D #: 1
Description: Criteria 1
all cardholders

Selected cardholders only

Omit these selected cardhaolders only

Y w0

Selected Access Group only

List of Selected Cardholders: |

Search I @:6/\
Cption: IName 'I
Joey Tan (B888)
Cardholders Found: Janet Lim (3090)
Reader Control Key: I I

CEESRAHSE

ii. Select ‘Joey’ and click on the button. The Name ‘Joey Tan’ will
appear in the List of Selected Cardholders.

iv. Repeat Step i, ii and iii to add more items to the List of Selected
Cardholders. When the items are added to the List of Selected
Cardholders, it means that only these cardholders will be omitted
and will not be able to trigger an output.

v. To remove an item from the List of Selected Cardholders, select the

item on the list and click on the “ button.

vi. Repeat Step v to remove more items from the List of Selected
Cardholders.
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When Selected Access Group only is chosen

Cardholders

1D #: 1

Description: Criteria 1

all cardholders

Selected cardholders only

Zmit these selected cardholders only

OIS e T

Selected Access Group only

List of Selected Access Groups:

Option: Full Access Group j

Reader Contral Key: ?
& =

i. To add an item to the List of Selected Access Groups, select an item

from the Option drop-down list and click on the button.

i. Repeat Step i to add more items to the List of Selected Access
Groups. When the items are added to the List of Selected Access
Groups, it means that only cardholders in these access groups will
trigger an output.

iii. To remove an item from the List of Selected Access Groups, select

the item on the list and click on the button.

iv. Repeat Step iii to remove more items from the List of Selected
Access Groups.

7. After selecting the appropriate radio button, user must select the
Reader Control Key, as shown below. If it is not required, select the
blank space. When the Reader Control Key is selected, for example,
‘8’ is selected, it means that the user must press the key ‘8’ on the

reader keypad before presenting the card to the reader. Of course,
all other conditions are to be satisfied.

Reader Control Key: I TI

Note

For C3 Smart Card Readers Series, the key is ‘C’ and ‘E’. For

ProxPro Reader with keypad, the key ‘C’ is replaced by *’ and the key
‘E’ is replaced by ‘#.
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8. To go to the Events page, click on the a button from the
Cardholders page or click on @ Exents,

9. From the Events page, select the appropriate radio button.

Description: Criteria 1

i* Al events
= Selected events only

T Omit these selected events anly
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When Selected events only is chosen

Description: Criteria 1

 all events
* Selected events anly
 Omit these selected events only

List of Selected Events: |

Select an Event: IPaneITampered

G.I.ﬂﬂ.

To add an item to the List of Selected Events, select an item from

the Select an Event drop-down list and click on the button.

i. Repeat Step i to add more items to the List of Selected Events.
When the items are added to the List of Selected Events, it means
that only these events will trigger an output.

ii.  Toremove an item from the List of Selected Events, select the item

.-;;Y|
on the list and click on the button.

iv.  Repeat Step iii to remove more items from the List of Selected
Events.

When Omit these selected events only is chosen

Description: Criteria 1

™ Al events
= Selected events anly
{ Omit these selected events anly

List of Selected Events: |

Select an Event: IPaneITampered

U...ﬂﬂ.

To add an item to the List of Selected Events, select an item from

the Select an Event drop-down list and click on the button.

i. Repeat Step i to add more items to the List of Selected Events.
When the items are added to the List of Selected Events, it means
that only these events will be omitted and will not be able to trigger
an output.

ii.  Toremove an item from the List of Selected Events, select the item

.-;;Y.
on the list and click on the button.
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iv.  Repeat Step iii to remove more items from the List of Selected
Events.

Note For each criteria, please ensure that there is no conflict in the
configuration of the Devices, Cardholders and Events. The combination

of the selection of the Devices, Cardholders and Events should be
logical.

An example of using the Criteria

In this example, we are configuring the settings for criteria ID #1 and we
name it Criteria 1.

1. In the Devices page, select the radio button Selected devices only.

In this example, we select ‘Reader 1’ as the device that will trigger
an output.

Devices

ID #: 1

Descriptiun:lCriteria 1

all readers, inputs & output points
&ll readers only

All input points only

&ll output points anly

G S T T

Selected devices only

7

Ot these selected devices only

Feader
List of Selected Devices

Select a Device: IHeader1 j

2. In the Cardholders page, select the radio button Selected
cardholders only. In this example, we select the Name ‘Michael Tay’
as the cardholder who will trigger an output.

Cardholders

ID #: 1

Description: Criteria 1

all cardholders

Selected cardholders anly

Qmit these selected cardholders only

YWy

Selected Access Group only

bichael Tay (10250)
List of Selected Cardholders:

Search : I @

Option: Marme j

Reader Contral Kewy: vl
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3. Inthe Events page, select the radio button Selected events only. In
this example, we select the event ‘Access Granted’ as the event
that will trigger an output.

Events

ID #: 1
Description: Criteria 1

= all events
% Selected events only
T Omit these selected events anly

Access Granted
List of Selected Events:

Select an Event: IPaneITamperEd j

Now we use Criteria 1 as the arm/disarm input control. We configure the
settings for Input #1 and we name it Input Point 1. The settings for Input #1
is as shown below.

Input #: 1
Description: IInput Point 1
arm Delay: |5 seconds (0 - 255)
Alarmn Delay: |5 seconds {0 - 255)
Input Arm/fDisarm Contro Output Link
i alarm :
INO’(ASSlgned vl Zone Statusl[]u'tput Faint1 j
i Army
A Criteria 1 = ";'me Disarm DisarmIOutput Foint 2 j
'\"; 1 » Todgle Status
Ready i -
Statuleutput Faint 3 J
Bypass i p—
Statuleutput Faint 4 J

When the arm/disarm input control is set to Criteria 1, and the cardholder
‘Michael Tay’ was ‘granted access’ at ‘Reader 1’, Input #1 will be armed
and Output Point 2 is turned on.

Always On/Off

When the arm/disarm input control is selected as Always On, the input
point is armed and will be in the armed state until it is disarmed again.

An example of using the Always On/Off

In this example, we use Always On as the arm/disarm input control. We
configure the settings for Input #1 and we name it Input Point 1. The
settings for Input #1 is as shown below.
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Input #: 1
Description: |Input Point 1
arrmn Delay: ID seconds (0 - 255
alarm Delay: ID seconds {0 - 255)
Input ArmfDisarm Contro Dutput Link
i Alarm i
INDtA55|gned v| Zone S,catus|OutputF’D|nt1 j
— |&rm/ Di Arm/ .
2 Lluays On = Iimf sarm DisarmIOutput Paint 2 j
'\‘} 4 b Toggls Status
Ready i -
Statuleutput Faint 3 J
Bypass i p
StEItLIleutpu‘c Faint 4 J

After the arm/disarm input control is set to Always On, Input #1 will be
armed and Output Point 2 is turned on.
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CHAPTER 18

Users

Each user can be assigned access rights to access and carry out
programming of certain or all functions of the Access Easy Controller.

The Users menu item allows the System Administrator to define different
access to users, by selecting whether a particular user can have View
and/or Save rights to programming functions.

Another 24 users can be assigned. By default, User1 is defined as the
Super-User having access to all the Access Easy Controller features.

NOTE: The access rights to User1 are hard-coded and cannot be changed.
Only the User Name and Password can be changed.

The default Super-User can define the access rights (View and/or Save) of
the remaining 24 users, up to the level equivalent to the Super-User.

[ |
The Access Easy Controller software will not display the button on
the screen when users without the Supervisory Access Level rights login,
implying that changes or settings made cannot be saved.
Another indication of not having access right to certain menu item(s) is
that the menu item(s) is not underlined and moving the pointer over it

doesn’t cause the pointer to change to a finger ( )symbol.
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To activate Users

Since Users is the first menu item of the Panel Admin group, from the
Home page, click on Panel Admin or its icon button. However, if you are in
other menu item page, click directly on the Users link.

( Panel Admin (@
Users

. Dial In User

User # User Name
ADCAD
ADCDEMO

P [P [ [P [P s i = = [ [ [ [ [ = =

|u'| |41 |m |N |»—t ||:n|u:- |m |~4 |cn |r.r| |-L‘- |r_,a |N|H |D 12 100 [~ [ [ [ o [ =
fd
4

The procedures following this assumed that you have login as the Super-
User.
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To edit User ID and Password

1. Click on the numbering or the Description text to proceed.
( Panel Admin (®
Users
User Mare:
Password:
Yiew Save
Activity
Wew Activity (Ack) E

Activity Report

Manual Control
Door Control

Input Control
1) Wiew Status

2) alarm Zone 1

3) alarm Zone 2

41 alarm Zone 3

5) alarm Zone 4
Qutput Control
Reset APD

Card Database
Card Assignment

Access Groups

Card Access Admin
Schedules

Haolidays
Card Readers

Panel Admin
Users

Panel Setup

Input Setup
Cutput Setup
Advance /0 Setup
Database Backup

Panel Maintenance
Update Flash

Reboot Panel

Remote PC Access
File Transfer (FTP)

(59, [ (3 [ (0 e [ 9 () (0 ([ ([

MEERNENA NN NN NN NN NN

2. To edit the User Name, highlight the default User Name and enter the
new User Name, limiting to eight alphanumerical characters including

3.

punctuation marks.

punctuation marks (see NOTE 1 and 2).

eight

alphanumerical

characters

To edit the Password, highlight the default Password and enter the new
Password, limiting

including

NOTE

1: The Password is case-sensitive.
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NOTE 2: For security reason, every character entered for the Password is
represented by an asterisk (). For Macintosh user, it is represented
by a dot (7 ) instead.

To select access right to Access Easy Controller
menu items

Please refer to the corresponding chapters to understand the various menu
items before assigning the access rights. However, there are access rights
for the title, File Transfer (FTP) that was not discussed in this manual. The
FTP title refers to the use of the separate Access Easy Controller Utility
program called the Database Converter. Please refer to Access Easy
Controller Utility Programs User Manual for details.

View
Refers to having the right to access and view the contents of that menu
item.

Save

Refers to having the right to access and edit the setting within the menu
item.

When only the Save function for the menu item is checked, the system
would treat that both View and Save function is enabled.

1. To assign the various menu item access rights, check the checkbox of
the desired menu item(s) under View and/or Save column. To de-select
the point, click on it again.
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CHAPTER 19

Update Flash

This function allows Access Easy Controller parameters update (database
recovery) to the flash to be carried out merely by a few clicks of the mouse
button. User can easily use a simple ftp program (using third party
program) to transfer file(s) either from Bosch Security Systems web site or
Bosch Security Systems dealers to a designated location in Access Easy
Controller directory, initiate the Update Flash and allow the Access Easy
Controller software to install the program / update the flash automatically.

Note 1: Please check with BOSCH SECURITY SYSTEMS or its authorised
dealers for the upgrade.

Note 2: For Database Recovery, user must have the previous parameters
setting in encrypted zipped format (db_tar.gz) in their local hard disk.
Please refer to the Chapter on Database Backup for detail.

Note 3: Before attempting to ftp to the Access Easy Controller, the Remote
PC IP needs to be configured first in the Panel Setup, else the panel
will not allows connection. Goes to the Panel Setup of the Access
Easy Controller and configure into any of the 3 remote PC setting,
the PC’s IP address that you intend to use for.

( Panel Admin {0
Panel Setup

. Metwork Settings . Input Point Configuration . Set Date & Time
. Auto Logout Tirmer . Audit Log . Default Settings
. iZard Forrmat . Cormpany Profile . Ermail/SMS Configuration
. Ernail Server Settings . Dial In IP Settings . AEMC Settings . SMS Server Settings
Network Settings
Panel's IP Address: IT |2_ I_ Im
Panel's IP Metmasl: Iﬁ Iﬁ I_ IEI_
Fanel's Gateway: 129 | |2_ I_ W g‘ém;l?:effﬂ:;‘fﬂw
Remote PC Address //
# IP Address " PC Mame
1 Iﬁ . |3_ . IU_ . Im / |rematehastl
2 129/ .[2 .[o|.[206 [remctehostz |
3 129 .[3  .Jo .[i7e [remctehosts |

EESE
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File(s) for upgrading can be categorised as program enhancement, bugs
fixing, new features... etc. For the flash update, this is usually carried out
when the Access Easy Controller's CPU Card flash memories become
corrupted or that the CPU Card is out of service and needed replacement
to resume normal operation.

This function will permanently overwrite your existing data in the flash
memories.

To activate Update Flash

Since Update Flash is the first menu item of the Panel Maintenance group,
from the Home page, click on Panel Maintenance or its icon button.
However, if you are in other menu item page, click directly on the Update
Flash link.

C Panel Maintenance (%
\

Update Flash

Update Panel Software

List of Uploaded Files: ’7 [ Delete &ll Files |
File Mame:
[ Tpload File ][ Clear Entries
Click Start to proceed:
This will load software updates inta the panel's flash memary.

NOTE: The uploading of db_tar.gz will replace all configurations except IP
address. This action is irreversible.
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To Update Panel Software

1. Click on button to select the file you wish to upload.
example, if you are uploading the backup system database, select the
db_tar.gz from your local director

( Panel Maintenance (%
\

Update Flash

Update Panel Software
List of Uploaded Files: ’ Delete 4ll Files I
File Marme: |C UebCASt Demo~129.2.0.116~db_tar.gz Browse... I
| UTpload File I Clear Entries I
Click Start to proceed:
This will load software updates into the panel's flash memory,

2. Clickon [ Uplead Fils |puytton to upload.

3. Once the file appears in the “List of Uploaded Files, you could now click

on the [ ’ icon to start the updating process
The following dialog box will appear for confirmation.

Microzoft Internet Explorer |

@ D atabaze backup will take 30-45 zeconds. Proceed?

Cancel |

4. Click on the OK button to proceed.

5.
Once the process is completed without error, the following message will

appear.

Upgrade Operation Completed. You need to reboot the system for the
changes to take effect.

N
Back

6. Click on the a button and reboot the Access Easy Controller.
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CHAPTER 20

Reboot Panel, Shutdown Panel

To activate Reboot Panel

Since the Access Easy Controller’s software is residing within its hardware.
The Reboot Panel menu item allows user to reboot the controller after
upgrading to the system software is completed or in order to allow changes
made to take effect, especially changes made to Network Setting, Panel’s
IP Address.

CAUTION! During a Reboot Panel function, all settings and parameters
are taken from the flash memories. In such a case, it is
important that the Database Backup function is carried out
before proceeding to reboot the Access Easy Controller .

The Reboot Panel can be activated only from the menu item page.

1. From any menu item page, click on the Reboot Panel hyperlink.
The following dialog box appears for confirmation.

Microzoft Internet E xplorer |

@ Do you really want ta restart the panel?
Canicel |

2. Click on the OK button to proceed.
3. It takes about two minutes for the process to complete (see NOTE).
NOTE: During the rebooting process, the Access Easy Controller disconnect

itself from the computer and the web page on the computer screen
might show an error message or be completely blank. User(s) must
close and re-launch the web browser program. Login to Access Easy
Controller again after the process is completed.

4. Once the Access Easy Controller is up and running again, please re-
enter the Access Easy Controller URL Address and proceed with the
Login.
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To Shutdown Panel

The Shutdown Panel function allows the user to do a proper shutdown of
the controller hardware. This is usually done when controller hardware
require ant harware upgrades or maintenance

Shutdown Panel can be activated only from the Left Pane menu item.

1. From any menu item page, click on the Shutdown Panel link from the
Left Pane. The following dialog box appears for confirmation.

Microsoft Internet Explorer @

? )
x‘.{/ Do wou really want bo shutdovwen the panel?

[ 8] 4 ][ Cancel ]

5. Click on the OK button to proceed. User need to manually switch on
the power at the controller once the necessary changes are done at
the controller.
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CHAPTER 21

Dial in User

Dial-in user is a feature available in Access Easy Controller by which a user
can connect to Access Easy Controller through telephone dial-in. This
feature is useful when a user wants to remotely connect to his Access Easy
Controller. The following steps will explain how to use this feature.

Setting up Windows for Dial-in

The steps below will explain how to make your Access Easy Controller
receive a dial-in request from a PC.

1. Log on to Access Easy Controller. From any window of Access Easy
Controller, click on users. You will see a screen that displays the users.
On this screen, click on the dial-in user button as shown in the screen
shot below.

C Panel Admin fﬁj )

. Dial In User

User ¥ User Mame
ADCAD
ADCDEMD

BREBRIRERR R RIS e e ki -
il
El
=1
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2. Next you will come to a screen which displays the dial-in user name
and password. Enter the User name and password in the appropriate
boxes and click on save button indicated by floppy icon.

(: Panel Admin (@
Users

User Mare: |PPP

Password: |********

Dial In Settings

Murnber of illegal password atternpts: IUndEfinEd 'I

Ilegal attermnpts lockout duration: IEI minutes (0 - 255)

IMPORTANT: CHANGE THE DEFAULT USER NAME AND PASSWORD AND
SAVE THE NEW SETTINGS BY CLICKING ON SAVE BUTTON
INDICATED BY FLOPPY ICON

3. The default user name and password has to be changed for security
reasons. Enter the changed user name and password. You may also
set the number of illegal password attempts and the illegal attempts
lockout duration as shown in the screen.

4. The Number of illegal password attempts drop down box allows you to
set the number of times the system will let you enter an illegal password
before locking you out.

5. The lllegal attempts lockout duration box allows you to set the duration
to disable the dial-in feature after a number of illegal password attempts
as specified in step 4.

6. Click Save button to save configuration.

7. Make sure that a 56K modem is connected to your Access Easy
Controller and is powered up. The modem must be connected to your
telephone line to receive a dial-in request. Access Easy Controller will
initialise the modem when it is re-booted.

8. Re-boot the Access Easy Controller.

9. Now your Access Easy Controller is ready to receive a dial-in request.
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IMPORTANT: The modem has to be power up and connected to the
Access Easy Controller before the Access Easy Controller
reboots. Access Easy Controller will initialise the modem to
auto answer mode .If initialising is not done, dial-in will not
be successful

NOTE: Once initialised, the modem will always go into auto answer mode
when power up.
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The following setup will guide you through the settings that are needed on
your PC in order to dial into the Access Easy Controller.

1. Firstly, you will need to change the IP address of your PC which you
intend to use to connect to Access Easy Controller via modem to a
different network segment.

For example : the Access Easy Controller having a IP address of
129.2.0.41 and the subnetmask is 255.255.255.0, the dial-in PC could
have any IP address but the subnetmask must not be 255.255.255.0, it
could be 255.255.0.0 or 255.0.0.0

After changing the IP address of your dial-in PC, remember to reboot
the PC before proceeding to the next step.

2. Now you will need to setup the dial-in connection. Click on Start button.
Select Programs-Accessories-Communications- Dial-up networking as
shown below and click on Dial-Up Networking.

L4 I'E. Communications  *JBE  DialUp Networking

@ MNartor Antivins r @ Entertainiment r ﬁ\a Internet Connection Yizard
@ Online Services k Internet Taols ¥ 24 MetMeeting
@ Startlp r @ Suztem Tools r @ Fhone Dialer

3. You will be led to a screen as shown below.
B3 Dial-Up Networking

J File Edit “iew Go Favortes Connections Help

| IR = T

Each Eamisand Up Map Drive Disconnect

J-&ddeSS Dial-Up Metwarking

bake Mew
Connection

Double click on the Make New Connection icon to make a new connection.
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4. You will be led to a screen as shown below.

Make Mew Connection |

e Tvpe a name for the computer you are dialing:
ﬁ IM_I,I Connection 2

Select a device:

IStandard b adem j

LConfigure. .. |

¢ Back I MHewt > I Cancel

5. Follow the instructions on the screen. Make sure that a modem is
connected to your PC. Select the appropriate modem by clicking on the
Select a device drop down box.

6. Next, configure your modem by clicking on the configure button and
entering the various configuration options as shown in the next screen
shot.

U.5. Hobotics 56K FAX EXT Properties EHE

General | Eonnectionl Dptionsl Dizhinctive Flingl

I1.5. Robotics 56K FAx EXT

— M aimum zpeed

115200 =

= [kl cannect atbthisspesd

(1] I Cancel
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7. After configuring your modem, click on next and you will see a screen
as shown in the next screen shot.

Make Hew Connection |

=

Type the phane number for the computer you want ko call;

Area code; Telephone number:
|E5 = - |F7438088

Country or region code:

Singapore [E5]

< Back I Mext > I Cancel

Enter the telephone number for the Access Easy Controller that you
want to connect to and click on next.

8. You will see a screen as shown below.

Make Mew Connection |

3

t'ou have successziully created a new Dial-llp Metworking
connection called:

IM_I,I Connection 2

Click. Finizh to gave it in your Dial-Up Metworking folder.
Double-click it to connect,

To edit thiz connection later, click it, click the File menu
and then click Properties.

¢ Back I Finizh I Cancel

Click on Finish to complete your connection.
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9.

10.

After clicking on Finish you would have created a new connection
named 'My Connection 2' as shown below

B2 Dial-Up Metworking

J File Edt “ew Go Favortes Connec
« _ = [t 7
Hack Emrinard p kap

J-‘-“-EIEITESS Dial-Up Metworking

kake Mew
Connection

dy Connection

To Connect to the Access Easy Controller, double click on My
Connection and you will be led to a screen as shown below.

_'::é' Connect To EHEI |

B .
Pt tdy Connection 2
Uzer name: IE":IC

Paszward: I““““““““

[T Save password

Fhore number: |un 55 £7438093

Dialing from: INew Location j Dial F'r-:uperties...l
Connect I Cancel |

In the User name and Password box, enter the Dial-In User name and
Password of the Access Easy Controller which you want to connect to.
In the phone number box, enter the phone number for the Access Easy
Controller you want to connect to and then click on the Connect button.

11. After successfully connecting, you have to log on to the Access Easy

12.

Controller as shown in the screenshot below from the Web Browser

application.

Enter the User ID and Password of the Access Easy Controller in the

appropriate fields.
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Note: Do NOT enter the Dial-In User Name and Password, it should be the
normal login User ID and Password that you use to login the Access
Easy Controller in a LAN environment.

13. After successful log in to the Access Easy Controller, you can now
proceed with the normal operation as if you are in the office.
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Setting up Macintosh for Dial-in

The above steps pertain to PC. For Mac OS, please follow the steps as
explained.

1. Log on to Access Easy Controller. From any window of Access Easy
Controller, click on users. You will see a screen that displays the users.
On this screen, click on the dial-in user button as shown in the screen
shot below.

( Panel Admin {@
Users

. Dial In User

User # User Name
ADCAD

MINCENT
WILLTAM
--empty--
ADCDEMD
——ermphy--
--empty--
--emphy--
——ermphy--
--empty--

|; 1 [ [t s [ [ e [ 1=

2. Next you will come to a screen which displays the dial-in user name and
password. Enter the User name and password in the appropriate

boxes..
( Panel Admin r@
Users

User Mame: |PPP

Password: |********

Dial In Settings

Murnber of illeqgal passward atternpts: IUndefined YI

llegal atternpts lockout duration: IU rinutes (0 - 255)

IMPORTANT: CHANGE THE DEFAULT USER NAME AND PASSWORD AND
SAVE THE NEW SETTINGS BY CLICKING ON SAVE BUTTON
INDICATED BY FLOPPY ICON
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3. The default user name and password has to be changed for security
reasons. Enter the changed user name and password. You may also
set the number of illegal password attempts and the illegal attempts
lockout duration as shown in the screen.

4. The Number of illegal password attempts drop down box allows you to
set the number of times the system will let you enter an illegal password
before locking you out.

5. The lllegal attempts lockout duration box allows you to set the duration
to disable the dial-in feature after a number of illegal password attempts
as specified in step 3.

[ |
6. Next, click the save button to confirm the changes and backup
the Database now.

7. Make sure that a 56K modem is connected to your Access Easy
Controller and is powered up. The modem must be connected to your
telephone line to receive a dial-in request. Access Easy Controller will
initialise the modem when it is re-booted.

8. Re-boot the Access Easy Controller.

9. Now your Access Easy Controller is ready to receive a dial-in request.

IMPORTANT: The modem has to be power up and connected to the
Access Easy Controller before the Access Easy Controller
reboots. Access Easy Controller will initialise the modem to
auto answer mode .If initialising is not done, dial-in will not
be successful

NOTE: Once initialised, the modem will always go into auto answer mode
when power up.

The following setup will guide you through the settings that are needed on
your Mac in order to dial into the Access Easy Controller.

1. Firstly, you will need to change the IP address of your Mac which you
intend to use to connect to Access Easy Controller via modem to a
different network segment.

For example : the Access Easy Controller having a IP address of
129.2.0.41 and the subnetmask is 255.255.255.0, the dial-in Mac could
have any IP address but the subnetmask must not be 255.255.255.0, it
could be 255.255.0.0 or 255.0.0.0

2. After changing the IP address of your dial-in Mac, remember to reboot
the Mac before proceeding to the next step
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3. Select Control Panels from the apple menu and from the Control Panels
sub-menu select TCP/IP. Refer screenshot below.

CUTLL IVELr
S LHNERE _ Energy Saver
a - Extensions Manager
[} Favorites P|  File Exchange
[ Faxstatus File Sharing
<4 Graphing Calculator FlavorSavers
(5} Internet Access » General Controls
(¥ Jigsaw Puzzie Internet
Key Caps Keyboard
Launcher

M oA
@ e Location Manager

=
el ek SenusEn MacLinkPlus Setup CLU
. | Note Pad Memory

l# Recent Applications P  MenuScript

[l Recent Documents M MenuScript PPC

& Recent Servers » Modem

=2 Remote Access Status Monitors & Sound

Scrapbook ::]nlizirs

g; :?ﬂ'::;ﬁu"d PDFWriter Shortcut

i OQuickTime™ Settings

Stickies

Remote Access
Speech
Startup Disk

3. You will be led to a screen as shown below. Change the connection
settings to PPP.

[0 ==———"—"——=1CFP/IP lwehiast] | a0 E:
Connect wia: [ FPP i]
— Setup
Configure: [ lzing FFF Server i]
IF Address: < will be supplied by server =
Subnet mask: < will be supplied by server »
Router address: < will be supplied by serwver *

Search domains

Marne server addr.:

[
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4. Next, select Remote Access from the Control Panels sub-menu.

Monitors & Sound
Mouse

Mumbers

POFWriter Shortcut
OuickTime™ Settings

Speech
Startup Disk
TCR/IP

w

5. You will be led to a screen as shown in the following. Enter the user
name and password for the Access Easy Controller, which you want to
connect to. Also enter the dial-in number in the Number box. Click on
Connect button to remotely access the Access Easy Controller.

O

=]

ARemote Access (webcast1)

= Setup

@ Registered User lf:} Guest

Marme : |PF"P |

Paszwrord : |iuno |

B Save pazsword

Mumnber : [3,,,7435146 |

—

[ I]ptiuns...] [ Connect

(5]

6. After successfully connecting to Access Easy Controller remotely, you
may log on to Access Easy Controller from any browser by supplying
the IP address for the Access Easy Controller and the correct Access
Easy Controller user name and password.
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Access Easy Controller

i Enter the URL address of the

3 wWelcome to ADC Technologies Internzdonal Homepage - Microsoft Internet Explorer |
S | »
Ele Edit “iew Favontezr Tpeflz  Help = = - @ ﬁ @ @ 63
Bark Earand Stop  Refresh  Home Search Favorites  Hiskary

| bddress [ 1232047 Elct

Note: Do NOT enter the Dial-In User Name and Password, it should be the
normal login User ID and Password that you use to login the Access
Easy Controller in a LAN environment.

7. After successful log in to the Access Easy Controller, you can now
proceed with the normal operation as if you are in the office.
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APPENDIX

A

Initial Setup To Access Easy Controller

Before connection is made to Access Easy Controller, there are few
conditions that must be taken into consideration. They are: -

1.

2.

If the Central Monitoring Computer (CMC) is not connected to a
Network as in a stand-alone.
If the CMC is connected to a Network.

For case 1, having the CMC as a stand-alone unit, either IP Address for the
Access Easy Controller or CMC can be changed to suit the other.

For an initial set-up, a Notebook or a Personal Computer either stand-alone
or taken from an existing network have to be used. For either case, there
must be a 710Base-T Ethernet card installed and with a running web
browser program such as Internet Explorer, version 4.0 and above or
Netscape Navigator, version 4.0 and above.

Connect the Access Easy Controller server and Notebook using the
industrial standard UTP Category 5 cable as shown below.

UTP Cat. & Cable terminated with
FJ45 connector an both ends.
Maximium Length of 100m

Arccess Easy

o ;

Motebook with network card installed

NOTE:

The cable has to be terminated and polarised accordingly as shown.
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PC CROSSOVER PC
TH+1

The above drawing shows the Transmit (T+ & T-) and Receive (R+ & R-)
lines between both end of the connectors being twisted. The wires for pins
4, 5,7 and 8 are connected without twisting at both end of the connectors,
but are not drawn above. The drawing below shows the full pin-to-pin
connections with cable colour coding.

RJ45 Plug Cable Colour RJ45 Plug
Pin (standard) Pin (twisted)

1 | ——
§ 1 White/Orange 3 f;=
S 2 Orange 6 5]
e 3 White/Green T S
£ | 4 Blue 4 | c
8 5 White/Blue 5 8
P 6 Green 2 @
o 7 White/Brown 7 <
2 8 Brown 8 5

1 el

The individual conductors should be arranged as indicated above, taking
reference to the pin numbers on the left (standard).
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Procedure to set the IP Address of
computer

This section provides procedure to set the IP Address for the PC and
Macintosh.

For PC Users

Follow through the procedures to set the IP Address of the PC.

NOTE: The example described here is based on Windows 98 and Internet
Explorer 5. Differences might appear for the dialog box, displays, or
description if other version or different operating system is used.
However, the principle of setting is the same.

1. Click on the M button, followed by Settings | Control Panel.

2%

2.  Double-click on the Mewerk jcon, the Network dialog box appears.

Metwork EH |

Canfiguratian | Identificatinnl Aocess Eu:untru:ull

The fallawing netwark, components are installed:

; Client for Microzoft Metworks e
Client for Metw are Mebworks
F8 Dial-Up Adapter

F2 Microzoft PPP over ATM &dapher

F2 Microsoft Vitual Private Mebworking Adapter - use this §CI’O|| bar to
4| | > view the installed

network components.

Add... | Bemeve | Eroperties |

Prirnary Metwark. Logar:
Client for Microsaft Mebworks j

File and Frint Sharing... |

Drezcription

k. I Cancel
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3.  Use the Scroll Bar to look up for TCP/IP from the list as shown in the
following diagram. However if this component is not found, proceed

from step 4 to step 7 to install it, else skip to step 8.

Metwork EH |

Configuration | Identificatiunl Aocess I:l:untn:ull

The following netwark, components are installed:

E': File and printer zharing for Microgoft Metwarks

T MDISWAN - Microzaft Virtual Private Nebwgrkd g.&dapte;l
- TCPAP -» DiaHJp Adapter
& TCPAP - NE2000 Compatible

Look for component similar to this.

If the installed Network Adapter has
a “specified” description such as 32-
Bits PCl Fast Ethernet Adapter
[NDIS3], look for it instead.

That is, TCP/IP -> 32-Bits PCI Fast
Ethernet Adapter [NDIS3].

E': Service for Mefware Directory Services -

i | v
Hemaye | Properties |
Prirary Metwark. Logor:
Client far Microzoft Metworks j
Eile and Frint Sharing... |
D escription
k. Cancel

4. To add the TCP/IP component, click on the Add button. The Select

Network Component Type dialog box appears.

Select Network Component Type |

Click the type of netwark component you want toingtall;

Clignt Add.
B fdapter
-"'_ Pratocal Cancel

Pratocol iz a 'language’ a computer uses. Computers
muzt uge the game protocol ko communicate.,

5.  Click on component type Protocol and click on the Add button. The

Select Network Protocol dialog box appears.

6. Click on Microsoft and TCP/IP as shown below.
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Select Network Protocol E3

Click the Metwork, Protocol that you want to install, then chick OF. IF pou have
E an installation disk for thiz device, click Have Disk.

Manufacturers: Metwork, Protocols:

|P=/5F-compatible Protocol ;I
Microsoft 32-bit DLC
Microsoft DLC

MetBELI

& Banyan

Y Microzoft

T Movell

Wi support For AT

7. Click on the OK button to proceed with the component installation.
Follow through the on-screen instruction to complete.

NOTE: You might be required to have your Windows Installation Disk in your
CD ROM drive.

8.  Continuing from step 3, click on the Properties button. The TCP/IP
Properties dialog box appears.

TCP/IP Properties EE

Bindings |  Advanced | MetBIOS |
DMS Configuration I Gateway I 'WiIMS Configuration P Address

An [P address can be automatically azzigned to this computer.
IF your network does not automatically azsign IP addresses, ask
your network adminiztrator for an addresz. and then type it in
the space below.

+ ‘Obtain an P addiess automaticalls

" Specify an IP address:

[Fddiess; | i i i |

Gubret kesk: | H H H |

0K I Cancel |

9. Click on the Specify an IP address radio button. This will enable the
field for IP Address and Subnet Mask.

10. Enter the IP Address and Subnet Mask as shown. This will be the
PC’s IP Address for this initial set-up.
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TCP/IP Properties EE

Bindings |  Advanced | MetBIOS |
DMS Configuration I Gateway I 'WiIMS Configuration P Address

An [P address can be automatically azzigned to this computer.
IF your network does not automatically azsign IP addresses, ask

your network adminiztrator for an addresz. and then type it in
the space below.

" Dbtain an IP address automatizally

&' Specify an IP address:

IPéAddess (129, 2 . 0 . 40 |

SubnetMask: |255.255. 0 . 0] |

0K I Cancel |

11.  Click on OK button.
12. Reboot the computer in order for the setting to take effect.

BOSCH SECURITY SYSTEMS



APPENDIX a Initial Setup To Access Easy Controller

For Macintosh Users

Follow through the procedures to set the IP Address for the Macintosh.

1. Click on the Apple icon to show a list of control function.
2.  Select Control Panels, TCP/IP
The TCP/IP dialog box appears.

3 File Edit Diew Special Help
About This Computer :

Adobe Gamma
@ Apple System Profiler Appearance

AppleCD Audio Player Apple Menu Options
(j} Automated Tasks » AppleTalk
Calculator E“'“f'_'sunct_ i
onfiguration Manager
Ifg HOuBRF Euntr?]l Strip -
S : Date & Time
([} Favorites DialAssist
E FaxStatus EditCDev
<& Graphing Calculator Energy 5aver
[} Internet Access ¥ Extensions Manager
A Jigsaw Puzzle File Exchange
Key Caps File Sharing
@ Memory DA General Controls
Internet
EH Network Browser EBuhard
n| Note Pad Launcher
@ Recent Applications 2 Location Manager
@ Recent Documents M MacLinkPlus Setup CLJ
Ef Recent Servers M M™Memory
=% Remote Access Status Menuscript
Scrapbook Menuscript PPC
#* Sherlock Modem
. Monitors & Sound
& Slr_an_ESuund nuse
& Stickies AT

POFWriter Shortcut
OuickTime™ Settings
Remote Access
Speech
Startup Disk

L3
Texnt
w
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[0 =—————=TCP/IP (RDC Officp) oa0———g=—08
Connect via: [ Ethernet i]
— Setup
Configure : [ Fanually i]

P Address: |129.2.0.40 |

Subnet mask: |255.255.0.0 |

Router address:

Search domains :

Narne server addr:

3.  Enter the IP Address and the Subnet mask as shown above. This will
be the Macintosh’s IP Address for this initial set-up.

4.  Click on the Save button when prompted.
This message will appear when you attempt to close the dialog box.

i Save changes to the current configuration?

Saving the changes may interrupt any TCP/IP
services currently established.

Cancer ]

BOSCH SECURITY SYSTEMS



APPENDIX a Initial Setup To Access Easy Controller A-9

Setting to be made to the Web browser

For PC User

Follow the procedure to set up the Web browser options.

&

1. From the Windows Control Panel, click on the IntemetCptions jcon. The
Internet Options dialog box appears.

Internet Properties EH |

General I SEcurit_l,II Enntentl Eu:unneu:tiu:unsl F'n:ugramsl .-’-'-.dvanu:edl

—Home page

% 'ou can change which page to wze for your home page.

Address: hittp: A waww. adc. oo, sq

[lze et | Ize Default I1ze Elank

— Temparary |nternet files

o Pages you view on the Intermet are stored in a special folder
@ Y for quick viewing later.

Delete Files. .. Settings...

— History

The History folder containg links to pages pou've vizited, far
quick. access to recently viewed pages.

Dayz to keep pages in histany: |2EI 3: Clear Hiztory |

Colors... | Fonts.. | Languages... | .&u:u:gssil:uility...l

k. I Canicel | Apply |

2. If you wish to show the Access Easy Controller Login page every time
you activate your web browser program, then change the Home page
Address to the Access Easy Controller assigned IP address (see
NOTE) else, leave it as what was defined previously.

NOTE: The Network Administrator should assign the /P Address if the
Access Easy Controller is to be connected to the Network.

3. Under the Temporary Internet files heading, click on the Settings
button to go into the next dialog box. Confirm that the Check for
newer versions of stored pages is set to Every visit to the page, as
shown in the following diagram. If it is not, click on the corresponding
radio button.

This step is necessary in order for the view in View Activity to be
updated periodically.
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Settings

‘ Check, for newer verzions of stored pages:
&y

£ Every visit to the page

£ Every time pou start Intermet Explorer

 Automatically
 Mever

HE|

— Temporary Internet files folder

Amount of disk space to use;
1

Move Folder... |

Current location: C:SWINDOW ST emporany Internet Filesh

View Files.. | View Objects... |

I 'IEEIE: ME

]

Cancel |

4.  Click on the OK button to exit to previous dialog box.

Internet Options

Generall Securit_l,ll Content  Connection: |F'rngrarns| Advancedl

v .
‘W Use the Connection %izard to connect your

=i computer ta the Internet,

(7] ]

— Dial-up settings

% Nevendialla catmection

€5 flvoays didl my default conrestian

Eurrentideraults Hame

) el whenever & meiwark contestian i fet present

™| Eestarm spstem securitchest before disling

Add

Elemose

I

SEttingE.,

Sebrerault

— Local Area Metwork, [LAM] settings

il

LAM Settings. ..

0K

| Cancel | Spply |

5. Under the Connections tab, click on the LAN Settings button The

LAN Settings dialog box appears.
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Local Area Network [LAN] Settings

— &utomatic configuration

Automatic configuration may override manual zettings. To enzsure the
uze of manual zettings, dizable automatic configuration.

r dutomatically detect zettings

™ Use automatic configuration script

Lddiess I

— Prosy server

W Use a prowy server

Address: |‘|2E|.2.I:I.EH3 Part: IBD Advanced... |

W Bypass prosy server for local addresses

0K I Cancel |

(7] %]

6. Click on the Advanced button. The Proxy Settings dialog box

appears.

Proxy Settings H
— Servers
-L‘-l Type Pro=y addresz to uze Part
i HTTP: [123.2.0.88 : [s0
Secure: J123.2088 : Ja0
ETF: izsznss |50
Gopher  [129.20.86 : Jao
Socks: I : I
¥ Use the same prosy server for all protocols
— Exceptionz
Do not uze proxy zerver for addreszes beginning with;
=H |129_2_n_41 il
|Jze zemicolonz [ ; ] to separate entries.

Ok I Cancel |

7.  Enter the default IP address for the Access Easy Controller in the
Exceptions edit field as shown above.

8. If the IP Address of the Access Easy Controller(s) has been assigned,
continue to enter the address in the Exceptions edit field, separate
each Address by a semicolon [ ; ]. The next screen-capture shows the
Default IP Address for Access Easy Controller and three assigned
Access Easy Controller IP Addresses, 129.3.0.202, 129.3.0.203 and
129.3.0.204.
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— Exceptions
ml. Do notuse prosy server for addresses beginning with:
R |1 29.2.0.41:129.3.0.202,129.3.0.203:129.3.0.204] j
Ilze semicolons [ ; ] bo separate entries.
9.
10. Close the Control Panel.

Click on the OK button repeatedly to exit the Internet Options setting.
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For Macintosh Users

o~

5.

Launch the Internet Explorer for Macintosh.
From the Toolbars, click on Preferences.

Under Web Browser, select Advanced (see diagram below).

Select Update pages — Always for Cache.

= Internet Explorer Preferences = =
History
- 'Web Browser
@By Remember the last [0 | places wisited
@ “Web Content
@ Home/Search Lache
@ Language fFants Update pages: () Once per session () Never 08 Always
S 3ubsstiptidns size: [20 ME [ Empty Now |
@ Java
@ Security Location: “MS Internet Cache™ an wolume “Macintosh HD™
@ Security Zones -
@ Ratings Change Location...
RO i Connections
= Forms AutoFill
i S [ Support multiple connections
arms Autolomplete Y
b [ show server messages Max connections:
@ AutoFill Profile
= Receiving Files Offline Browsing
;oo Dotions Z [ Autamatical Iy connect to the |nternet if a page is not cached
@ File Helpers -
2 [ Cancel ] [ 0K ]
Use the Scrollbar to scroll down the listing to look for Proxies.
= Internet Explorer Preferences: =]

@ Forms AutaComplete
@ #sutoFill Profile

Method: | Mormal ¥

O Security If wou are accessing the Internet through a netwaork at your company
- or organization, you can select internal servers {gateways) to
Q@ Security Zones manage Internet access. Contact waur netwark administratar far
@ Ratings more infarmation.
@ #Advanced & Enabled () Disabled
— Forms AutoFill Protocol:[all 2]

Address: hitp:// |1 29.2.0.86

== Receiring Files

| Port: [0 |

@ Download Options User narme: | |
@ File Helpers Pasauri: | |
@ Cookies

£ - [ Use proxy for local se
= Networ

List the sites you want to connect to direc

i3 Protocol Helpers
i set above. Put a space or comma between

FYErs

tly, bypaszsing the proxies
each site.

@ Proxies

@ Site Pazswords
== E-mail

@ General

129.2.0.41]

2 [ Cancel ]

Enter the Access Easy Controller default IP Address into the box as
shown above. IP Addresses enter here will bypass the proxies and

connect directly.
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7.  If the IP Address of the Access Easy Controller(s) has been assigned,
continue to enter the address in the field, separate each Address by a
space or a comma. The screen-capture shows the Default IP Address
for Access Easy Controller and three assigned Access Easy

Controller IP Addresses, 129.2.0.45, 129.2.0.44, and 129.3.0.80.

129.2.0.41 129.2.0.45 129.2.0.44 129.3.0.50

8.  Click on the OK button to close the dialog box.

With this settings done, we can proceed to access the Access Easy

Controller.

Now run the Web Browser program from Windows /Macintosh.
Enter the Access Easy Controller default URL address as shown.

NOTE: As the current configuration has no connection to the network or
modem, accessing an Internet address is not possible. An error

message will appear, a sample of which is shown below.

Enter default URL
Address for Access

Search Favontez  History

B 4

b ail Prirt

Back FariETd Stop  Refrezsh  Home

J File Edit “iew Favorites Tools Help “.ﬁ.gdrESS @http:fﬂEE.E.D.#U b .f?Gn |ﬁ

B The page cannot be displayed

The page vou are looking for is currently unavailable. The web
site might be experiencing techncal difficulties, or you may need
to adjust your browser settings,

Please try the following:

1. Press the Enter key or click on the ﬂf button. This should bring

you to the Access Easy Controller User Login page.
2.  Proceed with the Login (see the following NOTE).

NOTE: Please Login using USERT for the User ID. This is necessary, as the

Backup Database function need to be used at a later stage.
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3. From the Home page, click on the Panel Admin, Panel Setup. The
Network Settings web page appears. Change the following setting to
suit your network setting.

° Panel's IP Address,

o Panel's Netmask, and
° Panel’'s Gateway.
[ )

Make changes also to the IP Address under Remote PC
Addresses.

Please refer to the chapter on Panel Setup on how to make changes. Save
the changes made on the Access Easy Controller setting (see
REMINDER).

REMINDER: Remember to perform a Backup Database function so that the
setting is written into the flash memory. Refer to the Chapter on
Database Backup, Backup Database function for detail.

Reboot the Access Easy Controller.

Revert the computer to its original IP Address and Reboot the
computer.

6. Connect the Access Easy Controller to the network (see NOTE) and
power up. Proceed with the Login.

ok

NOTE: If the Access Easy Controller is connected to the Central Monitoring
Computer via a Hub, as in a Network configuration, the UTP Cat. 5
cable connecting the Access Easy Controller Controller and the Hub
must be polarised accordingly as shown on the following drawing.

RJ45 Plug Cable Colour RJ45 Plug
Pin (standard) Pin (One-to-One)
— —

c 1 White/Orange 1 c
% 2 Orange 2 %
S 3 White/Green 3 o
b1 ! Blue ! g
g 5 White/Blue 5 S
~ ) Green ) <
S 7 White/Brown 7 S
T 8 Brown 8 T
e— el
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Setting the Access Easy Controller IP
Address Through Address Resolution
Protocol (ARP)

An address is a set of unique numbers by which you identify your PC or
Access Easy Controller.

A mac address is the hardware address of the network device.

With the help of the arp command, the address of the Access Easy
Controller can be customised according to your network. You need not
know the previous address of your Access Easy Controller to use the arp
command, but you will need to know the mac address of the Access Easy
Controller . The mac address is listed in the System Audit log of the
Access Easy Controller.

To find out the mac address, you will need to first log in to the Access Easy
Controller and follows the steps as shown below :

Click on Panel Admin at the Home page of the Access Easy Controller .
Click on Panel Setup on the left panel menu selection.
Click on Audit Log to bring you to the page as shown in the following.

( Panel Admin (@
Panel Setup

. Metwork Settings . Input Point Configuration . Set Date & Time
. Auto Logout Tirner . Audit Lag . Default Settings
. Card Format . Company Profile . ErnailfSMS Configuration
Selection Criteria for Audit Log
& User Log
From: Day: I "I Month: I v| Tear: I 'I
To: Day: I "I Manth: I v| Year: I 'I

Marne: IAH MNames 'I

o System Log

Check the System Log radio button and click the list E button to shows
the report.
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The following shows the report generated, take note of the Hardware
address, which is the mac address that we need.

Selection Criteria for Audit Log

Bosch Security Systems Pte Ltd
38C Jalan Pemimpin Singapoere STTLE0

System Log
Twasday, 12 MNow 2002 11:43:-42

Product Mamme

[Hardware Address (MAC) . 00:04:i5Fi80:36:BC |
Internet Address o 129.2.0.200

Last Boot Time ;o Sat Mow 2 02:37:04 GMT Z00Z
Current Boot Time p Tue Mow 12 10:51:46 GMT 2002
Mo, of Converton’s Exist o1

Convertor # 1 1 Reader Ports: 01,02,03,04

Reader IO 01-08

5IM serial number r FDZBOS1E9001

Selection Criteria for Audit Log

With the mac address, we could now use arp to change the IP address of
the Access Easy Controller, however, in order for Access Easy Controller
to recognise the command, the following steps has to be taken first.

Initially connect a jumper to JP1 on the Secure/Comm Card and reboot the
controller.

Remove the jumper after your Access Easy Controller has successfully
rebooted.

From any of your remote PCs, issue the following commands from the
command prompt

If you are using Windows NT or Windows 98

arp-s <new address you want to specify for your Access Easy Controller >
<mac address of your Access Easy Controller>

ping <new address you have just set> to check connectivity to the Access
Easy Controller.

for example : if you want to change the address of your Access Easy
Controller to 129.3.0.99 and the mac address of your Access Easy
Controller is 52-54-4¢-0-0-2c, the command will be :

arp -s 129.3.0.99 52-54-4c-0-0-2c
ping 129.3.0.99
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If you are using Windows 95

arp-s <new address you want to specify for your Access Easy Controller >
<mac address of your Access Easy Controller > <address of your PC>

ping <new address you have just set>

for example : if you want to change the address of your Access Easy
Controller to 129.3.0.99 and the mac address of your Access Easy
Controller is 52-54-4c-0-0-2c and the address of your PC is 129.3.0.77, the
command will be :

arp -s 129.3.0.99 52-54-4¢-0-0-2c 129.3.0.77
ping 129.3.0.99

If you are using Unix/Linux and 0S/2

arp-s <new address you want to specify for your Access Easy Controller >
<mac address of your Access Easy Controller > temp
ping <new address you have just set>

for ex: if you want to change the address of your Access Easy Controller to
129.3.0.99 and the mac address of your Access Easy Controller is 52-54-
4c-0-0-2c¢ , the command will be :

arp -s 129.3.0.99 52-54-4¢-0-0-2c temp
ping 129.3.0.99

After you have issue the ping command to the Access Easy Controller, it
should reboot. After it has rebooted, it will resume operation using the new
IP address that you have set.
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APPENDIX B

Activity Transactions

This appendix list the various Activity transactions found within each
category.

Alarm Activity

<
(<]

Transactions

Access Denied

Invalid Schedule

Invalid Start Date

Invalid End Date

Duress

Access Denied - Wrong PIN

Access Denied — Passback

Access Denied — Timed APB

Exit Denied — Passback

Invalid Card

Door Forced Opened

Door Held Open

Panel Tamper

Panel AC Failure

alnlmlolZlalo|e|Njo|o| s |w|vd| =

Alarm

Restore Activity

No |Transactions

Door Closed

Tamper Restored

Alarm Restored

AWOIN|(—=

Power Restored
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Valid Activity

<
(e]

Transactions

Access Granted

Exit Granted

Access Granted, Soft APB

Exit Granted, Soft APB

PIN Changed

Disarmed

Armed

Turn On

Turn Off

Door Locked

Door Unlocked

Door Locked By Schedule

Door Unlocked By Schedule

Door Momentarily Unlocked

Door Access Enabled

Door Access Disabled

Armed By Schedule

Disarmed By Schedule

Bypassed

Turned Off By Schedule

Turned On By Schedule

Duration Off

I\)I\)I\)I\)_L_L_L_L_L_L_L_L_L_L
DN |2 [S|o|m|N|o || |w||=|o|@R (N |01~ IN =

Duration On

Time Attendance

No |Transactions
1 Clock In
2 |Clock Out
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APPENDIX C

Email/SMS Configuration Table

This Appendix provides information on how to select the appropriate item
options with reference to the Events list. For each Event, an “X” indicates
the possible selection that can be made under the Devices and
Cardholders column.

For example, in order for Access Easy Controller to send an Email or SMS
when an “Alarm” or “Alarm Restored” occurs on Input 1. The following must
be set :

Devices :
“Selected Device Only option” and choose only Input 1.

Events :
“Selected events only” option and choose “Alarm” and “Alarm
Restored”

Cardholders
“All Cardholders”

For this scenario, never choose “Selected Cardholders only” for
Cardholders settings or “Selected Readers” or “All Readers” for Devices
setting, these settings will result in not receiving any events that will meet
the criteria. Cause the events for “Alarm” and “Alarm Restored” will never
comes with a cardholder’s ID and it will never happens on a reader.
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Devices

Cardholders

Events

All Readers, Inputs and

Output Point

All Readers

Selected/Omit Readers

Selected/Omit Input

Points

Selected/Omit Output
Points

All Cardholders
Selected/Omit
Cardholders

Panel Tamper

Tamper Restored

Panel AC Failure

Power Restored

X[ X|X| X

X|X|X| X

5<|>¢|>|>/| All Output Points

X[ X|X| X

Alarm

Alarm Restored

s¢| 5¢| ¢| 5¢| 3¢ | 3¢ All Input Points

X X[ X[ X[ X| X

Door Forced Open

Door Held Open

Door Closed

Duress

Access Denied

Access Denied — Passback

Exit Denied — Passback

Access Denied — Timed APB

Access Denied — Wrong PIN

Invalid Schedule

X[ X[ X[ X[ X[ X

Invalid Card

Invalid start Date

Invalid End Date

Armed

Disarmed

XXX XX 3| 3| X[ X[ ><X| ><X| XX > > X[ X[ >

XX XX XX XX XX X[ >X| ><X| ><X| XX > > X[ X[ >

X[ X[ X[ X

Armed By schedule

Disarmed By Schedule

Bypassed

XXX X[ X

X[ X[ X| X[ X

Access Granted

Exit Granted

Access Granted — Soft APB

Exit Granted — Soft APB

PIN Changed

XXX X[ >

Door Access Enabled

Door Access Disabled

Door Locked

Door Unlocked

Door Momentarily Unlocked

Door Locked By Schedule

Door Unlocked By Schedule

XX XX XX XX X[ >X| XX| ><X| X[ X[ X[ >

XXX XX XX X[ >X| XX| XX X[ X[ X[ >

Turned On

Turned Off

Duration On

Duration Off

Turned On By Schedule

Turned Off By Schedule

X[ XXX X[ X[ X
XXX X[ X[ X

Clock In

Clock Out

X[ D] XX XX X[ DK XX X[ X[ DX X | X[ D[ DX X[ 3| DX DX | X[ D[ DX XX [ X[ D[ X | X[ D[ DX XX | X[ D[ XX | X[ D] DX XX | X[ X[ X | X[ X[ XX X | >

X[ D] XX XX X[ DK XX X[ D[ DX X | X[ D[ DX XX [ 3| D[ DX | X[ D[ DX XX [ X[ D[ X | X[ X[ DX XX | X[ D[ XX | X[ D] DX XX [ X[ X<K| X | X[ X[ XX X | >
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APPENDIX D

Setting up a Timeserver (Windows 2000
and XP Professional)

This Appendix provides information on how to set up a timeserver on windows
2000, XP Pro PC. The following section uses Windows 2000 and XP Pro to
illustrate how the timeserver is set up.

For Windows 2000

1. Click M Start button and select Run button.
2.  Type regeditin the window.

Run EE

@ Twpe the name of a program, Falder, document, or

Internet resource, and Windows will open it For wou,

=

(04 I Cancel | Browse. .. |

3. Select
HKEY LOCAL MACHINE/SYSTEM/CURRENTCONTROLSET/SER
VICES/W32TIME/PARAMETERS.

Fegisty Edt View Favortes Help

H-1 sweru m =] [ Mame [ Tupe [ Data

b0 swmidi (3B) (Defaul) REG_SZ [value not set)
o] spm_hi &8 LocaTP REG_DWORD 000000001 [1)
f-C symeB10 [ab] Peiod REG_SZ SpecislSkew
300 symc (28] ype REG_5Z NEEDIS

b

B

B

B

B

B

B

B

B

B

{2 TIntSwr

B TOPAZUSE

-] trid3d

-0 Trkwks

{1 Udts

& uhed

- ultrabf

-0 Update

{2 uPs

&1 ushhub

& ushscan

-] USBSTOR

- UtiMan

-] VgaSave

(- viaagp

&+ VD

= Wa2Time
1 Erum
e P arameters

BOSCH SECURITY SYSTEMS



APPENDIX d Setting up a Timeserver (Windows 2000 and XP

4. Right click LocalNTP and select Modify.

5" Registry Editor

Fegisty Edit “iew Favoites Help

D syzaudio o | Type | Data

D Sysmonlog REG_SZ [walue nat set]
03 Tapisy [ LogaluTe ] REG_DWORD 0500000001 (1)
-0 Tepip B Modity | REG_SZ S pecialSkew
% lTDI:ISW EEvp pokete REG_SZ HISDS

B0 TOPAZUSE Rename

B2 bid3d

[ Trkwks

5. Enter 1 for Value data and click OK.

Edit DWORD ¥alue EE
Walue name:
|LocalNTP
Walue data: Baze
" Hexadecimal
" Decimal

(] I Cancel

6. Right click ReliableTimeSource and select Modify.

MHame | Type | Data
[Default) REG_5Z2 [walue not et
Lu:u:aINTF' REG_D'WwWORD (00000001 (1)
Period REG_52 SpecialSkew
[ab] type REG_SZ NIEDS
REG_DWwWIORD Ow=00000000 (0]
| Modity |
Delete
Rename

7. Enter 1 for Value data and click OK.

Edit DWORD Value 2] ]|

Walue name:

I ReliahleTimesource

Walue data: Baze
|1 % Hexadecimal
= Dacimal

] I Cancel
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Note: If HKEY_LOCAL_MACHINE/SYSTEM/CURRENTCONTROLSET/SERVICES/W32TIME/
PARAMETERS doesn’t contain the ReliableTimeSource settings; user will have to
create one. Follow steps 8- 9 otherwise proceed to step 10

8. Right click on a empty space in the right panel and select
New/DWORD Value.

Mame | Type | Data
[Default] REG_5Z [walue not set)
anaINTF' REG_DWwWORD 0x00000007 1)
F'eriod REG_S52 SpecialSkew
[ab] type REG_SZ MISDS
REG_DwWORD 0x00000001 1)
Koy

String Yalue
Binary ¥ alue
DwWORD Value

9. Key in ReliableTimeSource

Mame | Type | Data
[Crefault) REG_52 [value niot zet)
LocalMTP REG_DwORD 0=00000007 (1)
Period REG_55 Special5kew
type REG_SZ NIEDS
REG_DWORD 0x00000000 (0]

10. Click M Start button and select Settings/Control Panel.

I e
¥l A0L for Broadband

‘?-_}jj Set Program Access and Defaults

5 Programs 3
\“'} Documents L4

Control Panel

|21 Metwork and Dial-up Connections
q;j Search 3 )
Frinters
& Hep M Taskbar & Start Menu
Run.
] Shut Diown,
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11. Double click on Administrative Tools icon

D B ¥ 8 g o«

Acces_sibility Add/Remove  Add/Remove

Administrative / Automatic Date/Time  DeviceComm Dizplay Falder Options Fonts
Optionz Hardware Programs Toolz Updates M anager
p < 3 4 @
4 9 L o e =
Game Intemet Java Plug-in Kevboard M ail Mouse Metwork and  Phone and  Power Options Frinters
Controllers Optiong Dial-up Co... Modem ...
- -
® 2a @ & =
Fegional Scanners and  Scheduled Sounds and Symantec System Uszers and
Optiariz Carmneraz Tasks Multimedia Livelpdate Passwords

12. Double click on Services icon.

Ji Wb 2 WO

Component Data Sources  Ewvent Wiewer Internet Local Security Microzoft MET Microzoft MET Perfformance  Personal Web
Services [ODEC) Servic... Palicy Framework 1... Framework 1... Manager

Telnet Server
Administration

Server Services

E stensions...

13. Scroll down to Windows Time and double click it.

Services
J Action  Wiew |J L | 3 ||§ |J > u Il mE
Tres I Mame I D ezcription I Statuz I Startup Type I Log On As I :I

% Services [Local] % Simple Mail Trangpor... Transports .. Started Automatic LocalSystem
% Smart Card Manages a... M anual LocalSyztem

% Smart Card Helper Provides su... Manual LocalSystem

% SELSERVERAGENT tarLial Local3pstem

% Still Image Service Started Automatic LocalSystem

% Syztem Event Matific... Tracks syst..  Stared Automatic LocalSyztem

% Tazk Scheduler Enables ap... Started Automatic LocalSystem

% TCP/IP MetBl0S He... Enables su..  Started Autornahic Local3pstem

% Telephory Provides Te...  Started tanual LocalSystem

% Telnet Allows are... M anual LocalSyztem

% Unintermptible Powe... Manages a.. M anual LocalSyztem

% Utility Manager Startz and c.. tanual LocalSystem

%VNC Server Started Automatic LocalSystem

%Windows Installer Installs, rep... b anal LocalSystem

%Windows Managem... Provides sy Stared Automatic LocalSyztem

%Windows Managem... Provides sy Stared tanual LocalSystem

Tire A aklc Il

%Wueless Configuration  Provides au... M anual LocalSystem

%Wolkstation Provides ne..  Started Automahic LocalSpstem

%Wolld Wide Web Pu.. ProvidesWw... Started Automahic Local3pstem

-

BOSCH SECURITY SYSTEMS



APPENDIX d Setting up a Timeserver (Windows 2000 and XP Professional) D-7

14. Select Automatic from the Startup Type drop down list and click
Start.

indows Time Propertiez [Local Computer] 7| x|

_ BE—

Sets the camputer clack.

=
[HESUTE)

=
HERLTE

16. Reboot PC.
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For Windows XP Professional

1. Click Start button and select Run button.
2. Type regeditin the window

= Type the name of a program, folder, document, ar
= Internet resource, and Windows will open it For wou.

Open: | v|

[ Ok ][ Cancel ][ Browse. .. ]

3. Select
HKEY_LOCAL_MACHINE/SYSTEM/CURRENTCONTROLSET/SE
RVICES/W32TIME/TIMEPROVIDERS/NTPSERVER.

4. Right click Enabled and select Modify.

Marme Type [ata
(DeFauIt) REG_3Z {walue not set)
HllowNnnstandar... REG_DWORD 000000001 (1)
DIIName REG_5Z CAWINDOWS sy skem 32 w3ztime ., dil
e 0x00000001 (1)
(8% IrputPy W 0x00000000 {0}
ify Binary Data
Delete
Rename

5. Enter 1 for Value data and click OK.

Edit DWORD Value

Y alue name:
|Enabled |
Y alue data: Baze
(%) Hexadecimal
() Decimal
I ar l [ Cancel

BOSCH SECURITY SYSTEMS



APPENDIX d Setting up a Timeserver (Windows 2000 and XP Professional)

D-9

6. Select
HKEY LOCAL_MACHINE/SYSTEM/CURRENTCONTROLSET/SE
RVICES/W32TIME/CONFIG
7. Right click AnnounceFlags and select Modify.
MName Tvpe Data
I{DeFauIt]l REG_57 (walue naok sek)
000000005 (5)
EVEntLDgFl- MDd|F':." Binar':." Data DXDDDDDDDE {2:'
B¥)Fraguencyd 0x00000004 (4)
B¥]HoldPeriod | Delete 0x00000005 {55
LargeF‘haSE Renarne 000133500 (1250000)
8. Enter 5 for Value data and click OK.

Edit DWORD Value

Walue name;

|.-’-‘n.nn0unceF|ags

Walue data;

@ |

Baze

@®
(&)

Hexadecimal

Decimal

(]S ][ Cancel ]

9. Click BEEEl

button and select Control Panel.

Internet
Internet Explorer

&
™9 E-mail

d Cutlook Express
Macromedia
Dreamweaver MX

E Microsaft Word

@ Lotus Mokes

@ Shaglk 7

E Adobe Acrobat 5.0

SR rirnand Frompl

@ Adobe ImageReady 7.0

All Programs D

__._;? My Documents

F_J My Recent Documents »
_f) My Pictures

_31 My Music

E’ My Compuker

‘g My Metwork Places

E.—' Control Panel

Sek Program Access an
Defaulks Provide
™ Printers and Faxes comput
L accoun
e
t_)) Help and Suppart
I'.) Search
if';‘ Rur...

g| Ling OFf @| Shut Down

-

/2 start

W 3 ‘Windows Explorer

. E 3 Microsoft YWt
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10. Double click on Administrative Tools icon.

Address E} Control Panel

v|G0

A
w 0

Administrative  fAutomatic
Tools Updates

— G _-"'
ﬂ" Control Panel £ § E
Accessibility  Add Hardware Add or
[} Switch to Categary View Options Remaov...

R v 2 e B
Display Folder Options Fonts Game Inkel(R)
&8 Windows Update Controllers Extre...

bl

See Also

11. Double click on Services icon.

ol 4

CMI Audio  Date and Time

Config
Internet Keyboard
Options

Address |48 Administrative Tools

Computer Management
| Shortout
§ KB

File and Folder Tasks ¥
¥
Other Places = Ewent Yiewer

Shortcut
ZKE

Lacal Security Policy
Shorteut

Details ¥

Services
Shorteut

Server Extensions Adminiskrator
Shortout
2KB

12. Scroll down to Windows Time.

Services (Local)

Data Sources (ODBC)
shorkcut
ZKB

Performance
Shortcut
ZKEB

Aukarnatic

13. Select Stop the service.

Services (Local)

Windows Time

Stop the service
Restart the service

14. Once service is stop, click Start the service.

Services (Local)

Windows Time

Statt the service

15. Reboot PC.

windows Time Mame | Description | Status | Startup Tvpe | Log On As |
%Task Scheduler Enablesa ...  Started Automatic Lacal System
Stop the service %TCPIIP MetBIOS Hel... Enablessu...  Starked Automatic Local Service
Restartihetaiiice Telephorey Provides T... Manual Local System
%Telnet Enables ar... Disabled Local System
Description: ) o %Terminal Services Allows mult...  Starked Manual Local System
E‘:Igﬁacll?:nfffn322:1}“::;‘;“&2%@532?2 %Themes Provides u...  Started Automatic Local System
IF this service is stopped, date and time %Uninterruptible Pow... Manages a... Manual Local Service
synchronization will be unavailable. IF this - & Universal Plug and ... Provides s... Manual Local Service
Zi::\;ilcciil\;fs dd;;‘?a?nlzdojnai?mrfr;illc:os :F;ttl %Volume Shadow Copy  Manages a... Manual Local System
%Webclient Enables Wi... Starbed Aukomatic Local Service
%Windows Audio Manages a... Started Automatic Local System
%Windows Firewall{In.., Providesn...  Started Automatic Local System
%Windows Image Ac... Providesim... Manual Local System
%Windows Installer Adds, modi... Manual Local System
%Windows Managem.., Providesa... Started Automatic Local System
%Windows Managem... Provides s... Manual

Local System
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Note: If user is using windows XP professional with service pack 2 for the
timeserver, user has to bypass the firewall protection. Follow steps 1 - 9

1.From the desktop, select Start and look for Connect To and select
show all connections.

I :" Windows Explorer

o L p—
Fotepad
'ﬁ Enterprise Manager
Q-
Macromedia Dreamweaver
Pex
@ Lotus Nates

All Programs D

__) My Documents

. My Recent Documenits »
g’ My Compuber

Q My Network Places

3> control Panel

@ Set Program Access and
Defaults

k. PacC
B. Sigret

\.h#; Printers and Faxes
P wireless Network Connection

@) Help and Support

’_) Search

¥ 7 Run...

2l caorr @] stut oown

#M . fevs Memo - Lotus Mo... TR WebCASE - Panel Ad...

Wl Rename this connection

v-| Ga
Type Status Device Na
&l —:.;::: ane Dial-up Disconnected, Firewalled  Agere Sy
7 E"nmg-e Windows Dialwp Disconnected, Firewalled  Agere Sy
Firewal sattings
W8 Dissble this netwark
device
% Repair this cormection LAN or High-Speed Inter... Connected, Firevalled Broadcom
LAN o High-Speed Inter...  Disabled, Firewalled Intel(R) P

3.The following screen will appear, click on properties.

- Local Area Connection Status

General Support|
Connection
Status: Connected
Duration: 00:31:57
Speed: 100.0 Mbps
Activity
Sent — —— Received
]
Packets: 30622 17,880
L Properties J Disable
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APPENDIX d Setting up a Timeserver (Windows 2000 and XP

4.Click on Advanced.

- Local Area Connection Properties

General | Al.rthenticaticw_" Advanced |

Connect using:

‘ ES Broadcom MNetXtreme Gigabit Etheme ‘

This connection uses the following items:

- 'Client for Microsoft Networks
Q File and Printer Sharing for Microsoft Metworks
o5 (05 Packet Scheduler
% Intemet Protocol (TCP/IP)

[ Install... ] [ Uninstall ] [ Properties

Description

Allows your computer to access resources on a Microsoft
network.

Show icon in notification area when connected
[] Notify me when this connection has limited or no connectivity

[ oK ] [ Cancel

5.Click on Settings.

- Local Area Connection Properties

| General | Authentication | Advanced |

Windows Firewall

Protect my computer and network by limiting
or prevernting access to this computer from
the Intemet

QK ] [ Cancel
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6. The below screen will appears, click on Exceptions.

Windows Firewall

Generg | Exceptions | hdvanced |

yws Firewall is helping to protect your PC

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a networlk.

(VRS

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.
[] Dont allow exceptions

Select this when you connect to public networks in less secure

locations, such as airports. You wil not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

() Off (not recommended)
Awoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to vinuses and intruders.

Windows Firewall is using your non-domain settings.

What else should | know about Windows Firswall?

7.Click on the Add port.

| General | Exceptions |Advancea-§

Windows Firewall is blocking incoming network connections, except for the
programe and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

Name
C e —
[ File and Printer Sharing
FIP
phosutil
[J Remate Assistance
[ Remote Desktop
Skype
O UPRP Framework

| Add Program... || Add Pot... Edi.. | [ Delete

Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

[ ok ][ cancel
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8. Enter the following data.
Name: NTP
Port number: 123

Add a Port X

|Use these settings to open a port through Windows Firewall. To find the port

number and protocal, consult the documentation for the program or service you
want to use.

Name: |NTP |

Port number: |'|2:l> |

O1cp ®1DF

What are the risks of opening a pot?

o J [

9.Click OKto save the settings
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APPENDIX E

Blank Configuration Forms

The next following pages provide some blank configuration forms which
user can use to plan the various parameter settings before doing the actual
configuration on the Access Easy Controller software.

User can either make photocopies of the forms from this user manual or
create similar forms using any of the available software application such as
Microsoft Words® or Microsoft Excel®.
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APPENDIX E Blank Configuration Forms

Access Grouping

Access Group # (1,2, etc..) :

Description (R&D Dept, Management, etc...):

Page  of

Rdr #

Description / Location
(Max 30 characters)

Schedule

3 3 3 3 3 2|3 8 23 o N oo s el -

N
o

N
—_

\Y
\}

[\
w

N
N

N
(6]

N
»

N
~

N
oo

[\
(o]

30

NOTE:

The stated Schedule here refers to the periods where the Cardholders are allowed access to the Doors.

Prepared by :

Dated :
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Door Parameters Page  of
Reader # Description (e.g. “Podium Level 1 Main Door”) Reader Schedule PIN Schedule Common APB Mode
(to be fill up by ADC) | (max. 30 characters) # Holiday # Holiday PIN N/S/T/F TO
! [] []
2 [] []
3 [] []
4 [] []
5 [] []
6 [] []
7 [] []
8 [] []
o [] []
10 |:| |:|
11 |:| |:|
12 |:| |:|
13 |:| |:|
14 |:| |:|
15 |:| |:|
16 |:| |:|
APB Mode: N No Anti-Passback Common PIN :  Reader Common PIN
T Time Based Anti-Passback Mode #: “NIL” means door on AutoDoor Unlock mode / no PIN required
S  Soft Anti-Passback Mode “24hr” means door on card access mode for 24hr/day / PIN required for 24hrs
F  Full Anti-Passback Mode Any other number means door operates based on the Schedule specified
TO: Timer setting for Time Based APB
Note : 1. Reader Schedule here refers to the periods where the door will be unlocked for free access, refer to the AutoDoor Unlock Schedule configuration.

2. PIN Schedule here refers to the period where the User does not require to enter the PIN for access, refer to the PIN Deactivation Schedule configuration.
3. Check the Holiday column if the reader access mode is different during holiday.

Prepared by :

Dated :
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AutoDoor Unlock Schedule Configuration Page _ of

Each day is configurable up to 4 intervals, each interval consists of a Start-End time. Do not overlap the intervals, such that the next Start time is not earlier than the
previous End time (maximum of 30 characters for Description field).

Schedule # : Description :

Daily Monday Tuesday Wednesday Thursday Friday Saturday Sunday Reg. Holiday Sp. Holiday
Interval 1

Interval 2

Interval 3

Interval 4

Schedule # : Description :

Daily Monday Tuesday Wednesday Thursday Friday Saturday Sunday Reg. Holiday Sp. Holiday
Interval 1

Interval 2

Interval 3

Interval 4

Schedule # : Description :

Daily Monday Tuesday Wednesday Thursday Friday Saturday Sunday Reg. Holiday Sp. Holiday
Interval 1

Interval 2

Interval 3

Interval 4

Prepared by : Dated :
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Card Access Schedule Configuration Page _ of

Each day is configurable up to 4 intervals, each interval consists of a Start-End time. Do not overlap the intervals, such that the next Start time is not earlier than the
previous End time (maximum of 30 characters for Description field).

Schedule # :

Description :

Daily

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

Reg. Holiday

Sp. Holiday

Interval 1

Interval 2

Interval 3

Interval 4

Schedule # :

Description :

Daily

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

Reg. Holiday

Sp. Holiday

Interval 1

Interval 2

Interval 3

Interval 4

Schedule # :

Description :

Daily

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

Reg. Holiday

Sp. Holiday

Interval 1

Interval 2

Interval 3

Interval 4

Prepared by :

Dated :

BOSCH SECURITY SYSTEMS




E-6 APPENDIX E Blank Configuration Forms

PIN Deactivation Schedule Configuration Page  of
Each day is configurable up to 4 intervals, each interval consists of a Start-End time. Do not overlap the intervals, such that the next Start time is not earlier than the

previous End time. (maximum of 30 characters for Description field).

Schedule # :

Description :

Daily

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

Reg. Holiday

Sp. Holiday

Interval 1

Interval 2

Interval 3

Interval 4

Schedule # :

Description :

Daily

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

Reg. Holiday

Sp. Holiday

Interval 1

Interval 2

Interval 3

Interval 4

Schedule # :

Description :

Daily

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

Reg. Holiday

Sp. Holiday

Interval 1

Interval 2

Interval 3

Interval 4

Prepared by :

Dated :

BOSCH SECURITY SYSTEMS




APPENDIX E Blank Configuration Forms E-7

Card Assignment (I)

Page of
Card # Facilit | Card Name Department | User Field 1 : User Field 2 : Access Group
y Code | Format | imaximum 30 characters) (maximum 4
characters) (as defined in Panel (as defined in Panel A B
Setup, Default Settings) Setup, Default Settings)
NOTE:

Start Date : denotes the date that the card will be effective
Expiry Date : denotes the date that the card will be ineffective
(leaving both entry empty denotes that the card will not expire)

Maximum of 20 character entry for User Field 1 and 2 each.

Prepared by:

Dated:
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Card Assignment () Page __ of

Card # Facilit Card | Name Card Functionality Validation Date
y Code | Format | (maximum 30 characters) Alarm Zone | Eyit by Sch Holiday C?Drlcllxl & PIN Start End

[] [ []

Ll [ Ll

Ll [ Ll

Ll [ Ll

Ll [ Ll

Ll [ Ll

Ll [ Ll

[] [ []

[] [ []

[] [ []

[] [ []

[] [ []

[] [ []

Ll [ Ll

Ll [ Ll

NOTE:
Card Functionality :

Alarm Zone : If Cardholder is able to Arm/Disarm then enter the Alarm Zone.

Holiday : Check box if operation on holiday is different from normal day of the week.
Exit by Sch  : Check box if exit is controlled by card access right Schedule
Card & PIN  : Check box if the card is to operate on Card & PIN mode.

Prepared by : Dated :
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