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Chapter 29: External Alarm Monitoring

Contact ID
Contact ID is a DTMF (Dual Tone Multi-Frequency) protocol for transmitting
event/alarm occurrences to remote alarm monitoring stations over
telecommunications.
Contact ID requires a suitable modem device and uses an analog phone line. It
requires exclusive use of the phone line when it is transmitting data.
Note:
Contact ID is not currently supported on digital phone systems or over a GSM
network.
The form of the message sent to the alarm monitoring station is as follows:
ACCT MT QXYZ GG CCC
ACCT Four digit Account number (0-9, B-F)
MT Two digit Message Type used to identify the Contact ID message
to the receiver.
Q Event Qualifier which gives specific event information as
follows:
1 = New Event or Opening
3 = New Restore or Closing
6 = Previously reported condition still present
XYz Event Code (3 Hex digits 0-9, B-F), which is mapped to an
existing Event group in Command Centre.
GG Group or Partition number (2 Hex digits 0-9, B-F).
00 can be used to indicate that no specific group or partition
information applies
CcccC Zone number (Event reports) or User number (Open/Close
reports).
3 Hex digits 0-9, B-F.
000 can be used to indicate that no specific zone or user
information applies.
For every alarm that is sent off site using Contact ID, a restoral event will also
be sent to the monitoring station to indicate that the alarm condition has
been attended to. See Events with Restorals (on page 40-5) for a list.
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IMPORTANT:

There are a number of events that are exclusive to Command Centre and play
no part in the Controller based Contact ID, and therefore will never provide
Contact ID alarms.

Sites can choose to send multiple transmissions of the same alarm occurrence,
(i.e. alarm floods) via Contact ID, or to send just one and then wait for an
Alarm Zone Set/Unset before sending another. The multi-breaks option (see
Alarm Flooding on page 6-6 for details) determines how repeated alarm
messages will be sent via Contact ID to a remote alarm monitoring company.

IP Alarm Monitoring

IP Alarm Monitoring uses another means of transmitting the alarms between
the Controller and alarm receiving centre, (i.e. an IP Alarm Transmitter). The
IP Alarm Transmitter uses TCP/IP to transmit messages to an alarm monitoring
centre.

Messages are transmitted using the Offsite Alarm Transmission Protocol. This
protocol uses the Contact ID ANSI\SIA DC-09 message format. Encryption can
be enabled or disabled.

Messages are received by the IP Alarms Receiver Software. The IP Alarms
Receiver Software forwards the messages via a serial port, using the Ademco
685 protocol, to the alarm monitoring system in the alarm monitoring centre.

Notes:

e While you can have digital cameras and Contact ID on the same Controller,
the transmission error rates increase if you are doing rapid image
triggering. Therefore, if you require rapid image triggering on a Controller,
you should not have Contact ID on the same Controller.

e An online help file listing all the event/alarm messages in the system can
be accessed via the Help menu bar in Command Centre, and will provide
you with explanations of what each of the Contact ID messages mean.

e A Contact ID Assignment Report is available, which provides a list of all the
possible Contact ID strings that can be sent from a Dialler to a remote
monitoring station. See Contact ID Assignment Report (on page 37-57) for
further detail.

e The "Edit Site" and "View Site" operator privileges are required for working
with the Contact ID functionality.

e When using the Find Tool to locate items, those with Alarm Dialling
configuration will have additional search criteria available on the Alarm
Transmission tab, determined by what you select in the "Look in" field on
the General tab, as follows:
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Selection in the "Look in"
field on the General tab

Field that appears on the Alarm
Transmission tab

All items
Cardholder

any hardware item or site
item (excluding Alarm Zone)

Alarm Zone

User or Zone ldentifier (CCC) field *
User Identifier (CCC) field *

Zone ldentifier (CCC) field *

Group Identifier (GG) field.

If a GG code is entered in this field, the
search results will display the Alarm Zones
that have been assigned that GG. If the GG
value is left blank, then it will not be used as
a search criterion.

*If a CCC code is entered in this field, the search results will display the
cardholders or items that have been assigned that CCC. If the CCC value is
left blank, then it will not be used as a search criterion.
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Setting up Contact ID

Introduction

This topic is separated into four individual procedures that make up the
process for setting up Contact ID, as follows:

1. Setting the Country Code

Setting the Country Code for an Alarm Transmitter/Dialler is done once you
have physically connected the Alarm Transmitter/Dialler to the Controller.
There are two methods for setting the country code, therefore use the
method applicable to your situation. Either:

e viathe Controller Diagnostics web page, or

e if circumstances do not permit for you to use the web page, the
modem can be connected via a serial cable.

Refer to Setting the Country Code (on page 29-6) for both procedures.

2. Creating an Alarm Transmitter/Dialler Output (optional)

If you want to receive visual or audible acknowledgements when Alarm
Zone armed messages are received by the monitoring company, an
output(s) needs to be created for the Alarm Transmitter/Dialler.

Notes:

e More than one output can be configured for the Alarm
Transmitter/Dialler, (e.g. an audio output and a visual output).

e Ensure you set the output to pulse when activated.

Refer to Creating Inputs and Outputs (on page 21-25) for the procedure.

3. Configuring an Alarm Transmitter/Dialler

An Alarm Transmitter/Dialler gets configured in Command Centre, and is
required to dial the monitoring company in three basic situations:

e When an alarm occurs or restores.

e When an Alarm Zone changes state between armed and any other
state.

e Periodically to indicate that the Transmitter/Dialler is still functioning.

Refer to Configuring an Alarm Transmitter/Dialler (on page 29-10) for the
procedure.
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4. Assigning the Alarm Dialler to a Controller

Once an Alarm Transmitter/Dialler is configured, it needs to be assigned to
a Controller in Command Centre.

(Note: Contact ID messages will be lost if a Controller is restarted for any
reason.)

Refer to Assigning the Alarm Transmitter/Dialler to a Controller (on page
29-25) for the procedure.

5. Configuring Items for Contact ID

The items that are required to report Contact ID events need to be
configured to do so by assigning CCC codes to them, and if you wish, CCC
codes to card users who set and unset alarms.

The Alarm Zones that will be used for Contact ID also need to have GG
codes assigned to them.

Note: Each Alarm Transmitter/Dialler must have a separate Alarm Zone
for its reporting.

Lastly, you need to select which Action Plan will have an Alarm
Transmitter/Dialler assigned. This action will start alarm dial out to the
Monitoring Company.

Note: When setting the Action Plan to use an Alarm Transmitter/Dialler,
ensure that the corresponding XYZ value is appropriate, as some of the
Command Centre defaults may not be appropriate to your Monitoring
Company.

Refer to Configuring Items for Contact ID (on page 29-24) for the
procedure.
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Setting the Country Code

Introduction

The Country Code needs to be set for an Alarm Dialler. This is done once the
Alarm Dialler has been physically connected to the Controller, (the Installation
Note provided with the Alarm Dialler has instructions on how this is done),
and preferably before you configure the Alarm Dialler in Command Centre.

There are two methods for setting the country code, therefore use the
procedure applicable to your situation:

via the Controller Diagnostics web page, or

the modem can be connected via a serial cable

Procedure
Setting the Country Code via the Web Page

1. Ensure DIP Switches 1 and 2 are set on the Controller.

Note: The Controller 6000 will need to be power cycled with DIP Switch 2
on to allow access to the Controller Diagnostics web page.

2. Open the Internet Browser.

3. Inthe Address field enter the IP Address of the Controller followed by a
forward slash, then config followed by a full stop. See the example below
for the correct format.
| Address @] http:j/192.168.1.2)config, =]

Press the Enter key on your keyboard.
The Enter Network Password screen displays.
Enter Metwork Password 2|
? Please type your user name and password.
Site: 19216812
Realm Debuager
Uszer Mame Iconfig
Pazsward ICarda:-cFT
W & ave thiz password Jo nour pazawond lzk
Ok I Cancel |

4. Enter config for the 'User Name' (all in lower case), and CardaxFT for the
'Password'. You also have the option to 'Save this password in your
password list'.
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5. Click the OK button.
The Gallagher Controller Configuration screen displays.

Gallagher Controller S000GL # 0 (ETS)

Gallagher Controller Configuration

¢ Dial-up Configuration
s LAN Confizuration

Cusrent time is: 2011-07-04 21:42 UTC
Copynght © 2000-2011 Gallagher Group Ltd, All Rights Reserved
Version: v7.00/bé1 BootMon-4.03-ETS101

6. Select Dial-up Configuration.
The Dial-up Modem Configuration screen displays.

Gallagher Controller # 2

. _\\\\1! ”"4

SIGALLAGHER

Dial-up Modem Configuration i

This page allows youto configure the modem connectad to yous Gallssher Controller so that it can dial-up the server (or the
server can disl-up the Gallsgher Controller) to inutialise the Gallagher Controller.

Server log-n username: W
Server log-mn password: [“"""““"—
Server IP address: Wlﬁll_h_
Server phone number: |

Dial out after hanging up: ¥

o

7. Scroll down the web page to the Modem Information section.

Modem Information

Warning: Querying for modem information will internapt an active Gallagher Command Centre dial-up connection.
Cuerying for modem information will be blocked by an active Alarm Dialling connection.

|3 vI Qery Information |

[]
8. Specify the modem information string you wish to query, by clicking the
drop-down menu list box and selecting the appropriate string.

9. Click the Query Information button.
The following screen shot shows an example of the query results that
display:
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=
Modem Information

Warning: Cuerying for modem information will intermapt an active Gallagher Command Centre dial-up connection.
Cuerying for modem information will be blocked by an active Alarm Dialling connection.

Results of last query:

ATIF: LTV 92 1.0 MT 5634511-V92 Data/Fax hodem Version 1.28¢ OK

|D vl Query Information |

[]
The results of this query show the level of the firmware on the socket

modem. This query is used mostly for diagnostic purposes, therefore it is
not essential that you perform this step.

If however the Modem has not been connected to the Controller correctly,
"No Response" displays in the query results.

If you query the Modem when the Alarm Dialler is using it, "Alarm Dialler is
using modem. Try again later" displays in the query results.

10. Scroll down the web page to the Modem Country section.

=
Maodem Comntry
Wemmg Qusrpmy or seting the modem oouniry code will memmopl en aciree Gallaghss Commersl Comee dinl-up ooroerhon
Chuernng or sebimg Uhe pounbry ende ol b hlocked by en setnee Alerss Dialeng somnaction
Renting the coumrry eade requires firsd yerrying the rorresn cade .
Qugry Countey Code I
L
This section of the web page displays all the countries that the modem
supports.

11. Click the Query Country Code button.

The current country setting displays.

Muodem Country

Warning :'lu"'lﬁn': ot #ettimg the modem sountey eods will intermunt an active Oallagher Commnd Cantrs diakup connetian

Conarying oo pesting the sointey oo will be blacksd by an wethve Alaem Diallingg comnection

Cuerent oumtey sorirg (& pere chipast)

0 OSSR ENE T & 600, TLAO T uluTech Spsiemy BT S 3 r.ﬂ-':':";'ﬁ"-lj' 1
| Select Counmy =
St Countny Code ]

Note: In the example above the Country Code currently set is 09 New
Zealand, therefore you would not need to re-set the Country Code if in
New Zealand.

12. If you do require a different country setting from the one currently set,
click the drop-down menu list box to display all the Country Codes, and
select the Country Code you require. See Country Codes (on page Appx
A-1) for details of all country codes supplied.
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For example:
The following screen shot shows 01 Australia selected in the drop-down

menu list list box.

Modem Country

W armng: Cluerymg o s=limg the modess onuntry code snll mlermept o sctres Oallagher Commane Cendse disl up conneebon
Chizrpeng or s=ibng the roantry code wall be Mocked by 2n actree A e Diafhe g sooneschon

Crarend comntry setbeng (A pere chepsel)

09 (O SRTTo  ANRE ODERT T L ADGIE TLAO TP AL ST e Spetesms MT RELTL- WEIAT) OF

_

Set Couney Code |

When the Set Country Code button is clicked, the Country Code changes
(in the following screen example it changes from 09 to 01) and the
message in the drop-down menu list box reverts back to "Select Country".

(Bl
Modem Country

Warnm g Cusryag or selimg the modemss oouniry eode wll mierrupl en sctrve Oallagher Conmard Certre dhal-ug comedion.
Omusrymng or gethng the coardry cods will be bocked by an scbrre A lsem Disleg eormescicmn

Currend. coumctry s=tbng LA pere chopsel)

0L ¢ DRTEE SR ODEMNTLA ML, TIALT L ST ek Sratems MTHIATMI-VIZAR) OR

EEEI-EM:! ey ﬂ

Set Counky Cade |

13. Click the Set Country Code button.

Result

The Country Code has been set for the Alarm Dialler.

Next

Configuring an Alarm Transmitter/Dialler (on page 29-10)
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Configuring an Alarm Transmitter/Dialler

Introduction

Before you begin

This procedure enables you to create an Alarm Transmitter/Dialler in

Gallagher Command Centre.

Before you begin this procedure ensure you have:

performed Setting the Country Code (on page 29-6).

created an output(s) for the Alarm Transmitter/Dialler (using the Creating
Inputs and Outputs on page 21-25 procedure), if you want to receive
visual or audible acknowledgements when Alarm Zone armed messages
are received by the monitoring company.

Notes:

e More than one output can be configured for the Alarm
Transmitter/Dialler, (e.g. an audio output and a visual output).

e Ensure you set the output to pulse when activated.

Procedure
1. In Command Centre, click Configure from the menu bar, then Hardware.
The Hardware Master List Window opens.
2. Right click and select either:
New...RS$232 Devices > Alarm Dialler, or
New...IP Alarm Transmitter.
By default the General tab displays.
3. Complete the fields as required.
For further detail see General tab (on page 3-18).
4. Click the Event Response tab, and configure as required.
For further detail see Event Response tab (on page 3-20).
5. Click the Alarm Instructions tab, and configure as required.
For further detail see Alarm Instructions tab (on page 3-22).
6. Click the Alarm Transmission tab.
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Alarm Dialler 1 - Properties |
Gieneral Cattact [D
Evert Response o : : )
. Zone identifier [CCC] when reporting this device: IEIEID
Alarm Instructions
Status and Owerides

Alarm Trangmizzion

Connections
Backup Trahzmitters
Dial Numbers

Dvial Protocol

Dial Schedule
Outputs

|cohs

Motes

Ok I Cancel | Apply I

7. Enter the zone identifier for Contact ID.
Notes:

e This field will accept 3 Hex digits 0-9, B-F.

e The default of 000 can be left if you do not wish to indicate a specific
zone or user information.

8. Click the Connections tab.

Alarm Dialler 1 - Properties x|

General

Event Responze
Connected to: I

: -- Mone Selecked - j
Alarm Instructions

Status and Owerides
Alarm Transmizzion

Conmections

Backup Transmitters
Dial Numbers

Dial Protocal

Dial 5chedule
OutpLits

|cohs

Motes

0k I Cancel | Apply I

This tab shows the Controller that this Alarm Transmitter/Dialler is
connected to. This has to be configured from the Alarm Transmission tab
of the Controller properties. Refer to Assigning the Alarm
Transmitter/Dialler to a Controller (on page 29-25) for the procedure.

9. Click the Backup Transmitters tab.
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10.

11.

12.

Alarm Dialler 1 - Properties

Gerneral

Event Responsze
Alarm [nztructions
Status and Overrides
Alarm Tranzmizzion
Connections

Backup Transmitters

Dial Humbers
Dial Protocal
Dial Schedule
Outputs

leans

MHotes

x|

— Backup Diallers

-- Mone Selected --

|

-- Mone Selected --

-

o]

Cancel | Apply I

A Backup Transmitter/Dialler can take over from an Alarm
Transmitter/Dialler that is having trouble communicating due to any
number of problems. Each Alarm Transmitter/Dialler can have up to two
backup transmitters/diallers.

Notes:

e Backup Transmitters/Diallers can only be nominated for LAN connected

Controllers.

e A Transmitter/Dialler on a Dial-up Controller cannot act as a backup for
a LAN based Controller.

Click the drop-down menu box(es) and select the appropriate Alarm
Transmitter/Dialler to be used as a backup transmitter/dialler.

Are you configuring an Alarm Dialler or an IP Alarm Transmitter?
If an Alarm Dialler, go to Step 12.
If an IP Alarm Transmitter, go to Step 21.

Click the Dial Numbers tab.

Alarm Dialler 1 - Properties

General

Event Responsze
Alarm Instuctions
Status and Overrides
Alarm Tranzmizzion
Connections
Backup Transmitters

Diial Humbers

Dial Protocal
Dial Schedule
Outputs

lcons

MHotes

— Dialling Prefix

T

Redial Atternpts
Madimum: 10 =

Time Between Redials:

ISD zecohds 'I

— Phone Numbers

Phone MNumber Dezcription
1 I IF'hone rumber 1
2 I IF'hone number 2
3 I IF'h-:-ne rumber 3

o]

Canhicel

| Apply I
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13. Tick the checkbox under Dialling Prefix and enter the number required to
dial out of the internal phone system.
A maximum of eight digits can be entered.

Each Dialler can be configured to dial up to three numbers in an attempt to
communicate with an alarm monitoring station, as follows:

Field Description

Phone Number 1 This is the first phone number that the Dialler will call
when a Contact ID message needs to be sent.
(Maximum 32 digits)

Phone Number 2 This is the second phone number that the Dialler will
call once all attempts on Phone Number 1 have
expired.

(Maximum 32 digits)

Phone Number 3 This is the third phone number that the Dialler will call
once all attempts on Phone Number 2 have expired.
(Maximum 32 digits)

Description The Description fields for the phone numbers allow a
text description of each number to be entered so the
numbers can be easily recognised.

These descriptions will also appear in an audit trail
rather than disclosing the actual called numbers.

14. Complete the Redial Attempts as required:

Field Description

Maximum (Range is 1-99, and default is 10 attempts)
This is the number of redials that the Dialler will
attempt before moving onto the next phone number.
If this number is set to 10, then a total of 11 calls will
be made to the first phone number, (i.e. the first
attempt and then 10 more attempts).

Once the redial attempts have expired then the Dialler
will move to the next number on the list and the same
rules will apply to that number, being that the first
attempt will be followed by the number of redial
attempts. Once all redial attempts have expired an
alarm can be generated by an Action Plan. Events are
held for 15 minutes, then the sequence starts again.

If you assigned a Backup Dialler(s) at Step 16, then
once all attempts have been made with this Dialler,
the messages will be passed to the backup Dialler(s)
for transmissions.
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Field

Description

Time Between
Redials

Notes:

e Each Dialler supports 255 events being held in the
buffer, so if there are more than 255 events to be
sent via Contact ID, the oldest events will be
discarded. A message is generated however in the
Event Log to advise the Date, Time and details of
the discarded event(s) to provide a full audit trail.

e A 15 minute wait period is started after all
attempts at connecting to the security company's
Contact ID receiver have failed. During this
period, if further Contact ID alarms occur, no
Contact ID events appear in Command Centres
event viewer window and no further dialler
activity is initiated.

Take this functionality into account when you have
no backup dialler, assign only one telephone
number, and set the Redial Attempts Maximum to
0. If the dialler tries to report a Contact ID event
and encounters say a busy line, subsequent
Contact ID transmission attempts will be inhibited
for 15 minutes.

This is the time value between calls that are made to
the designated phone numbers.

Note:

This should be set according to your local
telecommunications company specifications.

(Range is 1 second to 1 hour. The default is 30
seconds)

15. Click the Dial Protocol tab.

Alarm Dialler 1 - Properties x|

General

Event Responze
Alarm Instructions
Statuz and Dverides
&larm Transmission
Cannections

Backup Transmitters
Dial Numbers

Dial Protocol

— Contact D

Message Type [MT]: 18 i
b aximum wait for handzhake [zeconds): |3EI 3:

I awirnurn tranzmit athernpts: |4 _I;

Dial Schedule
Cutputs
lcons

Motes

— Cardax FT Dialler

Cusztan Initialization String:

ak I Caticel | Apply I
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16. Complete the fields on this tab as required.

Field

Description

Message Type (MT):

Maximum wait for

handshake (seconds):

Maximum transmit
attempts:

Custom Initialisation
String:

This two digit sequence is used to identify the
Contact ID message to the receiver. It may be
transmitted as either 18 (which is the default and
the preferred option), or 98 (optional).

Note: New receivers will accept eitheran 18 or a
98, however some older receivers may not accept a
98.

This value determines how long the modem will
wait for a connection and "handshake" from the
alarm monitoring receiver. If no valid handshake is
detected by the end of the wait time, (this could
happen because of busy receiver telephone lines,
or there was no answer at the called number), then
an Alarm Dialling failure alarm can be generated
and the system will retry again after the time
between redials has elapsed.

(Range is 1 to 255 seconds. The default is 30
seconds.)

The number of transmit attempts to send the same
Contact ID string to the receiver during the same
call, before hanging up and redialling. The
attempts counter is reset each time a valid kiss-off
signal is received.

(Range is 1-4 attempts. Default is 4 attempts.)

It is unlikely your site will need to enter an
intialisation string, therefore it is important you
leave this field BLANK. However there are cases
where you may need to add an initialisation string,
as follows:

e |f your Contact ID receiver (normally located at
the alarm monitoring company) happens to be
on the same PABX as the Dialler, or

e If you are experiencing problems with reliably
receiving Contact ID messages at the receiver.

In these situations, contact Gallagher Group
Limited (Tech Support) for further instructions on
entering an initialisation string.

17. Click the Dial Schedule tab.
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Alarm Dialler 1 - Properties x|

General ~ I Peiadic Dial Tone Check

Event Response
Time Between Dial Tote Checks: |1 hour "I

Alarm nstuctions

Statuz and Overides " I~ Periodic Disling

Alarm Transmizzion

+ I i - b =
Carmreslinns % Dial daily at: 12:00 am. =i
Backup Transmitters

) Dial evens: |1 h vI
Cial Murmbers o o
Dial Protocal Frarm; 216 p.m. ﬂ
Dial Schedule
Outputs [ Skip periodic disl following successful lam dial
lconz
Mabes

K I Cancel | Apply I

18. If you want to check for dial tone on the line on a regular basis, tick the
Periodic Dial Tone Check checkbox and select the time from the drop-
down list for the frequency of the check.

Notes:

The checks can be as frequent as 1 minute or as intermittent as 24
hours. (The default is 1 hour)

If an Alarm Dialler fails a “Periodic Dial Tone Check”, an alarm will be
generated.

The line is not broken during these dial tone checks, and an alarm is
raised if there is no dial tone on the line when it is checked. You can
use an Action Plan to annunciate these alarms to Command Centre,
and optionally send them out from another Dialler on the system.

It is recommended that Diallers are connected to a dedicated phone
line, or at least a line that is used infrequently by other devices on that
line. In the case of a shared line, the Contact ID Dialler must be the
first device that can break or use that line.

If there is more than one Alarm Dialler on your system, unique periodic
tests must be sent from each Dialler. The periodic dial test works as
follows:

e ACCT: If an Alarm Zone is assigned to the Dialler and the Alarm Zone
overrides the site ACCT code, then the periodic test dial will use the
Alarm Zone's ACCT code, otherwise the periodic test dial will use the
site's ACCT code.

e GG: If an Alarm Zone is assigned to the Dialler, then the periodic test
dial will use the Alarm Zone's GG code, otherwise the periodic test
dial will have a GG code of "00".

e CCC: The periodic test dial will use the zone identifier (CCC) that has
been assigned to the Alarm Dialler.
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19. The timer test can also be configured on this tab by ticking the Periodic
Dialling checkbox and then setting the frequency of the tests by clicking
the appropriate radio button.

Option Description

Dial daily at: Selecting this option will mean that a Periodic dial will
occur at the same time each day. Always set it for a
time of the hour or half hour to avoid overloading the
monitoring station at these times. If you change the
periodic dial time, notify the monitoring station of the
new test time. The time will automatically adjust for
daylight savings.

Note:
Remember that this is based on the time at the
Controller, not at Command Centre.

Dial every: Select this option if you require more frequent periodic
test dials. This means that a periodic dial will occur at
the interval specified, starting at the time that has been
specified.

Time intervals allowed = 30 minutes, 1, 2, 3, 4, 6, 8 or
12 hours.

Anytime can be entered in the start time. Daylight
savings corrections will be applied when the Controllers
clock is updated.

The timer test (also known as the ‘periodic test’ or ‘24 hour’ test), is an
indication to the monitoring station that the alarm system is capable of
sending Contact ID. Most systems send one test per day. The signal is
fixed in its format and will be sent with a XYZ (contact id event code) of
602 and it will be sent in the (GG) partition or Alarm Zone 00. Only one
periodic test can be enabled per account number for accurate reporting of
line status (this is a consideration when using multiple Diallers using single
client code reporting). It may be necessary to configure periodic tests from
different diallers into different account numbers. It will also be reported
as a new event and will have a CCC of 000, (e.g. 123418160200000, where
1234 is your account number).

If a test is not received action is taken by the monitoring station staff,
which may include phoning the site to check that the phones are working.

20. Tick the Skip periodic dial following successful alarm dial checkbox if
required.
By enabling this feature, the periodic dial will get skipped when there has
been a successful alarm dial since the last periodic dial test.
If the periodic dial is skipped, the next time you can expect a periodic dial
is after the periodic dial interval (or at the same time of day tomorrow),
depending on how it is configured.
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21. Click the Alarm Receivers tab.
Note: If you are configuring an Alarm Dialler rather than an IP Alarm
Transmitter, go to Step 29.

IP Alarm Transmitter 1 - Properties ﬂ
General — Receiver 1
Ewent FResponsze
i B o .0 .0 .0 Port2za0m Tramsmitber 10; |oouou1
Alarmn Ingtuctions
Statuz and O verides = | Ematile polling everyl 120 _Ij ISeconds vl Transport: ILANIWAN vI

Alarmn Transmission
Connections

Backup Transmitters

| Alarm Recsivers
Advanced
Encryption

Outputs
leons

Motes

1 Receiver 2
IP;I o .0 .0 .0 Port:lZ?DDD TransmitterID:IDDDDDZ
= | Ematile polling every|120 _IZIISeconds vl Tramsporh: ILANIWAN vI
— Receiver 3
IP:l 0.0 .0 .0 Port:|29000 TransmitterID:Iganug
= | Ematile polling everv|120 _Ingeconds vl Transpatt: ILAN,!’WAN VI
Ok I Cancel | Apply I

22. Tick the checkbox beside the Receiver you wish to use.
Each IP Alarm Transmitter can be configured to transmit to three receivers
in an attempt to communicate with an alarm monitoring centre, as

follows:

Field

Description

Receiver 1

Receiver 2

Receiver 3

This is the first receiver that the IP Alarm Transmitter
will transmit to when a message needs to be sent.

This is the second receiver that the IP Alarm
Transmitter will transmit to once all attempts on the
Primary Receiver have expired.

This is the third receiver that the IP Alarm Transmitter
will transmit to once all attempts on Receiver 2 have
expired.

23. Complete the Receiver fields as required:

Field

Description

IP

Port

Enable polling

Transmitter ID

This is the IP address of the receiver. This will be
provided by the alarm monitoring centre.

This is the port number of the receiver. This will be
provided by the alarm monitoring centre.

This is the heartbeat time used to poll the receiver.

If required, you can configure a transmitter ID, so that
the receiver can monitor and identify the channels
separately.

This field is pre-populated with a unique suggestion,
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Field Description

formed from the site wide ACCT code plus a unique 2
digit identifier.

Transport The available transport options are WAN/LAN or
Wireless. For the Wireless transport option, the IP
Address/Port combination will need to be allowed
through any firewall that is configured between
Command Centre and the Alarm Receiver via the
cellular provider.

Note: If you use the Wireless option and need to
update the Intercel Sam3G+ module to use a different
connection profile that the 3 preloaded profiles, refer
to Changing the Connection profile on the Intercel
Sam3G+ module (on page 29-22) for the procedure.

24. Click the Advanced tab.

IP Alarm Transmitter 1 - Propetties |
Gereral — Retries
Event Responss Send attempts before trving nest receiver; I 5 _,::'

Alarm Instructions
Status and Overrides

Alarm Transmission

Connections

— Wireless
Backup Transmitters

Alarm Receivers Frequency Bands: Inutomatic "l

Advanced

E nciyption

Outputs
lzonz

MNotes

] | Cancel I Apply I

25. Enter the number of attempts before trying the next receiver.

This is the number of retries that the IP Alarm Transmitter will attempt
before moving onto the next IP address. If this number is set to 10, then a
total of 11 transmissions will be made to the first IP address, (i.e. the first
attempt and then 10 more attempts).

Once the retry attempts have expired then the IP Alarm Transmitter will
move to the next IP address on the list and the same rules will apply to
that IP address, being that the first attempt will be followed by the number
of retry attempts. Once all retry attempts have expired an alarm can be
generated by an Action Plan. Events are held for 15 minutes, and then the
sequence starts again.

If you assigned a backup transmitter(s) at Step 10, then once all attempts
have been made with this IP Alarm Transmitter, the messages will be
passed to the backup transmitter(s) for transmissions.
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Notes:

e Each IP Alarm Transmitter supports 255 events being held in the buffer,
so if there are more than 255 events to be sent via Contact ID, the
oldest events will be discarded. A message is generated however in the
Event Log to advise the Date, Time and details of the discarded event(s)
to provide a full audit trail.

e A 15 minute wait period is started after all attempts at connecting to
the offsite alarm receiver have failed. During this period, if further
Contact ID alarms occur, no Contact ID events appear in Gallagher
Command Centre's event viewer window and no further transmission
activity is initiated.

Take this functionality into account when you have no backup
transmitter, assign only one IP address, and set the Retry Attempts
Maximum to 0. If the IP Alarm Transmitter tries to report a Contact ID
event and cannot, subsequent Contact ID transmission attempts will be
inhibited for 15 minutes.

26. If you selected the Wireless transport option on the previous tab, (i.e. the
Alarm Receivers tab), you can select a Wireless Frequency Band incase the
reception on one band is very low, but the modem will not select a higher
strength band.

Note: When the Frequency Band is changed, the band may not change
until the next update (approximately 2 minutes).

27. Click the Encryption tab.

IP Alarm Transmitter 1 - Properties ll

G |
Eneral [ Enable encryption

Ewent Fesponse

Alarm |nstructions BRI (7

Statuz and Overrides I

Alarm Transmission Impart, . | Export,,, I Generake
Connections

Backup Transmitters
Alarm Receivers

Iy

IR PR R

Outputs
lzons

MNotes

u].9 | Cancel I Apply I

28. If you want to use an encryption key, populate the Encryption Key field,
with a 64 character hexadecimal string.

Notes:

e This can be done by either manually typing in a string, or by clicking the
Generate button which will automatically populate the field with a
random hexadecimal string and enable the Apply button. If the Apply
button is clicked now, the 64 characters are converted to 64 X's.
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e When an encryption key is entered, this is sent across DCOM to the
server. As it would be possible for someone on the network to capture
the packet as it passes along the network, it is recommended that this
only be done on the workstation that runs directly on the server PC.

29. Did you create an output for the Alarm Transmitter/Dialler so you will
receive visual or audible acknowledgements when Alarm Zone armed
messages are received by the monitoring company?

If yes, then click the Outputs tab.
If no, go to Step 31.

Alarm Dialler 1 - Properties x|
General Mame | D escription
Event Respanse @ #am Dialler Qutput Alarm Dialler Dutput

Alarm Instructions
Statuz and Overides
Alarm Transmission
Connections
Backup Transmitters
Dial Mumbers

Dial Protocal

Dial Schedule
Outputs

lconz
Maotes

QK | Cancel | Apply I

30. Open the Hardware Master List Window, and drag and drop the Alarm
Transmitter/Dialler output(s) previously created into the grid.
Note: If backup Alarm Transmitters/Diallers are used they must have their
own outputs configured.

31. Click the Icons tab if you want to change the Icon Set for this Alarm
Transmitter/Dialler.
For further details regarding the Icons tab, see Icons (on page 6-43).

32. Click the Notes tab if you want to add a note(s) about this Alarm
Transmitter/Dialler.
For further details regarding the Notes tab, see Notes (on page 6-46).

33. Click OK to exit and save your changes.
Click Cancel to exit without saving your changes.
Click Apply to save your changes and stay in this window.

Result
An Alarm Transmitter/Dialler has been created in Command Centre.
Next
Assigning the Alarm Transmitter/Dialler to a Controller (on page 29-25)
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